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LOT CAM DOAN
Nhitng ndi dung duge trinh bay trong luin vin 1 nhitng kién thirc cta
riéng ca nhan em tich liy trong qua trinh hoc tap, nghién ctru, khong sao chép
lai cia mot cong trinh nghién ctru hay ludn vin cta bat ctr tic gia nao.

Trong ndi dung cua ludn vin, nhimg phan em di nghién ctru, trich din déu
dugc néu trong céc tai liéu tham khao, co nguén géc, Xudt x{ tén tudi cla cac
tac gia va nha xuét ban rd rang.

Nhing diéu em cam két hoan toan 1a su that, néu sai, em xin chiu moi hinh

thirc ky luat theo quy dinh.

Ha Noi, ngay 19 thang 05 nam 2024

Hoc vién thuc hién

P4 Xuin Son



Vii

MO PAU
Nhu chung ta di biét hién nay véi sy phat trién bung nd cua céng nghé
thong tin di tic dong 16n dén cac hoat dong thudng ngay cta x4 hoi tir viée day
hoc, 1am viéc, dén cac nhu ciu gidi tri ... Do dai dich Covid-19, cac bi¢n phép
phong chdng dich phong toa, gitt khoang cach, ... duoc trién khai. Tir nhiing
van dé nay giy ra nhiéu tr& ngai d6i véi cac hoat dong can tiép xuc tryc tiép
nhu linh vuc ngan hang 1a mot trong s6 d6. Do d6 giao dich thanh toan truc

tuyén khong dung tién mat tré nén thun tién va phat trién hon bao gid hét.

Tai Hoa Ky, cac hoat dong gian 1an lam cho ) luong khach hang bi thiét
hai dat murc ky luc 15,4 triéu nguoi, cao hon 16% so voi nam 2015 va gay thiét

hai khodng 6 ty do.

Theo théng ké ctia Ngan hang Nha nudc Viét Nam, sb luong va gia tri
giao dich thanh toan dién tr nam 2019 qua kénh Mobile Banking tang trudng
1an luot 12 198% va 210%; cac kénh Internet Banking va vi dién tir ting trudng
tor 37% - 86% so véi cung ky. Ngay 26/5/2020, Tha tuédng Chinh phu da ban
hanh chi thi s6 22/CT-TTg vé viéc day manh trién khai cac giai phap phat trién
thanh toan khong dung tién mat tai Viét Nam, qua doé thic déy manh mé& cac
phuong thtic giao dich dién tir, dong thoi cho thdy xu hudng tat yéu cua viéc
chuyén dich hinh thtc thanh toan. Trong bdi canh d6, ngan hang va cac cong
ty cong nghé tai chinh (Fintech) d3 va dang tip trung phat trién cac tng dung
m&i trén nén tang cong nghé s, cung cap nhitng san pham, dich vu di kém véi
nhimg hinh thirc khuyén mai vo cung hap din hudng t6i viéc dap tng kip thoi
nhu cau thay d6i ciia khach hang.

Bén canh nhiing loi ich to 16n ma giao dich tai chinh tryc tuyén mang
dén, ngudi stir dung dd va dang phai d6i mat v6i nhitng rui ro tiém an tir viée

that thoat dir liéu c4 nhan. Néu khong c6 nhén thirc day du, ngudi st dung s&
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dé dang tro thanh muc tiéu cta tdi pham tai chinh, c6 nguy co bi lgi dung cho

nhing giao dich bat chinh va thiét hai tai san khong mong mudn.

Céc ngin hang trudc day st dung cach bao mat truyén thong dua vao
yéu t6 con ngudi nhu can bo, nhan vién ngan hang va khach hang str dung dich
vu. Trong do6 cac can bo nhan vién dugc giao nhi¢ém vu thudong xuyén giam sat
cac quy trinh k¥ thuat trong hoat dong thanh toan. .. dé phat hién gian 1an, khach
hang thudng duoc khuyén céo bang viée tu bao vé tai khoan ciia minh. D& dang
nhan thay cach truyén théng c6 d6 biao mat an toan khong cao béi cac hoat dong
gian 1an hién nay ngay cang dién ra hét sirc tinh vi va phtc tap hon. Do d6, vén
dé dat ra can co cac giai phap thong minh hon, hiéu qua hon dé tang cuong tinh
bao mat trong giao dich tai chinh thong qua viéc co thé tu dong phat hién ra cac
giao dich bét thuong (hodc cac giao dich cd nguy co chira dung gian 14n) mot

cach nhanh chéng va hi¢u qua.

Trong bai béo [1] tac gia va nhom cong su ciing néu rd cac thiét hai to
16n trong cac giao dich tai chinh cé tinh bao mat kém. Pac biét trong thoi ky
dai dich covid di lam ddy nhanh cic giao dich tai chinh tryc tuyén. Trong
nghién ctru ciing gidi thiéu tong quan vé cac phuong phap thong minh nhim
phat hién cac giao dich tai chinh bat thudng mot cach hiéu qua. Cling trong bai
bao ndy tac gia co thong ké cac giai phap dua trén may hoc nhu: SVM, CNN,
Naive Bayes, LSTM, v.v. Cudi cuiing cic tac gia ciing néu rd cac thach thic
trong viéc phat hién ra cc giao dich tai chinh boi cac d6i twong phé hoai ludn

c6 xu hudng thay ddi cong nghé dé tranh khoi bi hé théng phat hién.

Trong bai bao [2] tac gia Shaosheng Cao va cac cong sy da gidi thiéu hé
thong TitAnt c6 kha niang phat hién ra cac gian 1an trong giao dich tai chinh
online trong thoi gian thue. Trong nghién ctu ciing trinh bay cac van dé, cac

phuong phap trich chon dic trung va phét hién giao dich co gian 1an bao gém:



thuat toan dya trén tap luat, thuat toan hoi quy logic, thuat toan Gradient
Boosting Decision Tree (GBDT), v.v.. Bé dam bao hé thdng c6 thé hoat dong
trong thoi gian thuc nhom tac gia da trién khai mo hinh dua trén cac cong cu
hd tro ma ngudén mo nhu: MaxCompute, KunPeng, MS va Ali-Hbase. C4c cong
cu nay c6 nhiém vy hd tro luu trit phan tan, huin luyén va du doan cac giao

dich online.

Mic du ciing dd c6 nhiéu nghién ctru khac nhau vé bai toan nay tuy nhién
chua c6 mot giai phap nao 1a tuyét doi. Theo thoi gian cac ddi tuong thyc hién
hanh vi gian 14n ciing s& thay di cach thirc thuc hién nham tranh sy phat hién
cuahé théng vadiéu nay ludn la mét thach thirc voi1 nhitng ngudi c6 trach nhiém
bao mat trong cac hé théng ngin hang hay cac cong ty tai chinh.

Chinh vi cac 1y do trén ddy em da chon dé tai “Gidi phdp ieng dung tri
tué nhén tao nham phdt hién giao dich bit thwong trong hé thong qudn tri

giao dich tai chinh”.



CHUONG 1: TONG QUAN VE GIAN LAN TRONG GIAO DICH TAI
CHINH
1.1. Giéi thi¢u bai toan

Ngay nay cac dich vu tai chinh dic biét 1a dich vu tai chinh truc tuyén
mang lai nhiéu loi ich kinh té to 16n cho xa hoi. Tuy nhién cung véi d6 cac hanh
vi gian 1an xuat hién ngay cang nhiéu.

Gian 1an tai chinh 13 hanh vi ¢ ¥ lira ddi lién quan dén cac giao dich tai
chinh nham muc dich thu loi ca nhan. Cac truong hop gian 1an thudng duoc
thuc hién boi céc tin tic nham chiém doat tai khoan cta nguoi dung sau do thuc
hién cac giao dich chuyén tién nhim danh cép tai san cua nguoi bi hai, cac
chuyén gia kinh doanh c6 kién thirc chuyén mon va cé ¥ dinh lam dung kién
thtrc tai chinh cta ban than nham chude loi, nhirng t01 pham thuc hién cac giao
dich nham muc dich rira tién ma ching c6 dugc tir cac hoat dong phi phap,...
Dién hinh nhu tai Hoa Ky, ) lwong khach hang bi gian 1an dat muce ky luc 15,4
tri¢u nguoi, cao hon 16% so vdi nam 2015 va gay thiét hai khoang 6 ty d6. Trén
thuc té ton tai nhiéu loai gian 1an, nhu gian lan trong dich vu thé tin dung, gian
1an bao hiém, v.v.

Tat ca nhitng hanh vi gian 14n nay s& gy ton hai nghiém trong dén bao mat
cho ca nguoi dung va nha cung cip dich vu. Vi vay, 1am thé nao dé phat hién

gian l1an 1a mdt van dé quan trong can dugc nghién ctru.

1.2. Cac loai hinh gian 1an trong tai chinh



1.2.1. Gian l4n thong qua ma khuyén mai

La hanh vi loi dung mot s6 16 hong khi doanh nghiép dua ra cac chuong
trinh khuyén mai tir d6 sir dung nhiéu 1an ma khuyén mai nham chudc loi. Cac
hoat dong gian 1an phd bién nhur:

e Gian lan vu d3i: khuyén mai tai Shopee don gian 14 cac hanh vi tao
nhiéu tai khoan ngudi mua trén Shopee v6i muc dich nhan qua ting,
mi giam gia Shopee cho khach hang méi, vu dai lién két vi Shopee
Pay (trudc day 1a vi AirPay). Nhitng wu dai nay céac khéach hang cti da
dugc nhan thi sé khong dugce nhan nira. Trude day tan dung ké ho nay
c¢6 nhiéu ngudi da tao ra nhimg cong cu ty dong ding ky hang trim,
tham chi hang ngan tai khoan ngudi mua trén Shopee dé dit mua
cac don hang 0d. Ngoai ra cac mad uwu dai lién quan tdi van
chuyén, thanh todn Shopee cho ngudi méi cling rat 16n, dién hinh
la ma freeship shopee 40,000d cho don 0d. Hién tai hinh thirc nay van
con ton tai nho 1& & mot sé ban chua ndm ré thong tin, chinh sach cling
nhu kha ning nhan dién chinh xac nhiing tinh huéng nay tai Shopee
va dan dén tai khoan Shopee bi khoa. Hién nay, Shopee da dwa ra nhiéu
hinh thtc chdng gian 1an nhu khéa cac tai khoan méi khi thay nghi
ngd, ting thoi gian phat d6i véi tai khoan cii hodc nghiém trong hon
1a khoa ludn tai khoan cii vi pham.

e Nhén vién ban hang gian 1an: 12 nhiing ngudi truc tiép tiép xuc voéi
khach hang, thuc hién cac giao dich thanh toan lién quan tdi tién bac
nén nhan vién dé dang thuc hién gian 1an mdi khi c6 co hoi. Pic biét
néu cac chu cira hang lo 13, 16ng 1éo trong viéc quan 1y thi hiu qua c6
thé bi that thoat 1én t6i hang chuc, hang trim triéu dong.

e BA&o sai gia: Thong thuong kiéu gian 1an nay sé xay ra déi véi nhiing

ctra hang kinh doanh nhd, khong treo bang gia va van str dung cac cach


https://go.isclix.com/deep_link/4348612035381529883/4751584435713464237?url=https%3A%2F%2Fshopee.vn%2Fm%2Fshopeepay&utm_source=pxg&utm_medium=referral&utm_campaign=zeroto_thank_zone&utm_content=the-nao-la-gian-lan-uu-dai-khuyen-mai-tai-shopee.reflinks
https://go.isclix.com/deep_link/4348612035381529883/4751584435713464237?url=https%3A%2F%2Fshopee.vn%2Fm%2Fshopeepay&utm_source=pxg&utm_medium=referral&utm_campaign=zeroto_thank_zone&utm_content=the-nao-la-gian-lan-uu-dai-khuyen-mai-tai-shopee.reflinks
https://go.isclix.com/deep_link/4348612035381529883/4751584435713464237?url=https%3A%2F%2Fshopee.vn%2Fm%2Fshopeepay&utm_source=pxg&utm_medium=referral&utm_campaign=zeroto_thank_zone&utm_content=the-nao-la-gian-lan-uu-dai-khuyen-mai-tai-shopee.reflinks
https://polyxgo.com/ma-giam-gia/shopee/
https://polyxgo.com/huong-dan-cach-lay-ma-giam-gia-van-chuyen-shopee-ma-freeship-shopee/

ban hang truyén thong. Nhu vay mdi khi nha quan 1y vang mat, nhan
vién ban hang sé ty ¥ ting gia thém dé 14y s tién chénh 1éch. Tuy hinh
thire gian 1an nay khong khién ctra hang bj that thoat hang hoa hay tién
bac nhung s& khién cho thuong hiéu bi mat uy tin.

Khong ghi chép don hang/ in hoéa don: Pay 1a manh khoe gy anh
huong truc tiép dén doanh thu cua cira hang. Khi mdi don hang ma
khach hang thanh toan, nhan vién chi thanh todn va cam tién ma khong
ghi lai don hang hoic sau khi khach vé thi nhan nat “Huy hoa don”.
Nhu vy dit liéu trong hoa don s& khong duge luu trong phan mém
ban hang va duong nhién ban s& hoan toan khong biét c6 mot giao dich
don hang vira dién ra. Vi cach thic gian 14n nay, hang hoa thi bi mat
con sd tién thanh toan lai “vé t4i” nhan vién.

Stra hoa don: Sau khi thyc hién xong giao dich va van in héa don cho
khach thi nhan vién ban hang truy cip vao hé thong dé xem va sira lai
hoa don. Ho c6 thé giam sb lugng hang hoa hodc x6a bét mot mon
hang. Sao cho s tién khach hang da tra phai nhiéu hon s6 tién trén hé
thong va nhan vién s& 1ay tién chénh léch. Viéc nay sé dién ra nhiéu
lan néu ban thudng xuyén khong c6 mit tai ctra hang. Va viéc phat
hién nhan vién ty y chinh stra hoa don sé 1a rat kho néu khong cé cac
cong cu hd tro.

Loi dung cac chwong trinh wu dii: Mai khi ctra hang c6 chuong trinh
giam gia, néu chi don gian 13 treo bién va thuc hién moi thong bao
theo cach thu cong thi s€ 1a co hdi lon dé nhan vién ban hang thyc hi¢n
gian lan. Boi nhan nhing lic ban khong dé ¥, ho ¢ thé danh trao cac
bién giam gia hodc tu y chinh sd tién chiét khau nhiéu hon quy dinh.
Hoic nhu chinh gia san pham 1én cao rdi chiét khau diing véi gia ban

dau. Nhu vy ctra hang ban s& bi mat uy tin, t6 chitc chuong trinh wu



d3i ma gia san pham van cao, khach hang ho s& khong mudn quay lai
lan thir 2.

e Lam hong cac dir liéu ban hang: thyc té, khong it nhan vién ban hang
sau khi thuc hién nhiéu lan gian 1an thi da cd tinh lam hong s6 sach
hodc may tinh luu trit dir liéu ban hang dé cac chii quan 1y khong phat
hién. Piéu nay s& gy hau qua nghiém trong boi khong chi 1a so liéu
ban hang, ma ho con dang lam héng ca nhiing ké hoach tuong lai,
nhitng thong tin dir liéu khach hang, cac bao cdo thong ké tinh hinh
ban hang ciing nhu sb lugng hang hoa, thu chi cong ng,... ma ban ghi

chép trong s sach hodc luu trén file may tinh.

1.2.2. Gian lan thong qua chinh sach thanh vién

Nguoi ban nhan duoc khoan boi hoan vi chu thé tir chdi nhan don dat hang
nhung thuc t& hang hoa di duoc thanh toan. Tinh trang nay c6 thé bat gip céac
ctra hang c6 kinh doanh truc tuyén trén cac trang thuwong mai dién tir. Loi dung
chinh sach hoan tién cta cac san thuong mai dién tir hd trg cira hang trong
truong hop khach tra hang hoan tién. Ctra hang da thoa thuan véi nguoi ding
hodc tao tai khoan tu mua ban dé chudc loi tir chinh sach nay .

Ngoai nhitng loi ich cta cac chuong trinh khach hang than thiét thuong
duoc moi ngudi danh gia cao, cho du nhiing loi ich d6 dugc dua ra dudi dang
diém, giam gia, tién thudng, qua ting hodc dam bay. Cac doanh nghiép d nhan
ra rang 10ng trung thanh cua khach hang 1a rat quan trong dé duy tri va tang thi
phan, va cac chuong trinh khach hang than thiét dugc thiét ké dé thiét 1ap méi
quan h¢ 1au dai va co lgi1 vai khach hang.

Tir quan diém kinh doanh, cac chuong trinh khach hang than thiét giup
tang ty 18 gitr chan khach hang, giam chi phi tiép thi dé c6 duoc khach hang

moi, tdc dong dén viéc mua hang cua khach hang doi véi thuong hiéu va xac



dinh méi lién hé giira loi ich ctia khach hang than thiét va hanh dong ctia khach
hang (nhu nghién ctru tiép thi mot phan). T quan diém cua khach hang, viéc
dang ky tham gia cac chuong trinh khach hang than thiét mang lai cam giac c6
di c6 lai (nhan duoc nhiéu tht hon so véi 1an mua ban dﬁu), su cong nhan dac
biét, su tin tudng va cam két cua td chirc bén canh céc loi ich nhu giam gia.
Nhung ¢6 mot van dé it duoc nhén ra lién quan dén gid tri cta cac chuong
trinh khach hang than thiét: gian lan. Trong khi 81% nguoi My danh dong diém
thuong tich liy ctia ho véi tién mit, hiu hét nguoi tiéu dung khong thuong
xuyén kiém tra s6 du tai khoan khach hang than thiét cua ho. Hon nita, khoang
20% thanh vién nhan thuong chua bao gio doi bat ky diém tich lity nao cuia ho.
Nhitng diém khong duoc st dung va khong duoc giam sat ndy da tré thanh muc
tiéu chinh cho nhimg ké Itra dao danh cap dé st dung cho riéng chiing hoic ban
trén dark web. C6 nhiéu phuong phap khac nhau dé thuc hién hanh vi gian lan
trong cac chuong trinh khach hang than thiét va viéc bao vé chuong trinh cua
ban chdng lai chiing cling doi hoi nhiéu cach tiép can va nd luc khac nhau.
Trong nhiéu niam, nhitng chuong trinh khach hang than thiét danh cho
cac doanh nghi¢p nhoé hon da dua vao thé giéy duoc duc 16 hoac dong diu khi
mua hang dugc thuc hién.Cac chuong trinh khach hang than thiét nay rat don
gian dé bit dau, khong tén kém dé san xuat va d& hoc. Nhung thé rat dé bi lam
gia, co thé gian 1an thong qua cac hanh vi khong hop 18 va khong cung cap cho
nha phat hanh bét ky dir liéu khach hang nao cé thé sir dung duoc. Nhiing thay
d6i cong nghé don gian, chang han nhu may quét khién gian 1an chuong trinh
dé dang thyc hién dé nhan phan thuong. Nhiéu chuong trinh khac dang chuyén
tir cac d6i twong vat 1y sang co sé ki thudt sé bang cach két hop viée st dung
cac ung dung dién thoai thong minh mang lai loi ich cho ca khach hang va
doanh nghiép. Cac tmg dung danh cho thiét bi di dong gitp giam su 16n xo6n

trong vi ciia khach hang va chudi khoa, giam thiéu kha ning xay ra cac hoat



dong trai phép va cung cép cac phan tich c6 gia tri khong kha dung véi thé
khach hang than thiét. Cac tng dung nay ciing c6 thé gitip doanh nghiép ca
nhan héa thong tin vé ngudi bao tro dé thiét ké cac phan thudng hodc dich vu
Khac biét. Ngay nay, chuong trinh khach hang than thiét dién hinh cho phép
cac thanh vién ctia minh tich liy diém khi mua hang cua khach hang trong tai
khoan c4 nhén truc tuyén. Diém c6 thé dugce d6i 1y phan thudng nhu thé qua
tang, du lich va bita an. Mic du chung khong phai 1a tién mat nhung cac diém
nay co gia tri tién té trong thé giéi thuc. Vi du chi riéng & Hoa Ky udc tinh c6
khoang 48 ty d6 la danh cho khach hang than thiét.

Céc chuong trinh khach hang than thiét cung cap mot mo vang thong tin
cho c4c doanh nghiép, nhung ching ciing c6 thé cho phép nhimg ké lira dao
truy cap vao kho thong tin nay véi nd lyc tdi thiéu. Thong tin c6 trong cac trang
web ctia chuong trinh phan thudng, chang han nhu thong tin nhan dang ca nhan
(PII) thé d& dang duoc sir dung dé thuc hién hanh vi trdm cdp danh tinh. PII
thuong bao gdm céc chi tiét nhu tén, ngdy sinh, dia chi email va gui thu, s6
dién thoai, sb thé tin dung, tinh trang hon nhan, quy mé ho gia dinh va thu nhap
hang nam.

Mot sb thong ké chi ra rang gian 1an di anh huong dén hon 70% cac
chuong trinh khach hang than thiét. Trong cac chuong trinh nay, hanh vi gian
1an ciing c6 thé xay ra thong qua hanh vi trom cip diém tich liy, thong tin hodc
thong qua hanh vi danh lira hé thong dé tao ra diém. Hau hét nguoi tiéu dung
thuong khong xem lai diém tich lity ctia ho va khong nhan thay khi nhing diém
dé bi xam pham. Chi khi khach hang mudn st dung diém cua minh, ho méi
thay sd diém d6 khong con nita.

Quy tic ctia cac chuong trinh khach hang than thiét thuong yéu cau ca
nhan c6 tén trén tai khoan phai 12 nguoi tao ra diém. Panh Iira hé théng trong

cac chuong trinh khach hang than thiét thudng c6 nghia 1a thanh vién chuong



trinh cho phép ngudi khéc sir dung thé khach hang than thiét hodc sd cia minh
dé tao diém tich liy cho thanh vién. Nhimng k§y thuat nhu vay rat khé néu can
phai nhan dang dé truy cép vao tai khoan khach hang than thiét, nhung c6 thé
cuc ky dé dang khi diém dugc mua truc tuyén hodc thong qua mot Gmg dung.

Thu pham gian 14n chuong trinh khach hang trung thanh thuong ¢ thé
dugc phan chia thanh ba loai chinh: Tin tac (hacker), nguo1 trong cudc va thanh
vién.

Tin tac

Tin tic 1a nhitng nguoi bén ngoai (bao gdm ca cac thanh vién ctia mang
lué6i toi pham c¢6 t6 chire), nhimg ké khai thac 16 hong bao mat ctia chuong trinh
va mat khau yéu ctia khach hang dé danh cap diém thuong tich lity. Nhimng ca
nhan nay sir dung cac phuong phap nhu ké hoach Itra dao hodc cac hinh thirc
k¥ nghé xa hoi khac dé thu thap thong tin nham xam nhép vao tai khoan cua
thanh vién. Tién cta chuong trinh khach hang than thiét duoc coi 1a mot muc
tiéu dé dang chiém doat, chii yéu 1a do nhén thtrc ctia ngudi tiéu dung thap lién
quan dén viéc giam sat. Ngoai ra bao mat xung quanh cac chuong trinh khach
hang than thiét gan nhu khong manh bang cac tai khoan hoat dong bang tién
that. Diém bi danh cép c6 thé dugc tin tic st dung dé nhan phﬁn thuong mién
phi.

Vi du nhu sau mot vu tan cong vao chuong trinh Hilton Honors ndm
2014, tai khoan ctia mot thanh vién da dugc st dung dé thanh toan cho sau 1an
luu tra khach san tai cdc co s¢ kinh doanh ctua Hilton. Thé tin dung ctia cong ty
duoc lién két véi tai khoan sau d6 da duoc str dung dé mua thém diém thuong
cho tin tic. Piém bi hack ciing c6 thé tré thanh mot phan cta gian 14n tam giac,
lién quan dén khach hang than thiét, tin tic va bén tht ba (thudng 1a trang web

hop phép hodc "chg danh cho tin tic"). Trong vu hack Hilton Honors, nhiéu



diém rat khoi tai khoan sau d6 duoc rao ban truc tuyén véi gia rat ré so vai gia
tri that.
Nguwoi trong cufc

Nguoi trong cudc 1a nhan vién cta doanh nghiép cung cap cac chuong
trinh khach hang than thiét hodc nhiing nguoi co quyén truy cap vao hé thong.

Vi du: néu thé bam 16 duogc sir dung trong cac chuong trinh khach hang
than thiét va nhitng nguoi trong cudc c6 thé dé dang bam thém vao thé cua ban
bé ho. Ngay ca voi su ra doi cua céc thiét bi chuong trinh tinh vi hon thi nhan
vién van c6 thé thao ting hé thong diém trung thanh. Néu khach hang khong
phai 1a thanh vién cta chuong trinh khach hang than thiét hodc quén st dung
lién két khach hang than thiét ciia minh khi mua hang, nhan vién (chang han
nhu dai Iy trung tim cudc goi, tiép vién hang khong va nhéan vién quay lam thu
tuc) c6 thé ghi co giao dich mua cho ho. Tai khoan ¢4 nhan ctia minh hodc cua
cac thanh vién gia dinh hodc ban be. Tuy thudc vao muc do lam vi¢c cua ho,
nhan vién ciing c¢6 thé c6 quyén diéu chinh hoic thém diém vao tai khoan khach
hang nhu mét bién phap hd tro trong truong hop c6 van dé véi thé hoic thiét bi
dau cudi tai diém ban hang. Piéu nay c6 thé bi lam dung bang cach dua ra cac
khoan tin dung khong chinh dang va kha niang chuyén diém tir thé nay sang thé
khac cling co thé bi lam dung. o6 c6 thé 1a mot hoat dong can thiét va hop phap
ctia nhan vién khi thé ctia khach hang bi mét hodc bi danh cap, nhung d6 khong
phai 1a diém dugc chuyén tir thé khong hoat dong.
Céc thanh vién

Céc thanh vién la nhiing khach hang tham gia chuong trinh thuc hién
hanh vi gian 1an khi ho ¢ ging “danh Lira hé thdng” dé c6 loi cho ho. Mot thanh
vién chuong trinh cb ging d6i diém dong thoi qua dién thoai voi dai dién cong
ty va thong qua tai khoan truc tuyén cta ho. Hodc thay vi d6i diém céc thanh

vién c6 thé cb ging tich lily diém mot cach gian 14n théng qua viéc dinh kém



s6 tai khoan phan thuong ctia ho véi giao dich mua ma ho khong thuc hién.
Hau hét cac chuong trinh cho phép cac thanh vién ting diém hodc phan thudng
cua ho cho nguoi khac, nhung viéc ban diém thuong bi cAm theo chinh sach
ctia chuwong trinh khach hang than thiét. Do d6, cac thanh vién ban hodc trao
d6i diém cua ho dang vi pham gian lan chuong trinh. Cac thanh vién ciing duoc
biét 1a thyuc hién cac giao dich mua tao ra s6 luong 16n diém thudng va sau d6
huy giao dich mua nhung khong phai trudc khi diém dugc d6i dé nhan giai
thuong tién mat. Mot sé chuong trinh khach hang than thiét cho phép kiém
diém cho céc twong tac trén mang xa hoi nhu chuyén tiép tin nhan, danh gia va
gio1 thidu. Pé dat duoc diém, cac thanh vién co thé “chia sé qua nhiéu”, dang
cac bai danh gia khong dang ké hodc gidi thiéu mot sd luong 16n cac ca nhan
khong c6 kha nang tré thanh thanh vién ciia chuong trinh khach hang than thiét.
Trong nhiing tinh hudng nay, cac thanh vién dang thu dugc gia tri tir chuong
trinh khach hang than thiét bang cach tham gia vao cac hoat dong khong tao ra
gia tri gia tang cho doanh nghiép.

1.2.3. Gia mao danh tinh

Ké x4u c6 thé mua thong tin tir cac ngudn thong tin bi 10 ri hodc danh cip
thong tin cua nguoi khac dé thuc hién hanh vi ltra dao, chiém doat tai san. Ngoai
ra nhan vién c6 thé tham gia gian lan bang cach st dung trai phép thong tin
khach hang khi c6 quyén truy cip vao hé thong. Mot trong nhiing dau hiéu tai
khoan bi danh cap c6 nhiéu lan chuyén diém thudng, chuyén tién trong mot
khoang thoi gian ngan dic biét 1a cho nguoi khong cé tén trén tai khoan, vao
nhitg cung gid khac biét ciing c6 thé cho thay hoat dong dang ngd. Hang hoa
trén cac kénh mua sam truc tuyén duoc van chuyén dén mot dia chi khong dugc

lién két voi tai khoan cua thanh vién ciing c6 thé cho thay kha ning gian lan.
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Ngoai ra v6i su phét trién cua cac cong nghé gia mao danh tinh do Al
tao ra cling dan dén tinh trang gia mao danh tinh ctia cac t6 chirc co quan chirc
ning nhiam danh vao tam 1y so hii ciia ngudi dung dé yéu cau ngudi dung thuc
hién cac hanh vi theo chi dinh ctia chiing nham lira dao chiém doat tai khoan
va tai san cta bi hai. Cac truong hop khéc ké x4u s& sir dung thong tin thu thap
dugc tir mang xa hoi va cong cu Al gia mao danh tinh ban be, nguoi than cua
nguoi dung dé lra ngudi dung chuyén khoan, thanh toan ho dé chiém doat tai
san .

Cong ngh¢ dinh danh khach hang di¢n tir (electronic Know Y our Customer
- eKYC) 1a viéc thiét 1ap mdi quan hé va dinh danh khach hang bang céc
phuong tién dién tir, bao gdm kénh tryc tuyén va kénh di dong, ma khong can
phai gdp mat truc tiép da mang dén su tién loi cho ca khach hang va nhiing
cong ty/td chire sir dung cong nghé nay. Nho viée 4p dung cong nghé eKYC,
cac t6 chuic c6 thé dinh danh khach hang tir xa dé thé thu thap thong tin vé dic
diém sinh tric hoc ctia khach hang va xac thuc véi cac ngudn dit lidu co sé nhu
thong tin trén gidy to tiy than, co s¢ dit liéu dan cu, co s¢ nhan dang ... Do do,
trong quy trinh dinh danh dién tir c6 hai yéu t6 dic biét quan trong 1a: ngudn
dir liéu tin cdy lam co s& ddi chiéu va do chinh xac ciia nén tang cong nghé ap
dung dé thu thap cac thong tin sinh tric hoc ctia khach hang. Pé dam bao an
toan va hiéu qua khi dinh danh dién tir, nha nudc di dua ra khung phép Iy dé
cac doanh nghiép, to chtrc tuan thi nhu: (Thong tu s6 16/2020/TT-NHNN ngay
04/12/2020 cua Thong déc Ngan hang Nha nude (NHNN) stra doi, bd sung mot
s6 diéu ctia Thong tu s6 23/2014/TT-NHNN ngay 19/8/2014 ctia Thong doc
NHNN huoéng dan viéc mo va st dung tai khoan thanh toan tai td chire cung
g dich vy thanh toan), nganh Ngan hang d 1an luot tmg dung eKYC vao quy
trinh nhan biét khach hang va cung cp cac san pham, dich vu tai chinh. Chi

trong nam 2020, hang loat ngan hang lién tiép cong bd da hoan thién quy trinh



11

cong nghé, san sang thuc hién ma tai khoan khong gap mit truc tiép khach
hang.

Pén cudi nam 2021, d3 c6 24 t6 chire tin dung chinh thtrc trién khai mo tai
khoan thanh todn eKYC, véi khoang 3,37 tri¢u tai khoan thanh toan mo bﬁng
phuong thirc nay dang hoat dong, day duoc coi la mét trong nhiing gidi phap
d6t pha gitip thac day tai chinh toan dién, dwa ngan hang dén gan hon véi khach
hang, dong thoi gop phan thyuc hién qua trinh chuyén d6i s6 cia ngan hang. Pic
biét trong boi canh dich bénh Covid-19, viéc ban hanh kip thoi chinh sach nay
da gitp khach hang tiép can, sir dung dich vu thanh toan ma khong phai dén
quay giao dich cta ngan hang.

Mac du nha nude da dua ra thong tu va ¢6 nhitng khung hinh phat véi
t6i danh vé chiém doat tai san tuy nhién van c6 nhiéu ké x4u loi dung viéc ap
dung rong rdi cong nghé eKYC dé gia mao danh tinh ctia nguoi khac. Tiéu biéu
nhu hanh vi mot nguoi gia mao danh tinh ctia mot ngudi that khac bang cach
sir dung tai liéu bi danh cap, két hop v6i thong tin dugc lam gia, thay thé thdng
tin gia mao do 1én trén cac gidy to cia mot nguoi bang hinh anh caa ké mao
danh tir dong danh lira hé thong eKYC. Trong quy trinh dinh danh dién ttr, bang
cac thu thuat tinh vi dbi tuong mao nhan danh tinh ciia mot nguoi dé mo tai
khoan hodc danh cap mat khau, théng tin ctia ngudi dung nham thue hién giao
dich dién tu. Hién nay, chat luong hinh anh va mtrc d¢ chan thyc tir hinh anh
duoc tao ra bdi cac cong nghé nhu cong nghé “deeptake” dang cd nhiing budce
tién 16n tao diéu kién cho ké x4u c6 thé sir dung dé st dung céc hinh anh gia
mao, chinh stra dé vuot qua cac budc xac thuc vé sinh trac hoc ctia hé théng
eKYC, di tré thanh moi de doa 16n. Khéac véi viée gap mat khach hang truc
tiép thuan loi dé danh gia chat luong cta ban gbe gidy to tuy than ciing nhu
nhan dién truc tiép ctr chi, dic diém sinh tric va chir ky cua khach hang thi

eKYC lai nhin dang cac gidy t qua cac hinh anh ghi lai trong qua trinh dinh
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danh dé& bi lam gia hodc str dung cong nghé cat ghép anh hon nita d6 phan giai
camera cua cac thiét bi duoc su dung dé eKYC cling anh hudéng 16n dén viéc
xéac thuc mire d6 tin cdy vé hinh anh do khach hang cung cap. Theo do, rai ro
|a khong thé tranh khoi khi 4p dung nén tang cong nghé méi nhu eKYC viée
khéng phai khach hang nao ciing ¢ kién thirc vé cong nghé dé tu thuc hién
dugc viéc dinh danh dién tir c4 nhan ma phai nho sy hd tro cua nguoi khac cling
1a kho khan va ruai ro 16n. Ngoai ra khach hang cing can c6 y thic vé bao vé
thong tin c4 nhan han ché chia sé cac théng tin nhay cam vé ca nhan nhu thong
tin vé gidy to tuy than va dic diém sinh tric hoc cho nguoi khac va 1én mang
x3 hoi dé ké xau co thé loi dung.

1.2.4. Panh cip tai khoan

Hién nay, tinh trang tin tic (hacker) danh cap tai khoan ngan hang van dang
dién ra phd bién trén toan cau. Cac tin tic thuong st dung cac k¥ thudt phan
mém doc hai, mao danh va Iira dao dé truy cap vao tai khoan ngan hang cua
ngudi ding va danh cip thong tin ca nhén, thong tin tai khoan, mat khau va so
tién trong tai khoan.

Mot s6 ki thuat pho bién duoc st dung bdi cac hacker bao gdom:

e Phishing: 1a mdt k¥ thuat ltra ddo truc tuyén, ma ké tan cong st dung cac
email gia mao, tin nhén van ban, trang web gid mao hodc céc tin nhéin
trén mang xa hoi dé lira dao ngudi dung cung cap thong tin ¢4 nhan,
thong tin tai khoan, mat khau hoic sb tién trong tai khoan cua ho. Tinh
trang phishing chiém doat tai khoan van 1a mot van dé 16n trén toan cau,
v6i hang nghin nguoi bi lira dao va mat tién mdi ndm. Cac ké tdn cong
thuong sir dung cac email gia mao cta cac to chirc, ngan hang, hodc céac
nha cung cp dich vu dé tao ra mot cam gidc tin cdy va dang tin ciy cho

ngudi nhan. Sau d6, ho yéu cau ngudi dung truy cip vao mot trang web
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gid mao hodc nhap thong tin ca nhan, thong tin tai khoan, hodc mat khau
ctiia ho. V¢i hinh thirc tdn cong Phishing gia mao email tin tic s& guri
email cho ngudi dung dudi danh nghia mét don vi/td chic uy tin, du
ngudi dung click vao duodng link dan téi mot website gia mao. Nhiing
email gia mao thuong rat giéng v6i email chinh chu, chi khac mot vai
chi tiét nho, khién cho nhiéu ngudi ding nham 14n va tré thanh nan nhan
ctia cudc tan cong. Pé 1am cho ndi dung email giong that nhat co thé, ké
tan cong ludn cb gang “nguy trang” bang nhiéu yéu té nhu: dia chi nguoi
gui (VD: dia chi dang la congtyABC@gmail.com thi dia chi gia mao
nay co6 thé gan tuong tu nhu congtyABC1l@gmail.com), chén Logo
chinh thtrc cua t6 chirc dé tang do tin cdy, thiét ké cac cira sd6 pop-up
giéng y hét ban géc (ca vé mau séc, font chit,.. .), Su dung ki thuat gia
mao duong din (link) dé Ira nguwoi dung (VD: text
|a vietcombank.com.vn nhung khi click vao lai diéu hudng
tGi vietconbank.com.vn). Ngoai ra hinh thtc gia mao Website ciing xuat
hién kha pho bién. Ban chét cua viéc gia mao website trong tin cong
Phishing chi 1a [am gid mét landing page chir khong phai toan bo website.
Trang dugc lam gia thudng 13 trang dang nhap dé cudp thong tin ciia nan
nhan. Ky thudt lam gia website c6 mot s6 dic diém sau: Thiét ké giéng
t61 99% so véi website gdc, duong link (url) chi khac mot ky tu duy
nhat. Ludn c6 nhiing thong diép khuyén khich nguoi dung nhap thong
tin c& nhan vao website (call-to-action). Hién nay, cac nha cung cp dich
vu email nhu Google hay Microsoft déu co6 nhitng bd loc email
spam/phishing dé bao vé nguoi dung. Tuy nhién nhimng b loc nay hoat
dong dua trén viéc kiém tra van ban (text) trong email dé phat hién xem
email d6 c6 phai phishing hay khong. Hiéu duoc diéu nay, nhitng ké tin

cong da cai ti€n cac hinh thuc tan cong Phishing 1én modt tam cao moi.
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Chung thudng str dung anh hodc video dé truyén tai thong diép lira dao
thay vi dung text nhu trudc day dé vuot qua cac bo loc nay.
«Keylogging: 13 mot phuong thirc tdn cong ma ké tan cong str dung phan
mém ddc hai dé ghi lai cac ky tu dugc nhép tir ban phim ctia nguoi ding.
Khi ngudi dung nhép thong tin ca nhin nhu tén ding nhip, mat khau
hodc thong tin tai khoan ngan hang, cac thong tin nay s€ duoc luu lai
trong bd nhé ciia may tinh cta ké tan cong. Tir d6, ho c6 thé st dung céac
thong tin nay dé truy cap vao cac tai khoan ctia nguoi ding va chiém doat
tién trong tai khoan. Tinh trang keylogging chiém doat tai khoan van
dang dién ra trén toan cau va da gy ra nhiéu thiét hai cho cac c4 nhan va
t6 chtrc. Cac ké tan cong thuong st dung phan mém doc hai nhu Trojan
hoic spyware dé cai dit keylogger trén may tinh ctia nan nhan ma khong
bi phat hién. K thuat danh cap tai khoan dung keylog thudng duge nhiéu
hacker str dung vi vira don gian vura hiéu qua. Tuy vao cac loai keylogger
khéc nhau thi né s€ c6 kha nang thu thdp thong tin khic nhau, nhung
thuong thi cic phan mém theo ddi may tinh nay déu co thé khai thac cac
thong tin nhu: Ghi lai mat khau ban da dang nhap trén thiét bi, Gri ban
béo cdo da ghi thong qua email dén dia chi email, FTP, HTTP, Chup 4nh
man hinh thiét bi véi chu ki ¢b dinh, Céc Gmg dung dang chay trén thiét
bi déu duoc ghi lai, Chup cac website ban da truy cap, ghi lai URL ban
da vao bang trinh duyét, Chup ban sao email ban da gtri, Chup ban ghi
man hinh cta tat ca tin nhin tir Zalo, What's app, Facebook Messenger,
Viber,... Keylogger ghi lai tat ca thao tic phim va con chup man hinh tir
thiét bi. Khi da 1ay duogc thong tin, phan mém Keylogger c6 thé luu trit
dir liéu trén 6 cung hodc chuyén thong tin vé mot may duoc chi dinh
trude (hoic server khac). keylogger duoc viét ra vai chi c6 mot loai duy

nhat la giup cac ban giam sat con cai, ngudi than xem ho lam gi vai may
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tinh, vai internet, khi chat véi nguoi la nhung cach st dung va chirc nang
cta keylogger hién tai trén thé gidi khién nguoi ta thuong hay phan loai
keylogger theo murc d6 nguy hiém phu thudc vao nhimng diém ngudi ding
gip phai nhu: nhiém vao mdy khong qua cai dit/Cai dit vao may cuc
nhanh (quick install), C6 thudc tinh 4n/gidu trén trinh quan 1y tién trinh
(process manager) va trinh cai diat va g& bd chuong trinh (Add or
Remove Program), C6 thém chirc nang Capturescreen hodc ghi lai thao
tac chudt, kho g& cai dit, C6 kha nang 1ay nhiém, chong tat (kill process).
Ctr mdi cau tra 101 "cd", cho mot diém. Piém cang cao, keylogger cang
vuot khoi muyc dich gidm sét (monitoring) dén vai muc dich theo dbi gian
diép (spying) va tinh nguy hiém né cang cao. Keylogger co thé dugc
phan loai theo sb diém: chay cong khai thong bao cho ngudi bi gidm sat
dung véi muc dich giam sat, chay ngdm hudng dén muc dich theo ddi
gian diép hon 1a giam sat (nguy hai dén cac thong tin ca nhan nhu 13 tai
khoan ca nhan, mat khau, thé tin dung vi nguoi dung khong biét), an gidu
hoan toan theo doi trén mdt pham vi rdng véi muc dich do tham ro
rang(loai rat nguy hiém), thuong duoc mang theo boi cac trojan-virus
cuc ky kho thao g 1a loai keylogger nguy hiém nhat. Thong thuong,
mot chuong trinh keylogger s& gdm c6 ba phan chinh. Phan mét 1a
chuong trinh diéu khién (Control Program) dung dé theo diéu phdi hoat
dong, tinh chinh cac thiét 1ap, xem cac tap tin nhat ky cho keylogger.
Phan nay 13 phan duoc gidu k¥ nhat cia keylogger, thong thuong chi co
thé goi ra bang mot t6 hop phim tat dic biét. Phan 2 Ia tap tin hook, hoic
12 mot chuong trinh monitor ding dé ghi nhan lai cac thao tac ban phim,
capture screen (ddy 13 phan quan trong nhat). Phan tht ba 13 tap tin nhat
ky (log), noi chira dung/ghi lai toan b nhiing gi hook ghi nhén duogc.

Cac loai keylogger thong thuong khi cai dat vao may ciing giéng nhu
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moi chuong trinh may tinh khac, déu phai qua budc cai dit. Pau tién no
s€ cai dat cac tap tin dung dé hoat dong vao mot thu muc dac biét (rét
phtic tap), sau d6 dang ky cach thirc hoat dong roi doi ngudi dung thiét
1ap thém céc tng dung. Sau d6 n6 bat dau hoat dong nhung dic biét véi
loai keylogger theo virus c6 thé vao thiang may cua ngudi dung bo qua
budc cai dat, dung tinh ning autorun dé chay cung véi hé théng. Mot sb
loai ty tha (drop) vao cac chuong trinh khac, dé nguoi dung st dung céc
chuong trinh nay keylogger sé tu dong chay theo.

e Brute force: 1a mot k§ thuat tAn cong mat khau ma ké tin cong st dung
cac phﬁn mém doc hai dé doan cac mat khau béng cach thir nhiéu mat
khau khac nhau cho dén khi tim ra mat khau dung. K§ thuat ndy thuong
duoc sir dung dé tan cong céc tai khoan dang nhap bang mat khau, bao
g(‘A)m ca tai khoan ngan hang, email va céac dich vu truc tuyén khac.Tinh
trang Brute force chiém doat tai khoan van rat pho bién trén toan thé
gidi, va cac ké tan cong thuong sir dung cac danh sach mat khau pho
bién dé tan cong cac tai khoan. Ho c6 thé sir dung cac cong cu ty dong
dé thr hang ngan mat khau khac nhau mdi gidy. Vi vay né 1a mot cach
hiéu qua dé danh cap tai khoan cta nguoi dung. Muyc dich chinh cua
hinh thirc tan cong Brute Force 1a dé tim ra mat khau va tai khoan ¢
gia tri cao. Cac loai Brute Force phd bién hién nay 1a: Simple Brute
Force Attack(str dung céch tiép can co hé thong dé “doan” username
hay password ma khong can dua vao external logic), Hybrid Brute
Force Attack(dua vao external logic no co thé xac dinh cac to hop
password co kha ning thanh coéng cao nhat két hop véi Simple Brute
Force Attack dé thir nhiéu to hop nhét co thé), Dictionary Attack(st
dung mot tu dién cac xau hay cum tur kha thi dé doan username va

password cuia nguoi dung), Rainbow Table Attack(la mot bang duogc
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tinh toan trudc dé so khép véi két qua cia cac ham hash co thé dung dé
doan mot ham c6 do dai xac dinh va chira mot tap hop céac ki tu cu thé),
Reverse Brute Force Attack (sir dung mot password chung hay mot tap
hop cac password dé thir voi nhiéu username kha thi nhim vao mot
mang ngudi ding ma cac hacker da danh cap duoc dit lidu trude do),
Credential Snuffing(str dung cac ciap password va username di biét
trude va thir chiing trén nhiéu trang web khéac nhau Vi ¢6 khong it nguoi
dung c6 thoi quen st dung cung mot cap password va username trén
nhiéu hé thong trang web khac nhau).

Social engineering: 1a két hop gitra 2 tir Social (xa hoi) va Engineering
(k¥ thuat), thé hién ban chat cua kiéu tan cong ndy: cac manh khoe, k¥
thut tn cong nhdm vao ban tinh x hdi ciia con ngudi, th ma khong
hé ton tai trong may moc. Social Engineering Attack con dugc biét dén
v6i céi tén Tan cong phi k¥ thuat, nham lira dao ngudi dung bang cach
tao ra mot tinh hudng gia mao dé kich hoat hanh dong cta nguoi ding
va chiém doat thong tin ca nhan hodc tién ctia ho. Social engineering
thudng duoc sir dung dé tan cong céac tai khoan ngan hang, email va cac
dich vu truc tuyén khac. Tinh trang Social engineering chiém doat tai
khoan dang ngay cang phd bién va phirc tap hon. Cac ké tan cong sir
dung cac chiéu lira dao tinh vi dé kich hoat hanh dong ctia ngudi dung,
bao gom giri email gia mao tir cc to chirc tai chinh hoic cac dich vu
truc tuyén phé bién, goi dién thoai gia mao tir cac td chure tai chinh hodc
t6 chire chinh phi, hodc tao ra cac trang web gia mao dé lira dao ngudi
dung. Qua do6, ké tAn cong co thé dat duoc cac muc dich cia minh nhu
xam nhap vao hé thong thong qua thong tin duoc khai thac, truy cap
thong tin quan trong,... ma khong can phai thuc hién nhiig k§ thuat

tan céng qua phirc tap. Co thé thay dugc tin cong phi ky thuit khong
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giéi han hinh thirc, phuong thirc, nan nhan va tha pham. Bt ky ai déu
c6 thé 1a toi pham va bat ky ai déu c6 thé 13 nan nhan. Ching c6 thé tin
cong bang viéc giao tiép truc tiép véi con ngudi hodc giao tiép gian tiép
v6i con ngudi thong qua cac thiét bi ky thuat, dién tir va ngay cang sir
dung cach thire tinh vi hon. Mot vai cach thirc tan cong phd bién nhu:
phishing, baiting(la hinh thirc tan cong phi k¥ thuat thuong xay ra giira
nhitng nguoi c6 mbi lién hé xa hoi, ngudi quen. Khi c6 duge su tin
nhiém cua nan nhan, ké tin cong tién hanh gtri/ muon usb hodc cac thiét
bi cong nghé c6 chira mé doc khién nguoi dung sir dung thiét bi do dé
dang nhap vao hé thong cong ty ), vishing (1a hinh thuc lra ddo mao
danh théng qua dién thoai. Ké tn céng goi dién cho con nan nhén, dong
gia lam mot to chtrc hodc ca nhan uy tin dé c6 duogc 10ng tin cia nan
nhan. Bing cach do,nan nhan s& khong may may nghi ngd va cung cip
cho ching cac thong tin nhay cam nhu sé tai khoan ngin hang, mat
khau quan trong...), piggybacking( 12 hinh thtrc Social Engineering ma
ké tan cong lira nguoi co tham quyén dé dot nhap vao cong ty. Trong
hinh thirc nay, ké tAn cong dong gia 1a nhan vién chinh thirc/ ngudi than/
tho stra chita/ nguoi c6 thAm quyén, yéu cau thong tin quan trong hodc
cac thong tin can thiét dé dang nhap hé thong, gin cac thiét bi theo dbi
hoic truc tiép tan cong hé thdng/ chiém doat tai san), sir dung céc thiét
bi nghe 1én va camera dé theo ddi cac hanh vi ctia ddi twong ma ching
mudn khai thac thong tin.

1.2.5. Gian 13n thé tin dung

Gian lan thé tin dung 13 hanh vi lra dao nham sir dung trai phép thong tin
thé tin dung cta nguoi khac dé chi tiéu hodc rat tién ma khong dugc su cho

phép cua chu s¢ hitu thé. Thong thuong, cac ké gian 1an s€ sao chép thong tin
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tur the tin dung cua nan nhan béng cach st dung céc thiét bi doc thé hoic phﬁn

mém doc hai trén cac thiét bi dién tr va sau do6 sur dung thong tin nay dé mua

sdm truc tuyén hoac tai céac ctra hang.Céc hinh thurc gian 1an thé tin dung bao

gdm ca viéc sao chép thong tin thé tin dung tir cic may ATM hoic céc thiét bi

thanh toan dién tur, gid mao thé tin dung béng cach tao ra cac thé gia mao hodc

st dung cac thé tin dung da b1 mét hodc bi danh crflp. Ngoai ra, cac ké ltra dao

con c6 thé tim cach 1ay thong tin thé tin dung cta nan nhan thong qua cac cude

goi dién thoai gid mao hoac cac email ltra ddo.

Mot s cach phd bién nhimg keé lira dao c6 thé co duge s thé tin dung:

Mot nguoi phuc vu danh cap s thé va st dung n6. Hacker hay nhiing
ké Itra dao s& cd gang danh cap thong tin vé danh tinh bang cach thu
hat ngudi dung dén mét trang web gia mao noi nguoi bi lira cung cip
s6 thé ctia minh. Ké trom sau d6 st dung thong tin thé tin dung cua
ban thanh toan hodc rat tién.

Str dung thé tai ATM. Ai d6 c6 thé d3 cai dit skimmer thé tin dung dé
danh cip thong tin tai khoan cua ngudi dung. Skimmer thé tin dung 1a
mot thiét bi nhé ma ké trom co thé cai dit ¢ bat ¢t noi nao nguoi st
dung c6 thé quet thé. Skimming dd duge chimg minh 13 mot cach hiéu
qua dé nhiing tén trom danh cip thong tin thé tin dung.

Poi khi thong tin thé tin dung cua ngudi dung bi danh cap khong co
16i ctia ho. S6 thé tin dung ctia nguoi dung c6 thé bi danh cip do dir
lidu ctia cac don vi thanh toan ma ngudi dung hay sir dung bi dénh cép
mua ban hoic chia sé. Ké xau sau d6 co thé sir dung thong tin nay dé
tra cac khoan phi truc tuyén véi s tai khoan thé tin dung da chiém
doat duoc.

Ké tan cong thudng mua so thé tin dung bi danh cap trén web den, mot

phan ctia web ma chi truy cép thong qua phan mém dic biét. SO thé
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tin dung c6 gia tri d6i v6i ké tan cong va ching st dung cac web den
bét hop phap dé co che gidu hanh vi pham tdi va rira tién sau khi chiém
doat duoc tién tir thé tin dung.

e Théng tin bi chiém doat do ngudi quen ctia ngudi str dung o thé truy
cap hoic k¥ thuat vién dich vu - ¢6 thé quan 1y dé truy cap thé tin dung
cua khach hang va str dung thong tin thé tin dung ctia nguoi dung mot

cach bat hop phap ma chua co sy dong ¥ tir chu s& hitu.
1.3. Hé thong gian lan tai chinh
1.3.1. Tong quan hé thong

Hé thong phat hién bat thudng trén hé sinh thai ngan hang dua trén nén
tang 1a cc service chAm diém rdi ro, phan tich dir liéu tir thong tin giao dich
ctia khach hang dé dua ra canh bao vé giao dich dang ngd, phat hién tai khoan
bi d¢anh cip (Hinh 1.1).

RISK & PROTECTION SERVICES

9 8
3
¢ e
ofl UI] A
A
ALGORITHMIC REAL-TIME CUSTOMER DATA
AWARENESS  ANALYTICS  MANAGEMENT

INTERNAL FRAUD ALERT

i

EXTERNAL FRAUD ALERT

=

TRANSACTIONS

BANKING
ECOSYSTEM

TRANSACTIONS

=)o
03

Hinh 1. 1. Hé thdng phat hién giao dich bat thuong ctia ngan hang

Viéc phat hién nham giao dich gian lan xay ra khi hé thong phat hién

gian 1an doc sai cac giao dich thyc va gén cO ching la gian 1an, giao dich bi tu
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chéi. Piéu nay c6 thé din dén lam ton hai dén mdi quan hé giita khach hang
chu tai khoan va ngan hang. C6 thé dan dén viéc ngudi ban bi mat doanh sb do
giao dich bj tir chdi . Néu hé thong khong duoc hiéu chinh dé giam thiéu thong
tin sai léch, ngan hang c6 nguy co mat khach hang khi phén loai sai cc giao
dich hop phép 1a gian 1an. Néu ngan hang huy thé tin dung trong trudng hop
nhu vay, thi ngan hang phai ty tra chi phi hoat dong nhu in thé mdéi va gui
chung cho khach hang. Piéu nay co6 thé din dén mat 1ong tin va gia ting sy roi
b6 cta khach hang. Do d6, cic ngan hang phai cang chinh xac cang tdt trong

viéc phan biét gitra giao dich that va giao dich gian lan.
1.3.2. Hé thong phat hién gian l4n ciia Alipay

Theo s liéu théng ké nam 2017, s6 luong va khdi luong giao dich truc
tuyén lan luot dat 48 ty giao dich va 2,075 nghin ty nhan dan té [1]. Cong ty
con Ant Financial hay con dugc goi 1a Alipay, chiém khoang 58% Giao dich
thanh toan truc tuyén bén thir ba cua Trung Qubc. Dé thu thap va phan tich s6
luong giao dich nhu vay yéu ciu mét co s& dit 1iéu manh m& dé luu trir va quan
ly. Hon nita, yéu cau hé thng tinh toan phan tan quy mé 16n dé chay cac thuat
toan. D& dap tGmg cac yéu cau vé do tré thap cho phuc vu tryc tuyén, dy doan
truc tuyén véi truy cap dit liéu hiéu qua c6 ¥ nghia rat quan trong. Cac phuong
phép dua trén quy luat da duoc nghién ctru rong rii cho van dé phat hién gian
lan. Tuy nhién, cac cach thirc gian 1an thay d6i nhanh chéng theo thoi gian, lam
giam dang ké d6 chinh x4c cta viéc sir dung luat. Sau d6, nhiéu phuong phap
dua trén khai thac dir liéu da dugc nghién cuu.

Dit liéu giao dich thudng co hai dic diém:

e Mat can bang nhan tirc 14 phan 16n cac giao dich 1a giao dich binh

thuong chi s lugng nho 1a giao dich gian lan.
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e So voéi phan tich c4 nhan hd so giao dich, dir liéu tong hop thuong
cung cap nhiéu thong tin phong phu hon dé xac dinh cic mé hinh gian
lan.

Dé giai quyét van dé nay co nhiéu hudng giai quyét nhu mot s phuong
phap hoc khong giam sat duoc dé xuat hodc mot sd chién luge tong hop dit liéu
hién c6 duoc ap dung dé phat hién gian 1an tuy nhién hau hét cac phuong phap
trudc day kho co thé nam bat dugc sy phirc tap cach thirc gian 1an cta cac giao
dich truc tuyén. Cac gian 1an giao dich truc tuyén c6 thé duoc phan loai thanh
hai loai khac nhau 13: 1d rang trong viéc nhan biét cac hanh vi bat thuong va
nguoc lai 1a khong 10 rang. Truong hop, ngudi dung nhan thirc dugce gian 1an
sau khi giao dich hoan tat co thé giri bao cdo gian 1an va tai 1én cac bang ching
vé viéc d6. Dua trén céc chi tiét giao dich, hd so va br?mg chirng, tinh xac thyc
cua giao dich gian lan sé bi xac thuec. Néu nguoi dung nay thuc su gian 1an,
nhimg ké gian 1an s& bi xtr 1y bang viéc ddi mit véi luat phap hodc cac ché tai
xu ly ctia t6 chirc, chéng han nhu han ché hanh dong hoac khoa tai khoan nhung
n6 c6 thé thu hoi thiét hai theo quy dinh ctia phap luat. D6 1a trudng hop loai
hinh gian lan 10 rang, con trong mot truong giao dich gian 1an khong rd rang,
diéu chiing ta quan tdm la 1ay hanh dong chu dong dé ngan chan sy kién gian
14n tiém an giao dich, tuc 1a chu dong phat hién gian 1an giao dich truc tuyén
va thyc hién cac budc ngay lap tirc dé ngan chin cac giao dich dang ngo. Trai
nguoc véi gian 1an rd rang, giao dich gian 1an khong rd rang tiét 1 it hon thong
tin va yéu cau du doan thoi gian thuc ctia hé thong. Heé thong Alipay c6 khoang
50 dac trung dugc thiét ké. Cac dac trung doé 1a cac dac trung co ban cling duoc
coi 1a quy tic hodc thudc tinh. Ddi v6i mdi nguoi dung s& co cac dic trung
tong hop dudi dang thong tin bo sung tir cac ban ghi giao dich tong hop. Cac
dic trung co ban va cac dic trung tong hop sau d6 dugc ndi voi nhau. Cac nhan

dugc thu thap tir cac béo co gian 14n ciia nguoi dung do d6 khong thé 1dy dugc
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trong thoi gian thuc. Dé tim ra gian 14n mot cach chinh xac can diéu tra rong
rdi va xac thuc cac phuong phap dua trén quy tic, phuong phap phat hién bat
thuong va moé hinh phan loai.

Céac phuong phéap dua trén quy tic dugc str dung rong réi trong nhiéu Gmg
dung phat hién gian 14n. Trong d6 Iterative Dichotomiser 1a mot cach tiép cén
truyén thong dua trén hoc ciy quyét dinh trong khi 1a phién ban sira d6i dé trich
xudt cac mau thong tin tir dit liéu voi d chinh xac cao hon. Cac dic trung dugc
coi nhu quy tac va thong tin nhan duoc st dung dé tinh chinh. Con Isolation
Forest (IF) 1a mot cong cu phat hién bat thuong co dién, trong d6 phuong phap
nay dugc st dung rong rai do tinh hi€u quéa cua n6. Chung ta coi cac dic trung
1a thudc tinh va du doan truc tiép cac giao dich gian ldn vi né khong yéu cau
bat ky thong tin nhan nao. Phat hién gian 1an giao dich tuong tu nhu viéc tim
ra cac giao dich bat thuong, turc 1a tim ra cac ngoai 1€ c6 nhitng dac diém rat
khac so véi cac dir liéu binh thuong. Cong ty Alipay sir dung hé théng phat

hién gian lan TitAnt c6 kién trdc nhu hinh 1.2.

user node embeddings, -
Se—— basic features monitoring verificate
- " - Alipa — |
Ali-HBase , Ms pay E—
request request request
ONLINE .
_____________________________________________________________________ models Alipay App
OFFLINE
user node embeddings - log parsing
data processing MaxCompute
models
data processing
user node embeddings
Transaction network
construction KunPeng
| sending data Graph embedding Classifier J
- learner trainer
Basic features, sending data ¥
labels extraction

Hinh 1. 2. Hé thong phat hién giao dich bat thuong cta Alipay(TitAnt)
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H¢ théng TitAnt

Dé dam bao phan hoi kip thoi dbi voi cac yéu cau phat hién gian 1an,
cong cu du doan do tré thép, nén tang luu trtr co sé dir 1i€éu manh mé va cac
thuat todn phan tan phai dugc thiét ké can than. Viéc huan luyén Al ngoai
tuyén noi cdc mo hinh dugc dao tao trén co sé thoi gian ¢d dinh va cac tép mo
hinh duoc tai 1én céng cu du doan tryc tuyén dé theo ddi giao dich theo thoi
gian thuc. Sau khi ngudi ding bat dau yéu cau giao dich trong Alipay, nhat ky
giao dich s& duoc gui dinh ky t&i MaxCompute cho tinh toan. MaxCompute hd
tro SQL va MapReduce dé trich xuat cac tinh ning/nhan co ban va xay dung
mang giao dich. Pong thdi KunPeng hd trg huan luyén mé hinh phén loai phan
tan quy mo 16n. Cac mo hinh phan loai va node embedding nguoi dung da hoc
s€ dugc luu trir trong MaxCompute. Du doan truc tuyén duoc thuc thi tai Model
Server (MS) noi cac t€p mo hinh dugc cap nhat dinh ky. Khi mot giao dich
dugc tao bdi1 nguoi dung trong irng dung Alipay, may chu Alipay ngay 1ap tirc
gl yéu cau téi may chi Model Server (MS), MS sau d6 1y dit liéu lién quan
tir Ali-HBase va dua ra du doan theo thoi gian thuec. Néu giao dich bi phat hién
1a gian 14n giao dich dang dién ra s& bi gian doan va ngudi chuyén tién s& duoc
thong bao. Cac thanh phan trong hé thong TitAnt s& dugc trinh bay chi tiét nhu
Sau.
MaxCompute

MaxCompute ding dé quan 1y tic vu tinh toan cho hé théng TitAnt,
Truoc day MaxCompute dugc goi la dich vu xtr 1y dit 1iéu mé, mdt nén tang
quan 1y va luu trlt co s& dir ligu. N6 c6 ba 16p logic: 16p may khach, 16p may
cht va 16p luu trit & tinh toan. Nha phat trién ¢ thé diing nhap bang tai khoan
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cloud cua ho va gui cong viéc bang bang di¢u khién web ¢ 16p may khach, noi

may chi HTTP nhén 1énh va g thong bao dén 16p tiép theo.

________________________________________________________________________________________________

4§h | Web console ‘

Client layer
(cloud account) e :

. | worker | | worker | | | | worker ‘ i

= d%_ ngr:-er scheduler Server layer

' |executor| |executor| | | ‘executor‘

[ MapReduce job ‘ | SQL job ‘ |

Storage & compute

. ‘ Pangu ‘ | Fuxi ‘ layer

________________________________________________________________________________________________

Hinh 1. 3. Kién trac MaxCompute

Lép may chu (Server layer) bao gom worker (chira cac nhiém vu can
thuc thi), executor (Iam nhiém vu thuc thi 1énh) va Scheduler (chtra lich theo
ddi executor). Ngodi ra, con co cac xir ly bat dong nhat, chang han nhu
mapreduce, SQL, v.v., co thé duoc nhan dang va van hanh trong 16p luu trit va
tinh toan dya trén Pangu va Fuxi, trong d6 Pangu la m6-dun luu trtr va Fuxi la
mo-dun 14p lich tai nguyén. Khi mot 1énh SQL duoc giri boi bang diéu khién
web thong bao s& duoc guri dén may cha HTTP yéu cau xac minh thong tin tai
khoan cloud. Néu xéac thuc thanh cong, cong viéc s€ dugc giao cho worker va
cac cong viée twong tmg sé dugc giri dén bo 1ap lich. Sau d6 bo 1ap lich dang
ky phién ban trong Open Table Service (OTS) thong qua cong cu lap ké hoach
SQL va trang thai ctia n6 dugc dit dong thoi 1a "dang chay". OTS duy tri trang
thai clia tat ca cac phién ban. Cudi cung, bd 1ap lich thém phién ban vao hang

doi va ID phién ban tuong img s¢ dugc tao. Sau do, bd 1ap lich s€ chia nhiém
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vu cua thé hién cong viéc thanh nhiéu nhiém vu con, cac nhiém vu nay duoc
srflp Xép thanh nhiém vu nhom theo thtr tu wu tién. Sau do, lich trinh tiép tuc
cho doi cho cac tai nguyén co6 sin cho may tinh. Ngay sau khi diéu kién tai
nguyén dugc thoa man cac nhiém vu con dugc gui thuc thi yéu cau Fuxi kich
hoat tai nguyén may tinh trong 1p tinh toan. Khi tit ca cac nhiém vu con dugc
két thic, nguoi thi hanh cip nhat trang thai riéng bi¢t nhu "chdm duat" trong
OTS.

KunPeng

Worker nodes

Hinh 1. 4. Kién trac hé théng ctia KunPeng

Trén thuc té c¢6 rat nhiéu giao dich can phan tich mdi ngay, do d6 doi héi co
mot nén tang tinh toan phan tan . Céc tiéu chuan truyén théng nhu MPI khong
c¢6 kha ning chiu 16i tt. May chit hd tro 16i trong truong hop 18i ¢6 thé dugc
tu dong khdi dong lai va khoi phuc vé trang thai trudc do trong khi cac phién
ban khéac khong bi anh huong. Can bang hé théng phat trién dwa trén May chu
tham s6 framework noi c6 nhiéu thuét toan hoc may khac nhau chay dong thoi.
KunPeng hd tro song song thuc hién ca dir liéu va mo hinh.

Nhu minh hoa trong hinh 1.4 gdm cac nit dai dién may chu luu trit cac
tham s6 mo hinh trong khi cac nut chira nhiém vu (worker) chiu trach nhiém
dao tao. Dua trén KunPeng ta thiét ké lai NLR(Nonlinear Logistic Regression)
va phan loai thuat toan. Chang han nhu DW(Deep Walk), S2V/(Structure2Vec),
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LR(Logistic Regression) va GBDT(Gradient Boosting Decision Tree). Ttr mot
node nhan duoc chudi duong di node d6 dén céac node khac béng thuat toan
Random walk. D6i véi mbi 1an l3p lai, trude tién modi node doc mot loat dit lidu
trinh tu va tao danh sach cac node. Cac nut embedding sau d6 dugc kéo tir cac
nat may cha va dugc cap nhat theo do doc ctia ham tdi wu gbc. Sau d6 ching
dugc embedding va cép nhat dugc tai 1én may chu. Mat khac, cac nut may chu
chiu trach nhiém cho giao tiép véi cac nat nhiém vu con dé trao d6i dir liéu
embedding. Pau tién, cac node may chu khoi tao ngiu nhién cic phan
embedding va cho cac yéu cau day tir cac node nhiém vu. Sau khi nhan duoc
yéu cau day cac thong tin twong Gmg s& dugc giri. Sau khi cap nhat timg nit cac
may chu s& nhin cac phan nit embedding méi va tong hop chiing bang cach
thuc thi hoat dong trung binh ciia mo hinh.

MS and Ali-HBase

Row-key: Zoe 24 female| | Xi'an -0.12 0.23
Row-key: Sam 19 male Beijing 0.45 -0.23
Row-key: Liam 65 male | Suzhod 0.42 -0.17
Qualifier age  gender trans_city dm=1 dim=2
CF 1: basic features CF 2: user node embeddings

Hinh 1. 5. Kién trac hé thong ctia Ali-HBase

Khi phén huan luyén ngoai tuyén két thuc, du doan thoi gian thuc truc
tuyén s€ hoat dong. Hinh 1.5 cho théy mét vi du minh hoa vé toan bd qua trinh
du doan thoi gian thyc. Khi nguoi ding chuyén tién trong tmg dung Alipay yéu
cau chuyén khoan duogc giri dén may chu Alipay sau d6 MS giam sét gian lan.
MS duoc phan phdi dé dap g do tré thap va dich vu tai tbc d6 cao. Nhu thé
hién trong Hinh 1.5, giao dich TID=2 c6 thé 13 gian 14n véi x4c suat gian 1an

du doan 12 99%, do d6 MS gtii canh bao dén may chu Alipay diéu nay sé tiép
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tuc 1am gian doan giao dich dang dién ra twong tmg. Ali-HBase dya trén HBase.
HBase dau tién duoc dé xuat 1a Bigtable mot giai phap phan tan c6 thé mé rong
kho dir li¢u, phu hop véi vige truy cap dit li€u thoi gian thuc. Nhu dugc hién
thi trong hinh 1.5, Column Family (CF) dau tién 1a cac thdng tin co ban bao
gdm tudi, gidi tinh va thanh phd 1a dic trung co ban. Column Family (CF) tiép

theo 1a théng tin ngudi dung sau khi da dugc sé hoa thanh node embedding.

— TID=1 = Transferor  Transferee Fraud prob=0.99 Fraud prob=0.01 Fraud prob = 0.02
= g > TiD=2 TID=1 TID=3
( =10 @ ; e
.=, R () O ;
aAs | I |
. T2 identity verification - —————____ ) analert i b !
TR 1R T2, R, -1 ! ! :
== \ / I | ' '
— a d R ) .
_/ﬁy _E:@’ 0..To=8, 0 " Distributed computing units
transfer '
Classifier User node Basic
weights embeddings features
Alipay Apps Alipay server
(Alipay clients) Model parameters

MS
Hinh 1. 6. Kién trac hé théng ctia MS va su tuong tac voi cac thanh phan khac

Trong hinh 1.6, ngudi ding nhu Zoe, Sam va Liam 1a cac hang dé 1ap
chi myc dir liéu twong tmg. Mdi 1an huan luyén mé hinh ngoai tuyén hoan thanh
dir liéu duogc tai 1én Ali-HBase theo phién ban dugc dinh dang béi thoi gian la
ngay gio.

Cdc vin dé trién khai va xdy dung mang lwéi giao dich

Pau tién, hé théng co cac yéu cau phuc vu khét khe nhu thoi gian ngén
chi tinh bang mili gidy dé phat hién truc tuyén bao gdm ca chi phi tinh toan va
lién lac. Tuy nhién, viéc danh nhan thuong bi tré vi chung duge thu thap thong
qua phan hdi ciua ngudi dung. Trong d6 huén luyén mé hinh truc tuyén 1a khong
thuc té. Vi vay ap dung dinh ky dao tao ngoai tuyén va du doan thoi gian thuc
trong hé théng 14 phuong an hop 1y duoc dé xuat.
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Thir hai, trong hé thdng chi chtirng minh tinh hiru ich cta viéc embedding
nut ngudi dung hoc duogc tir giao dich mang. Ta ¢ thé co dugc thong tin tong
hop khac, chéng han nhu thong tin vé thiét bi va IP. D6 1a mét cau hoi tha vi
dé xay dung mot mang khong dong nhat. Dé tra 101 cau hoi nhu vay tir dir liu
ngudi dung s& duge bd sung dé dua ra nhimg hudng di trong tuong lai.

Thiét lap thir nghi¢m

Hé théng ap dung ché do “T+1” dé cap nhat mo hinh, diéu d6 ¢ nghia 1a
mot mo hinh s& dugc ddo tao va trién khai theo cach ngoai tuyén hang ngay va
s& duogc st dung dé du doan cho ngay hom sau trén co so thoi gian thuc. Dé
chtng minh hiéu qua cta hé théng. Alipay di tién hanh mot s thir nghiém va
bao céo hiéu suit ctia mdi ngdy trong mot tuan lién tuc. Tong cong cd bay bd
dir liéu. Trong d6 mdi cai dugc cit thanh ba tap hop con: mdi ngudi dai dién
cho 1 node, mot node khac dé huan luyén mo hinh phén loai va cubi cing dé
thtr nghiém. Thu thap ho so giao dich trong 90 ngay dé xay dung mang lu6i
giao dich. 14 ngay tiép theo, cac ban ghi dugc dan nhan dugc coi 14 tap huan

luyén va ngay cuoi cung cua cac ban ghi dugc dan nhan duoc st dung cho bo

kiém tra.
90 days for building transaction network 14 days for training classifier 1 day for testing
90 days: Dec.2, 2016~Mar. 1, 2017 14 days: Mar. 2~Apr. 15 Apr. 16
Dataset 7 “— : A :
90 days: Nov. 27, 2016~Feb. 24, 2017 14 days: Feb. 25~Apr. 10 Apr. 11
Dataset 2 P
Dataset 1 90 days: Nov. 26, 2016~Feb. 23, 2017 14 days: Feb. 24~Apr9 ipn 10

Lt L1 | L1 | L

Hinh 1. 7. Chia dataset huén luyén va thir nghiém mo hinh du bao
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Vi du: trong B dir liéu 1 (dugc minh hoa trong Hinh 1.7), cac ban ghi giao
dich ctua ngay 10 thang 4 ndm 2017 dugc chon lam bo kiém tra, 14 ho so cua
ngay trudc tap kiém tra duge sir dung nhu dao tao va 90 ngay trudc d6 cua hd
so dugc stir dung dé xay dung mang ludi giao dich. Khac voi cac linh vuc khac
chéng han nhu thuong mai dién tir. Thir nghi€m truc tuyén kho dé dat duoc vi
cac nhan khong thu dugc theo thoi gian thuc. Trong thi nghiém mot trong
nhitng muyc tiéu 1a diéu tra hiéu qua ctia cac tinh ning co ban va nit nguoi ding
da hoc dua trén mang giao dich. So sanh unsupervised DeepWalk va
supervised Structure2Vec, cac mé hinh xir 1y dit liéu khong can bang nhan. Dé
so sanh khach quan cac md hinh, kich thudc cua cac embedding da huan luyén
duogc dit thanh 32 va duoc ndi véi cac dic trung co ban. Ngoai ra, dbi véi cac
phuong phéap phat hién, kiém tra tinh hop 1é ctia ID3 dya trén quy tic va C5.0,
Isolation Forest dia trén phat hién bat thudng va dua trén phéan loai Logistic
Regression va Gradient Boosting Decision Tree. Ddi vi DeepWalk, dit do dai
ctia bude di ngau nhién 1a 50, trong d6 mdi nat dugc 1ldy mau 1am nut dau tién
ciia chudi 100 lan, tac 1a s6 lan ldy mau la 100. Mat khoang 1,5 gio dé
embedding va xtr Iy véi khoang 8 triéu ban ghi giao dich duoc chon ngau nhién
véi 20 may c6 10 ludng. Ngoai mang giao dich ciing cung cép cho
Structure2Vec voi sy that gian 1an c6 can ctr nhu nhan canh. Ngoai ra con co
tong cong 52 tinh ning co ban dugce trich xuat can than. Alipay dat 100 trudng
hop cho Isolation Forest va cac tinh ning co ban thd duge cung cap nhu thudc
tinh. Vi ID3 va C5.0 dua trén quy tic khong thé hd trg cac gia tri lién tuc tot va
rdi rac hoa dit liéu thanh cac gi tri khac nhau thuong sir dung chuan hoa L1 va
gan trong sb ctia né 12 0,1 cho Logistic Regression va dit 300 1an lip lam tiéu
chi dimg huén luyén. Dbi voi Gradient Boosting Decision Tree, Alipay tao 400

trees véi do sau tir 3 dé ensemble két qua véi mean square error. Toc do lay



31

mau con cia cac mau va dic trung dugc dit1a 0,4 dé tranh tinh trang overfitting

khi huan luyén.
1.4. Két luan chwong

Noi dung chwong nay em da trinh bay tong quan Vé cac hanh vi gian 1an tai
chinh truc tuyén. Thong qua cac hanh vi gian lan va dic diém cac hanh vi gian
1an pho bién ta hiéu dugc nhitng nguyén nhan va cach thic thuc hién cac hanh
vi d6. Vi xu hudng vé chuyén doi sd cua thé gidi noi chung va Viét Nam noi
riéng da tao diéu kién thuan loi dé cac cong nghé moi xuét hién mang dén nhiéu
su tién loi cho ngudi sir dung va cac co quan to chirc quan 1y. Nhung bén canh
d6 ciing tiém an nhiéu nguy co, rui ro vé cac hinh thirc tin coéng, lira ddo ciling
ngay cang gia ting. Thuc té cac hanh vi ndy ngdy cang gia ting va trd nén tinh
vi kho kiém soat hon. Do d6 van dé dam bao an toan cho cac giao dich tai chinh
tré nén vo cung cap thiét dé dam bao niém tin, tai san va gitp phat trién chuyén
d6i s6 trd nén hiéu qua va an toan hon. Ngoai ra trong chuong nay da di gioi
thiéu vé cau phan, cach thirc hoat dong ctia mot hé théng phat hién gian 14n tai
chinh truc tuyén pho bién trén thyuc té. Thyuc trang hoat dong cua cac hé thong
phat hién bat thudng va cac hanh vi gian 1an tai chinh trudc day. Cac phuong
thirc phat hién gian 1an dang dugc sir dung tai cac hé théng phat hién gian 1an
tai chinh dang duoc sir dung tai mot s6 cong ty. Kha ning dap tng nhu cau
trong xu thé chuyén ddi s6 moi clia x4 hoi v& mat an toan, bao mat va mat trai
nghiém cua nguoi st dung.

Chuong tiép theo em sé trinh bay c4c ndi dung lién quan téi cac ki thuat
trong Al (Artificial Intelligent) dugc str dung trong hé thong phat hién gian 1an
tai chinh, cac vu diém nhuoc diém cua ciing nhu 1y do lya chon ki thuat nay

trong nghién ctru. Ly do em lua chon thudt toan ctia minh dé tich hop vao hé
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théng phat hién gian 14n tai chinh. Piém manh cta thuat toan ctiia em st dung

va co s6 1y thuyét cua thuat toan.
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CHUONG 2: UNG DUNG THUAT TOAN TRIi TUE NHAN TAO PHAT
HIEN GIAN LAN TAI CHINH

2.1. Gidi thi€u cac thuat toan tri tu¢ nhan tao

Nhu chiing ta d4 biét, cac hé thdng bao mat trong hé thong tai chinh ngay
cang can phai xir ly cac giao dich gian 1an nhanh hon va chinh xac hon. Mot
trong c4c phuong phap duoc ap dung phé bién trong cac hé théng nay hién nay
la cac tng dung cua thuat todn hoc may. Vi vay, trong chuong nay em sé di
gi6i thiéu chi tiét hon vé cac thuat todn hoc may theo 4 nhém co ban:
Supervised learning, Unsupervised learning, Semi-supervised learning va

Reinforcement learning.

2.1.1. Supervised learning (hgc c0 giam sat)

Supervised learning 1a thuat toan du doan nhan dau ra (output) ctia mot
dir liéu méi (new input) dua trén cac cap (input, output) da biét tir trude. Cap
dir liéu nay con dugc goi 1a (data, label), tirc (dir li€u, nhan). Supervised
learning 12 nhom pho bién nhat trong cac thuat toan Machine Learning. V& mat
toan hoc, Supervised learning 1a khi ching ra c6 mét tdp hop bién dau
vao X={X1,%,....xn} V& tdp hop cic nhin tuong ung véi cac bién do
Y={y1,Yo,....yn}, trong do X;, Vi 1a cac vector. Cac cip dit lidu biét trude (Xi,Yi)
€ X x Y duoc goi 1a tap training data (dit liéu huan luyén). Ttr tap training data
nay, ching ta can tao ra mot ham s 4nh xa moi phﬁn tu tur tap X sang mat ph?m
tr (xdp xi) twong tng cta tap Y: yi~f(X;), Vi=;...v Muc dich 1a x4p xi ham
s6 f that t6t dé khi c6 mot dix liéu X méi, chung ta co thé tinh dugc nhan tuong
ung cua no y=f(x).

Hoc may c6 giam sat trong phat hién gian 1an tai chinh 1a mdt phuong

phap sir dung cac thuat toan hoc mdy dé phat hién cac hoat dong gian lan tai
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chinh dua trén cac dir li€u tai chinh duoc gén nhan. M6 hinh hoc may dugc

huan luyén trén mot tap dit li€u tai chinh da dugc gan nhan, véi cac dac trung

cua giao dich tai chinh nhu ty 1€ no tin dung, ty suét loi nhuan, thu nhap va cac

giao dich tai chinh khéc. Viéc st dung hoc may c6 gidm sat trong phat hién

gian 1an tai chinh c6 nhiéu loi ich. N6 cho phép to chirc tai chinh va ngan hang

phat hién cac hoat dong gian 1an tai chinh nhanh chong va hiéu qua hon, giup

gidm thi€u rai ro va ton that tai chinh.

Uu diém khi sir dung hoc may c6 giam sat trong phat hién gian 1an tai

chinh, bao gém:

Tang tinh hiéu qua va do chinh xac: Phuong phap nay st dung céc
thuat toan hoc may dé tu dong phat hién gian 1an tai chinh, gitp tang
tinh hi¢u qua va do chinh xac trong qua trinh phat hién so vdi céac
phuong phap thu cong truyén thong.

Phat hién gian lan nhanh chong: Hoc may c6 giam sat gitp phat hién
gian 1an tai chinh nhanh chéng va hiéu qua hon, gitip t6 chtrc tai chinh
va ngan hang giam thiéu rui ro va ton that tai chinh.

Tinh linh hoat: Phuong phép nay c6 thé dugc ap dung trén nhiéu loai
dir liéu khac nhau, bao gom dit liéu tai chinh va dit liéu giao dich, gitp
tang tinh linh hoat trong vi€c phat hi¢n gian 1an tai chinh.

Kha ning mé rong: Hoc may c6 giam sat c¢6 thé duoc mé rong dé bao
gdém nhiéu loai hoat dong gian 1an khac nhau, giup t6 chirc tai chinh
va ngan hang nang cao kha nang phat hi¢n cac hoat dong gian lan.
Do tin cay cao: Phuong phép nay gitip nang cao do tin cay trong viéc
phat hi¢n gian 1an tai chinh, déng thoi gidam thiéu cac sai sot va muc

d6 nham 13n trong qua trinh phét hién.

Mac du hoc méy c6 gidm sat 1a mot phuong phép hi¢u qua trong phat

hién gian 1an tai chinh, nhung né cling c6 mot s6 nhugc diém sau:
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e Phu thudc vao chat lugng dir liéu: Pé dam bao tinh chinh xac va hiéu
qua ctia phuong phap nay can co dit liéu day du va chét luong cao.
Néu dir liéu khong day du hodc bi nhidu s& anh huong dén két qua
phan loai va dan dén sai sot.

e Phai co su can thi¢p ctia con ngudi: Mac du hoc may c6 giam sat duoc
st dung dé tu dong phat hi¢n gian 1an nhung viéc xac dinh cac tap dix
liéu huan luyén va chon thuét toan va thiét 1ap ngudng phan loai doi
hoi su can thi€p ctia con nguodi. Viéc can thi€p nay doi hoi sy am hiéu
va kinh nghiém trong linh vuc nay dé dat duoc két qua tdi vu.

e Rui ro ciia quyét dinh sai: Phuong phap nay co6 thé dan dén nhiing
quyét dinh sai 1am néu cac thuat toan hoc may khoéng duoc ciu hinh
dung hodc khong duge huin luyén day du. Khi do, cac giao dich hop
18 o thé bi coi 1a gian 1an hodc céac giao dich gian lan cé thé bi xéac
dinh 1a hop 18, dan dén rui ro cho to churc tai chinh va ngan hang.

e Chi phi va thoi gian: Viéc trién khai va cu hinh céac thuat toan hoc
may co giam sat doi hoi chi phi va thoi gian dau tu kha 16n. Can phai
c6 sy dau tu vé ha tang, cong nghé, doi ngii chuyén gia, phan tich dir
liéu va huan luyén mé hinh dé dat dugc hiéu qua tbi vu trong viéc phat
hién gian lan tai chinh.

Vi vay, cac thuat toan hoc may c6 giam sat mudn phat huy hiéu qua cta

minh ciing can dugc danh gia va xtr Iy mot cach hop 1y.
Céc budc xay dung hoc may co giam sat trong phat hién gian 1an tai chinh bao
gom:

e Xac dinh muc ti€u va pham vi cia du an: Trudc khi trién khai hoc may
cO giam sat, can xac dinh rd muc tiéu va pham vi cua du an, déng thoi
xac dinh cac nguén dit liéu va bo dir lidu can sir dung dé huan luyén

va danh gid mo hinh.
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e Chuan bj dit liéu: Sau khi d3 xac dinh cac ngudn dit liéu, can tién hanh
thu thap, xur 1y va chuén bj dit liéu trude khi huin luyén mo hinh. Céc
budc nay bao gé)m: tién xr 1y dir liéu, loai bé nhiéu, chuan hoa dit liéu,
chon céc tinh nang quan trong, tao cac bién phu thudc va bién doc lap,
va phan chia dit liéu thanh cac tap huan luyén va kiém tra.

e Chon va huan luyén mé hinh: Sau khi da chuan bi dit liéu, can chon
thuat toan hoc may phu hop dé huin luyén mé hinh. Cac thuat toan
pho bién bao gom: Random Forest, Logistic Regression, Decision
Tree, Neural Networks, va Support Vector Machines. Sau khi huin
luyén moén hinh trén bo dir liéu da chuan bj ching ta tién hanh va danh
gia hiéu suat ciia mo hinh trén tap kiém tra dé danh gia d6 chinh xéc
cua mo hinh.

e Kiém tra va cai thién mo hinh: Dua trén két qua viéc danh gia mo hinh,
chung ta tién hanh cc budc cai thién mé hinh bao gdm: danh gia hiéu
sudt ciia mé hinh, phan tich cac sai s6t ciia mé hinh, tinh chinh cac
tham s6 cia mo hinh dé cai thién d6 chinh xac cia mé hinh.

e Trién khai va giam sat mo hinh: Sau khi da danh gia va cai thién mo
hinh can trién khai mé hinh trén hé thong san xuét va giam sat mo hinh
dé dam bao r@ing mo hinh hoat dong tdt va phat hién duoc gian 1an tai
chinh. Cac budc nay bao gém: tich hop mé hinh vao hé thdng, danh
gia hi¢u suit cia mo hinh trén dix liéu thuc té va cap nhat mo hinh dé
dam bdo tinh chinh x&c va khach quan cua mo hinh.

Hoc may c6 gidm sat c6 2 dang bai toan chinh 1a :

e Classification 1a bai toan danh nhén cta dit liéu dau vao chia thanh
mot sd hitu han nhém. Vi du: Gmail x4c dinh xem mot email ¢ phai
la spam hay khong; cac hang tin dung xac dinh xem mdt khach hang

c6 kha nang thanh toan ng hay khong. M6 hinh Classification trong
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phat hién gian 1an tai chinh 12 mét mo hinh hoc may c6 giam sat dugc
st dung dé phan loai cac giao dich tai chinh thanh hai loai: giao dich
hop 1€ va giao dich gian 1an. M6 hinh st dung céc dic trung cua céc
giao dich, nhu sb tién, dia chi IP, quéc gia, thoi gian giao dich, loai thé
va cac thong tin khac dé dy doan xac suit cua mot giao dich 1a gian
lan.

e Regression 1a mot mo hinh hoc may ¢6 giam sat duoc st dung dé du
doan gia tri lién tuc cua cac dac trung cua mdt giao dich tai chinh. M6
hinh st dung cac dac trung cta cac giao dich, nhu s6 tién, dia chi IP,
qudc gia, thoi gian giao dich, loai thé va cac thong tin khac dé du doan
gia tri lién tyc cua céac dac trung do. Sau do6, mot ngudng dugce thiét
1ap dé phan loai giao dich 13 hop 18 hodc gian 1an. M6 hinh Regression
trong phat hién gian lan tai chinh c6 thé duoc st dung dé du doan gia
tri cua cac dac trung lién tuc cia mot giao dich, gitp tang do chinh xac
cia mo hinh phat hién gian lan.

Céc budc dé xay dung mot mo hinh Regression trong phét hién gian lan

tai chinh bao gom:

e Chuan bi dit liéu: thu thap, xt 1y va chuan bi dit liéu cho huan luyén
va danh gid mo hinh.

e Xac dinh cac dic trung: Chon cac dic trung quan trong dé du doan gia
tri lién tuc cua cac dac trung do.

e Phan chia dit li¢u: Phan chia dit li¢u thanh hai tap: tap huin luyén va
tap kiém tra.

e Huén luyén mé hinh: St dung tap huin luyén dé huin luyén mé hinh
Regression. Cac thuat toan phd bién bao gém: Linear Regression,

Ridge Regression, Lasso Regression, Elastic Net Regression va
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Decision Tree Regression, Decision Tree, Random Forest, Naive
Bayes, Logistic Regression va Support Vector Machines, ..

e Dénh gia mé hinh: Str dung tap kiém tra dé danh gia hiéu suat cia mo
hinh Regression. Cac d§ do danh gid thuong duoc st dung la: Mean
Squared Error (MSE), Mean Absolute Error (MAE), R-squared,
Accuracy, Precision, Recall, F1-score, AUC-ROC.

e Tinh chinh mé hinh: Tinh chinh cac tham sb cua mo hinh dé cai thién
do chinh xac ciia mo hinh.

e Trién khai va giam sat mo hinh: Trién khai mé hinh vao hé thdng thuc
té va giam sat mo hinh dé dam bao tinh on dinh va d6 chinh xac cia
mo hinh.

2.1.2. Unsupervised Learning (Hoc khong giam sat)

Dbi v6i dang thuat toan nay, ching ta khong biét trudc nhan hiy gia tri
du doan ma chi co dir liéu dau vao. Thuat toan unsupervised learning sé& dua
vao ciu tric cta dit liu dé thuc hién mot cong viéc nao do, vi du nhu phan
nhom (clustering) hodc giam sd chiéu cua dit liéu (dimension reduction) dé
thudn tién trong viéc luu trir va tinh toan. Unsupervised learning la khi ching
ta chi c6 dit litu vao X ma khong biét nhdn Y twong ung. Unsupervised
learning vi khong giéng nhu Supervised learning,chung ta khong biét cau tra
101 chinh xac cho mdi dir liéu dau vao. Giéng nhu khi ta hoc khong c6 thay co
gido nao chi cho ta biét d6 1a chir A hay chitr B. Cum khong giam séat duoc dat
tén theo nghia ndy. Hoc may khong gidm sat (unsupervised learning) trong phat
hién gian 1an tai chinh 1a mot phuong phap hoc may khong can dén dir liéu da
dugc gén nhan trude do (khong giam sat). Thay vao do, phuong phap nay su

dung cac thuat toan d€ kham pha cac mau va cau truc tu nhién trong dir liéu.
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Trong phat hi¢n gian 1an tai chinh, hoc may khong giam sat dugc sur dung
dé tim kiém céc giao dich bat thudng ma khéng can phai dinh nghia trude cac
dic trung cua giao dich gian 14n. Cac phuwong phap phd bién cua hoc may khong
giam sat bao gom:

e Clustering: Phan loai cac giao dich thanh cdc nhom dua trén cac dac
trung tuwong tu, sau d6 xac dinh cac nhom cé chira cac giao dich bat
thuong.

e Dimensionality reduction: Giam s chiéu cua dir liéu bang cach
chuyén doi cac dic trung cua giao dich thanh mot tap hop cac dac
trung méi. Sau do, cac phuwong phap phan tich thong ké duoc sir dung
dé xac dinh cac giao dich bat thuong dua trén sy khac biét giita cac
ddc trung mai.

e Anomaly detection: Phat hién céc giao dich bat thuong bang cach xac
dinh cac diém dir liéu ndm ngoai pham vi cta phan phdi dir liéu hodc
c6 su khac biét dang ké so véi cac diém dir lidu khac.

Uu diém cta hoc may khong giam sat (unsupervised learning) trong phat

hién gian 1an tai chinh:

e Kha nang phat hi¢n cac giao dich gian 1an mai: V&1 hoc may khong
giam sat, khong can phai dinh nghia trudc cac dic trung cia giao dich
gian 1an. Thay vao do6, cac thuat toan c6 thé tu dong phat hi¢n cac dac
trung méi va tim kiém céc giao dich bat thuong ma khong can phai
dua vao cac giao dich gian lan da biét trude do.

e Kha nang xir 1y dit liéu 16n: Vi hoc may khong giam sat, khong can
phai danh gia cac diém dir liéu riéng 1é, diéu nay gitp cho viéc phat
hién gian 1an c6 thé duge thuc hién trén mot luong 16n dit liéu trong

thoi gian ngan.
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e Kha ning giam thiéu su can thiép cua con nguoi: V4i hoc may khong
gidm sat, cac quyét dinh phat hién gian 1an co thé duoc tu dong hoa,
giam thiéu su can thiép ctia con ngudi trong qua trinh phat hién va
giam thiéu cac sai s6t do con nguoi gay ra.

e Kha ning tim kiém cac méi lién hé tiém ning: V&i hoc may khong
giam sat, cac thuat toan co thé tim ra cac mdi lién hé phire tap giita cac
giao dich va khach hang ma c6 thé dan dén cac hanh vi ltra do.

Nhuoc diém cta hoc may khong giam sat (unsupervised learning) trong

phat hién gian lan tai chinh:

e Kho khin trong viéc xac dinh ddi tuong gian 1an: Do khong c6 nhan
dir liéu dé phan loai cac diém dit lidu, viéc xac dinh ddi twong gian lan
s& tré nén khé khan hon. Mot sb diém dit liéu c6 thé bi sai léch hodc
bat thuong do cac 1y do khac nhu 18i nhap liéu hodc thay doi vé moi
truong.

e Kha nang tim ra cac giao dich gian 1an co thé bi han ché: Véi hoc may
khong giam sat, cac thuat toan phat hién gian 1an c6 thé bo sét cac giao
dich gian 14n vi chung khéng phai 1a cac diém dit liéu bat thudng hodc
khong thudc vao phan phdi dir liéu cta tap huan luyén.

e Kho khin trong viéc giai thich két qua: Khi cc thuét toan hoc may
khong giam sat phat hién gian 1an, ching ta khong biét chinh xac cac
dac trung va quy luat ma thuat toan da sur dung dé phat hi¢n gian 1an.
Piéu nay lam cho viéc giai thich két qua tré nén kho khan hon.

e Su 6n dinh cua thuat toan: Cac thuat toan hoc may khong gidm sat co
thé khong 6n dinh trong khi phét hién gian 1an vi chung dya trén cac
mo hinh phén phéi dit liéu cua tap huin luyén, diéu nay din dén su

khac biét gitra cac mo6 hinh dugc tao ra tir cac tap dir liéu khac nhau.
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e Kha ning phat hién gian 1an gia: Cac ké gian 1an c6 thé tim cach danh
lira cac thuat toan hoc mdy khong giam sat bang cach thuc hién céc
hanh vi gia dé 1am cho cac giao dich ctia ho tréng gidng nhu cac giao
dich binh thuong.

Céc budc st dung hoc may khong giam sat trong phat hién gian 1an tai:

e Chuan bj dir liéu: Thu thap va chuan bi cac tap dit liéu vé tai chinh,
bao gém cac thudc tinh nhu s tién giao dich, thoi gian giao dich, loai
giao dich, thong tin nguoi thuc hién giao dich, v.v.

e Tién xtr Iy dit liéu: Tién xur 1y dit liéu dé loai bé nhiéu, xir 1y cac gia
tri bi thiéu, thay thé gia tri bat thuong va chuyén do6i cac thudc tinh
dang vin ban sang sd hoa dé c6 thé dua vao mé hinh hoc may.

e Phan tich ddc trung: Tim kiém va lua chon cac dic trung quan trong,
c6 thé anh hudng dén gian 14n tai chinh nhu so tién giao dich 16n, tan
suit giao dich, dia diém giao dich, v.v.

e Huin luyén mo hinh: Str dung thuat toan hoc may khong gidm sat dé
huan luyén mo hinh trén tap dit liéu da duogc tién xir Iy va phan tich
dac trung.

e Danh gia mo hinh: Panh gia hiéu suat ciia mé hinh bang cach sir dung

cac phuong phap nhu ma tran nham 14n, d6 chinh xac, d6 phu, do F1,

e Diéu chinh md hinh: Tinh chinh cac tham sb cua m6 hinh dé cai thién
hiéu suit, bao gém viéc thay ddi sb luong va kiéu céc dic trung, lya
chon céc thuat toan khac nhau va diéu chinh cac tham sb cta thuat
toan.

e Trién khai mé hinh: Trién khai mé hinh trén hé théng thyc té va thuc
hién giam sat thuong xuyén dé dam bao rang mo hinh van c6 thé phat

hién cac hanh vi gian 1an méi.
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2.1.3. Semi-Supervised Learning (Hoc ban giam sat):

Céc bai toan khi chiing ta c6 mot lwong 16n dir liéu nhung chi mot phan
trong chung dugc gan nhan duoc goi la Semi-Supervised Learning. Nhitng bai
toan thudc nhom ndy nam giira hai nhom Supervised va Unsupervised. Md hinh
Semi-Supervised Learning 1a mét trong nhitng phuong phap hoc may duoc st
dung trong phat hién gian 14n tai chinh. Piém manh ciia phuong phép nay 1a n6
c6 thé sir dung céac dir liéu khong dugce gan nhan dé cai thién kha ning du doan
va tang cuong tinh linh hoat cia mé hinh. Trong phuong phap Semi-Supervised
Learning, m6 hinh dugc huin luyén trén hai loai dit li¢u khac nhau: dit li¢u
dugc gan nhan va dit liéu khong dugc gan nhan. Dit 1i€u duoc gan nhan la cac
dit liéu da duoc danh dau 1a gian 1an hoac khong gian 1an, trong khi dir li¢u
khong dugc gan nhan la cac dir li¢u chua dugc phan loai. Phuong phap Semi-
Supervised Learning str dung cac k¥ thuét phén tich dir liéu dé tim ra cac dic
trung quan trong trong dit liéu va xac dinh cac mau gian 1an tiém ning. Sau do,
mé hinh s& dugc huan luyén trén ca dir liéu dugc gan nhan va dir liéu khong
dugc gan nhin dé cai thién kha ning dy doan cta mo hinh. Mot trong nhimng
ung dung cia mo hinh Semi-Supervised Learning trong phat hién gian lan tai
chinh 1a phat hién gian l1an trong cac giao dich tai chinh. M6 hinh s€ duoc huén
luyén trén céc dit liéu duoc gan nhan va khong duoc gan nhan dé xac dinh céc
giao dich gian 1an tiém ning. Khi c6 cac giao dich mdi, mé hinh s& dy doan xac
suat giao dich d6 c6 phai 1a gian 1an hay khong. Néu xac suat d6 vuot qua
ngudng dugc thiét 1ap trude do, hé thong s& dua ra canh bao cho nhan vién
quan ly tai chinh dé xac nhan lai thong tin va dua ra quyét dinh.

Céc budc dé xay dung mo hinh Semi-Supervised Learning trong phét

hién gian 14n tai chinh bao gém:
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e Chuan bi dir liéu: Thu thap va chuan bi dit liéu tai chinh dé sir dung
trong mo hinh. Dit liéu c6 thé bao gdm thong tin vé giao dich, tai
khoan, ngudi dung, v.v.

e Xac dinh muc tiéu: Xac dinh muc tiéu ciia mé hinh, tirc 1a cac mau
hodic quy tic can tim kiém trong dit liéu dé phat hién gian 1an tai chinh.

e Phan tich dit liéu: Str dung cac k¥ thuét phan tich dit liéu dé tim ra cac
tinh ning quan trong va giam chiéu dir liéu néu can thiét.

e Xay dyng mo hinh: Ap dung mo hinh Semi-Supervised Learning dé
huin luyén mo hinh trén tap dit liéu da dugc gan nhan va khong duoc
gan nhan. Cac mau khong dugc gan nhin s& duoc sir dung dé ting
cuong kha nang du doan cua mo hinh.

e Dénh gia mo hinh: Panh gia két qua cia mo hinh va dua ra canh bao
vé cac hoat dong khong binh thudng.

e Tbi wu h6éa mo hinh: Téi vu hda mo hinh bang cach thay d6i cac thong
s6 va thir nghiém trén cac bd dir liéu khac nhau dé cai thién tinh chinh
xac va dang tin cay ctia mo hinh.

e Trién khai mé hinh: Trién khai mé hinh vao hé théng phat hién gian
lan tai chinh dé theo ddi cac hoat dong khong binh thuong va dua ra
canh bao cho nguodi quan ly tai chinh.

Uu diém trong phat hién gian 14n tai chinh:

e Tan dung dir liéu chua dugc gan nhan: M6 hinh Semi-Supervised
Learning c6 thé sir dung dit liéu khong dugc gan nhan dé cai thién kha
nang dy doan va ting cudng tinh linh hoat cia mé hinh. Diéu nay giup
cai thién kha nang phat hién gian 14n va giam thiéu sai sot phan loai.

e Giam chi phi: M6 hinh Semi-Supervised Learning giup giam chi phi

phat hién gian 1an bang cach sir dung dir liéu khong dugc gan nhan.
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Viéc str dung dir liéu nay giup giam sb luong dit liéu can duoc gan
nhan, gidm thoi gian va chi phi cho viéc thu thap va gan nhan dir li¢u.

e Tang cuong tinh linh hoat: M6 hinh Semi-Supervised Learning c6 tinh
linh hoat cao, c6 thé duoc st dung trong nhiéu loai dit liéu khac nhau,
tir dit liéu tai chinh dén dit liéu y té va dir liéu thuong mai dién tir. N6
cling c¢6 thé dugc sir dung dé phat hién nhiéu loai gian 1an khéc nhau,
bao gém gian 1an thé tin dung, gian 1an dinh gia ching khodn, va gian
1an bao hiém.

e DG chinh x4c cao: M6 hinh Semi-Supervised Learning c6 kha nang du
doan chinh xac cao hon so véi cac md hinh truyén théng chi st dung
dir liéu duoc gan nhan. Piéu nay gitp giam thiéu sb luong cac truong
hop gian 1an b1 bo so6t hodc bi xac dinh sai.

Nhuoc diém trong phat hién gian 1an tai chinh:

e Phu thudc véao chét luwong dir liéu: M6 hinh Semi-Supervised Learning
phu thudc vao chét lugng cua dit liéu duoc sur dung dé huan luyén mo
hinh. Néu dit liéu khong duoc chuan hod, khong du dai dién hodc co
nhiéu nhiéu, két qua dy doan ctia mé hinh co thé bi sai léch.

e Doi hoi kha ning két hop dit liéu: M6 hinh Semi-Supervised Learning
doi hoi kha nang két hop dir lidu duoc gan nhan va khong dugce gan
nhan dé huan luyén mé hinh. Piéu nay doi héi k¥ ning va kinh nghiém
dé co thé thiét ké mot qua trinh huan luyén hiéu qua.

e Co thé gip van dé khi c6 qué nhiéu dit liéu khong duoc gan nhan: M6
hinh Semi-Supervised Learning c6 thé gip van dé khi c6 qua nhiéu dit
li¢u khong duogc gadn nhan, dac bi¢t 1a khi mo hinh khong thé phan tich
va hiéu dugc nhirng dic trung quan trong cua dit liéu.

e Chua phu hop v6i mot s6 loai dit liéu: Mo hinh Semi-Supervised

Learning co thé khong phu hop véi mot s6 loai dir liéu nhét dinh, nhu



45

dir li€u co tinh doc 1ap cao hoac dir li¢u khong phan bo déu. Diéu nay
c6 thé anh huong dén hiéu qua ctia mo hinh.

2.1.4. Reinforcement Learning (Hoc Ciing C6/Ting cudng):

Reinforcement Learning (RL) la mdt phuong phap hoc méy trong dé mot
ddi tuong (agent) tuong tac véi moi truong dé dat duoc mot muc tiéu cu thé.
RL di duoc sir dung trong mot sd ing dung phat hién gian 1an tai chinh.
Trong phat hién gian lan tai chinh, RL c6 thé dugc s dung dé giam sat va phat
hién hanh vi gian 1an cta cac d6i tuong tai chinh. M6 hinh RL duoc huan luyén
dé tu dong tim ra cac hanh dong (actions) t6i uvu dé giam thiéu gian lan. Céc
hanh dong nay co thé 1a viéc kiém tra lai cac giao dich, han ché truy cap vao
cac tai khoan nhay cam, hoac xac nhan thong tin véi cac bén lién quan trudc
khi thyuc hién cac giao dich.

Mot trong nhitng tng dung cu thé ctia RL trong phét hién gian lan tai
chinh 14 trong cac giao dich ching khoan. M6 hinh RL ¢6 thé dugc huéan luyén
dé tu dong phat hién cac giao dich bat thudng va hanh vi gian 14n bang cach
theo ddi cac mau giao dich va ap dung cac k¥ thuét hoc ting cudong dé tdi da
hoéa loi ich. Tuy nhién, mét trong nhitng nhuoc diém ciia RL trong phat hién
gian 1an tai chinh 14 nd c6 thé bi anh hudng boi cic tac nhan gian 1an thong
minh. C4c tac nhan nay c6 thé cb gang danh lira mo6 hinh RL bang céch tao ra
cac hanh dong ma c6 vé hop 1é nhung thuc chit 13 gian lan. Dé giai quyét van
dé nay, can phai st dung cac ky thuat maéi dé xac dinh va ngan chan cic hanh
vi gian 14n cla cac tac nhan nay.

Trong truong hop phat hién gian 14n tai chinh, RL c6 thé duoc st dung
dé tim ra cach ti da hoa viéc phat hién gian 1an va gidm thiéu ty 1¢ bado dong
sai. Dudi day 1a mot sb bude dé xiy dung mot hé théng RL cho phat hién gian

lan tai chinh:
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Xéc dinh myc tiéu cua RL: Muc tiéu cua RL trong phat hién gian lan
tai chinh 13 t6i da hoa kha ning phat hién gian 1an va giam thiéu ty 1
bdo dong sai.

Xac dinh moi truong: Moi truong 1a tap hop cac dir liéu tai chinh.
Chung ta can dam bao rang dit liéu duoc xir Iy va dinh dang dung dé
c6 thé duoc st dung béi RL.

Xac dinh céc action space: Action space 1a tap hop cac hanh dong ma
agent cO thé thuc hién trén méi truong. Vi du, trong phat hién gian 1an
tai chinh, cic hanh dong c6 thé bao gém kiém tra cac thong tin tai
chinh va phat hién cac giao dich gian lan.

Xac dinh cac state space: State space la tdp hop céc trang thai cua moi
truong. Vi du, trong phat hién gian 14n tai chinh, cac trang thai c6 thé
bao gdm cac thong tin vé tai khoan, s tién trong tai khoan, lich sir
giao dich, v.v.

Xay dung ham phéan thudng (reward function): Ham phan thuong s&
dugc sir dung dé danh gia cac hanh dong cua agent. Vi du: ham phan
thudng co thé danh gia cac giao dich va phat hién cac giao dich gian
lan dé tang diém phan thudng.

Xay dung mo hinh hoc tdng cuong (RL model): RL model s€ dugc st
dung dé tim ra cac hanh dong tot nhat dé toi da hoa phan thudng.
Model nay c6 thé duoc xay dyng bang cac thuat toan nhu Q-learning,
Actor-Critic, v.v.

Huén luyén RL model: RL model s€ dugc huén luyén voi dit li¢u tai
chinh

Panh gia mo hinh: Panh gia két qua ctia mo hinh va dua ra canh bao

vé cac hoat dong khong binh thudng.
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Téi wu hda md hinh: Téi uu héa mo hinh bang cach thay ddi cac thong
s6 va thtr nghiém trén cac bd dir liéu khac nhau dé cai thién tinh chinh
xac va dang tin cay cia mo hinh.

Trién khai mo hinh: Trién khai mé hinh vao hé thong phat hién gian
1an tai chinh dé theo ddi cac hoat dong khong binh thudng va dua ra

canh bao cho nguoi quan ly tai chinh.

Uu diém trong phat hién gian 1an tai chinh:

Hoc tap lién tuc: RL c6 thé hoc tur dit liéu méi, tu dong cap nhat chinh
sach va diéu chinh chién lugc phat hién gian 1an dya trén dir liéu méi,
gitip cho hé thong phat hién gian 1an ngay cang chinh xéac hon.

Kha ning ty dong héa: RL ¢ kha niang ty dong hoa quyét dinh vé cach
xur 1y cac truong hop gian 1an phirc tap va khong dinh truée duoc, gitp
cho hé théng phat hién gian lan tu dong hon va tranh dugc sai sét do
con nguoi.

Xir 1y dit 1iéu phi cau tric: RL ¢6 kha nang xir 1y dit liéu phi céu tric
va tim ra cic mau gian 14n khong duoc biét trudc d6. Piéu nay rat hiru
ich trong viéc phat hién cac hanh vi gian 14n méi ma khong can phai
dua trén mo hinh d3 dugc huan luyén.

Tinh linh hoat: RL ¢6 thé duge st dung dé phat hién cac loai gian 1an
khac nhau, tir nho dén 16n va tir don gian dén phtrc tap. Hon nita, RL
c6 thé duoc tity chinh dé phui hgp véi nhiéu nganh cong nghiép va tmg

dung khac nhau.

Nhuogc diém trong phat hién gian 1an tai chinh:

Poi hoi dit liéu 16n: RL doi hoi mot lugng 16n dir liéu dé huan luyén
mo hinh hi€u qud. Trong phat hi¢n gian lan tai chinh, viéc c6 dugc )
luong dir liéu d 16n va da dang dé huan luyén mo hinh RL ¢6 thé 1a

mot thach thiec.
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e Kho khan trong viéc xac dinh thudng: Trong RL, mé6 hinh hoc tir cac
phan hoi hodc "thuéng" tir moi trudng dé xac dinh nhitng hanh dong
tot va xAu. Tuy nhién, trong phat hién gian lan tai chinh, viéc xac dinh
thudng 1a rat kho, do @6, viéc huan luyén moé hinh RL dé phat hién
gian 1an c6 thé rat phic tap.

e Céu trac dit liéu phtic tap: Trong phat hi¢n gian lan tai chinh, dit licu
6 thé dugc to chire theo cau tric phtc tap, bao gém nhiéu loai dit liéu
khac nhau nhu hinh anh, &m thanh, van ban va s6 liéu tai chinh. Viée
huén luyén mé hinh RL dé xir Iy cac loai dit liéu nay doi hoi nhiéu ki
nang va kinh nghi¢m.

e Kho khian trong viée giai thich két qua: Mot trong nhitng thach thic
16m khi str dung RL trong phat hién gian 1an tai chinh 1a kho khan trong
viéc giai thich tai sao mdt hanh dong duogc lua chon va vi sao n6 duogc
coi 1a gian lan. Piéu nay co thé 1am giam do tin cdy cia md hinh RL
trong phét hién gian 1an va khé khan trong viéc dua ra quyét dinh thuc

4
A

te.
2.2. Ung dung AI phat hién gian 14n tai chinh
2.2.1. Hién trang cac thuat toan Al trong phat hién gian 1an tai chinh

Céc thuit toan Al s& phu hop véi timg bai toan vé phat hién giao dich bat
thuong khac nhau tuy nhién diém chung 1a chung ta phai danh d6i vé hiéu suét
va do chinh xac, kho dé quan sat toan dién cac thong tin ctia nguoi dung dé dua
ra cac dy dodn sat nhat voi mic 6 bién d6i hanh vi ctia ngudi ding nhu thay
d6i thoi quen chi tiét, cong viéce, do dip 18 tét ngay nghi ...Véi nhiing thuat toan
vé hoc khong giam sat do chinh xac thudng khong cao va khé tan dung duoc
nhirng thong tin da dugc xac minh tir cac bd phan nghiép vu hay tur thong tin

c6 duogce tir phan hoi cua khach hang d6 phu thong tin khong dt rong nén thudong
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duogc str dung trong cac truong hop theo ddi muc do bién dong cia cac giao
dich két hop voi phuong phap time series dé du doan duge xu hudng giao dich
ctia ngudi dung nhung lai khong thé tan dung thong tin lién quan dén quan hé,
cong viéc, tiém ning tai chinh cua khach hang dan dén khi khach hang thay doi
cong viéc hay tai chinh thay ddi dé& gay canh bao nhim dan dén kho chiu cho
khach hang. Piém manh ctia Semi-Supervised 1a giup khic phuc phan 16n cac
nhugc diém cta cac md hinh khac va kha niang két hop thém cac mé hinh khac
dé lam giam nhuogc diém cac mo hinh.

2.2.2. M6 hinh Semi-Supervised learning phat hién gian lan tai chinh

Muc tiéu cua viéc phat hién gian 14n 12 dé du doan liéu mot thuce thé, co thé
1a nguoi dung hodc thiét bi hodc nhiéu hon, sé tham gia vao lira dao hay khong
trong twong lai. Bai toan c6 thé duoc xay dung nhu mot bai toan phén loai. Trén
thue té ¢ nhirg twong tac phong phi trong cac kich ban tai chinh.

Trén thuc té nguoi dung co6 cac mbi quan h¢ xa hoi nhu ban b¢, ban cung
16p va cac mdi quan hé ho hang v6i nhau. Ngudi dung co thé co giao dich voi
nguoi ban hoic ngudi dung khac. Nguoi dung phai dang nhip vao mot sb Gng
dung dé dat duoc cac giao dich tai chinh. TAt ca cac moi quan h¢ nay co thé c6
loi cho van dé phat hién gian 1an. Sau d6 mot s6 phuong phap sau bét dau st
dung embedding feature d6 thi dé két hop cac tuong tac ctia nguoi dung. Tuy
nhién dé phat hi¢n gian lan va rat it dit liéu duoc gén nhan thuong c6 mot $6
lugng 16n dir liéu chua duoc gén nhin chua dugc khai thac hét trong cac
phuong phap dua trén d6 thi hién c6. Hon nita, cdc mo hinh va két qua co thé
dién giai thuong duoc uu tién trong cac kich ban tai chinh nhung cac phuong
phap embedding d6 thi hién tai thuong 13 mo hinh hop den.

Xem xét nhitng han ché ctia cac phuong phap hién c6 dé an st dung

phuong phap c6 thé str dung cé dit liéu nhiéu lan duoc gan nhin va khong dugc
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gan nhin dé phat hién gian 1an. Tuy nhién né phai d6i mat véi nhiing thach
thire. Nhu 1am thé nao dé két ndi dir liéu duoc gan nhin voi di liéu khong dugce
gén nhan. Do d6 chi mo hinh hoéa dir liéu duoc gén nhén 14 kho ¢6 thé dat duoc
hiéu suat. Dé két hop dit liéu chua dugc gan nhan, cach két ndi cac mbi quan
hé giita thong tin khong dugc giam sat va thong tin dugc gidm sat .Van dé vé
thong tin 14 thach thirc dau tién. Lam thé nao dé 1ap md hinh cho sy khong dong
nhat ctia dir liéu? Viéc st dung dit liéu da ché do co thé cung cap thong tin toan
dién hon vé nhiém vu. Tuy nhién dir li€u da ché d6 nhu quan h¢ xa hoi va thude
tinh ngudi dung c6 cac phan tir thong ké khac nhau. Sy khong dong nhat nhu
vay dat ra mot thach thiue 1on dé tich hop dir licu nhiéu ché do xem. Lam thé
nao dé hoc mot mé hinh c6 thé dién giai? Két qua ciia viéc phat hién gian lan
thuong duge phuc vu cho viéce kiém so4t rui ro tai chinh. Khong c6 van dé gi
d6i v&i cac nha cung cap dich vu tai chinh hay ddi véi nhitng nguoi giam sat.
Tat ca déu yéu cau cac mo hinh c6 thé dién giai dé c6 kién thuc tot hon vé cac
két qua dyu doan.

Pé giai quyét thach thire trén, dé an sir dung md hinh Semi Supervised
Graph Neural. Y tuéng co ban cia SemiGNN 1a nang cao tinh dai dién cua
nguoi dung bang cach khai thac triét dé dit liéu quan hé va dir liéu thudc tinh
ctia ca dit liéu c6 nhin va dit liéu khong c6 nhan. Cu thé, em két ndi nhiing
ngudi dung duge gan nhin va chua duoc gin nhén théng qua cac méi quan hé
x4 hoi ctia ho. Va ddi véi mdi ngudi ding, em ciing str dung cac thudc tinh cta
ho dé xay dung mang thudc tinh. Cac mbi quan hé¢ xa hoi va cac thudc tinh két
hop v6i nhau tao thanh mot mang ludi da phuong dién rong 16n. Mang no-ron
d6 thi ban giam sat dé 1ap mo hinh dong thoi thong tin da ché d6 trong mang
dé phat hién gian 1an. M6 hinh ndy c6 mot sé vu diém nhu n6 c6 thé khai thac
triét dé thong tin dugc giam sat va thong tin ciu trac khong duoc giam sat dé

phat hién gian 14n. M6 hinh cta em c6 thé tich hop dit liéu nhiéu 1an dé c6 dugc



51

két qua toan dién cho viéc phat hién gian lan. Xay dung mang thudc tinh thay
vi str dung céc thudc tinh vi cac dbi twong dia 1y day dic c6 thé nang cao kha
nang biéu dién cua thong tin thudc tinh. Dé nim bat mdi quan hé giira cac giao
dich thé tin dung lién quan dén thong tin thoi gian, ta str dung d6 thi giao dich
thoi gian dé mo hinh hoa cac mau lién quan dén thoi gian. Chi mot ty 18 rat nho
(it hon 10%) giao dich duoc dan nhan trong hang ty giao dich thuc té, trong d6
chtra dung nhiéu hinh thirc lira dao chua bi phat hién. Vi vay, viéc khai thac cac

ddc diém tu nhién 1a rat quan trong tur dir li¢u chua duoc gén nhan.
2.3. Két luan chwong

Trong chuong nay da trinh bay cac thuat todn Al thuong duogc s dung
trong hé thong phat hién bat thudng trong gian 14n tai chinh dugc trinh bay chi
tiét vé dic diém, vu diém, nhuoc diém va cac truong hop str dung phu hop vaoi
di liéu cu thé. Ly do lya thuat toan SemiGNN.

Chuong tiép theo s& trinh bay vé viéc huan luyén, kiém thtr, danh gia, thiét
ké hé thong tich hop thuat mo hinh GTAN vao hé thong phu hop dé ap dung

vao thuc té st dung.
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CHUONG 3: XAY DUNG HE THONG PHAT HIEN GIAN LAN
3.1. TONG QUAN HE THONG

Hé thong phat hién gian 14n tai chinh chia lam 4 phan chinh :
o Co 56 dit lidu do thi
e M0 hinh Al db thi hoc ban giam sat

Giam sat (hé thong canh bao va giam sat vién)

B0 xtr 1y trung tam

) Théng tin —> —Két qua —>
—@Giao dich—>» : %
i <€—Huén luygn— <€—Xéac nhan——
Co s dir ligu o
o thi B xtr ly trung tam
4o thi Glam sat

Huén luyén Suy luén

Mb hinh Al @b thj hoc ban giam sat

Hinh 3. 1. Kién trac h¢ thong sir dung md hinh Semi-Supervised Graph
Neural Network

3.1.1. Co s dir liéu dd thi
Gioi thiéu Graph DataBase

Céc ngan hang va cong ty bao hiém mat hang ty d6 la mdi nam vi gian
lan. Cac phuong phap phat hién gian 1an truyén théng dong mot vai trd quan
trong trong viéc giam thiéu nhimg ton that nay. Tuy nhién nhimg ké lira dao

ngay cang tinh vi da phat trién nhiéu cach khac nhau dé tranh bi phat hién, ca
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bang cach hop tac voi nhau va bang cach tan dung nhiéu phuong tién khac dé
tao danh tinh gia. Mac du khong cé bién phap ngan chédn gian 1an nao la toan
dién nhung c6 thé cai thién dang ké bang viéc ting pham vi thong tin quan sat
bao quat hon tir cac diém dit liéu riéng 1é va cac két ndi lién két ching. Nhiing
mobi lién hé nay 13 nhitng manh mdi vo cung quan trong dé phat hién sém cac
dac trung gian lan lam rd nhirng dic trung do. Co s¢ dir licu dd thi 1a co s& dix
liéu duoc thiét ké dé st dung céc mdi quan h¢ gitra cac dir li¢u. N6 duoc thiét
ké dé luu gitr dit 1iéu va mbi quan hé ma khong can bién n6 thanh mot mé hinh
duge xéac dinh truée. Thay vao do, dit liéu duoc luu trit cach riéng 1é két nbi

v6i nhau hodc ¢6 lién quan véi nhiing thyc thé khac nhu hinh 3.2.

8- 2

>

.9,

o / €
Friend Friend

. e

>
oy £,
< 8
3 .

Hinh 3. 2. D6 thi mbi quan hé mang x3 hoi

Chung ta dang song trong mot thé gidi két ndi v6i nhau khong bién gidi
thong qua cac nén ting mang xa hoi. Khong c6 phan thong tin riéng biét, ma 1a
cac mién thong tin phong pht, duoc két ndi xung quanh ching ta. Chi mot co
s& dir liéu bao gém cac mbi quan hé nguyén ban mai co thé luu trir, xtr 1y va
truy van cac két ndi mot cach hiéu qua. Trong khi cac co so dit liéu khac tinh
toan cac moi quan hé tai thoi diém truy van thong qua SQL 1a khong hiéu qua

thi vdi co s¢ dir liéu do thi Iuu trit dir liéu vé quan hé thi van dé da duogc giai
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quyét. Gia st trong bai todn mang xa hoi thi con nguoi (14 cac nit) va cac moi
quan hé cua ho (la cac canh), c6 thé tim ra ai 1a “ban cua nhirng nguoi ban” ciia
mot nguoi cu thé. Truy cap cac nut va mbi quan h¢ trong co so dir liéu dd thi
thuc hién trong thoi gian ngan mot cach lién tuc va cho phép nhanh chong duyét
qua hang triéu két ndi moi gidy. Khong phu thudc vao tdng kich thudc cua tap
dir liéu, co so dir lidu d6 thi vuot troi trong viéc quan 1y dit liéu dugc két ndi
cao va cac truy van phirc tap. Chi véi mot mau va tap hop cac diém bat dau, co
so dir liéu do thi c6 thé khai pha dir liéu 1an can xung quanh cac diém xuat phat
ban dau d6, thu thap, tong hop thong tin tir hang triéu nat va mdi quan hé. Co
so dir liéu d6 thi thuong don gian vé cach cau trac dir liéu bao gém 3 thanh
phan:

e NUt (node): 1a cac thyuc thé hay cac ddi tuong

e Thudc tinh (properties) : 1a thudc tinh ctia cac node hodc canh

e Canh (edge): 1a cAc mdi quan hé thyc té gitra cac node.

Restaurant

LocatedIn(address,...,...)

Hinh 3. 3. Vi du minh hoa node va canh trong co s& di liéu do thi

Co s¢ dir liéu db thi c6 kha ning ngan chan gian lan tinh vi. Chang han

nhu mot khach hang c6 kha nang 1a gian 1an dang stir dung cuing mdt dia chi
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email va thé tin dung nhu trong mot truong hop gian 1an di biét. Nho sir dung

cac mdi quan hé dé xur 1y cac giao dich tai chinh trong thdi gian gan sat véi thoi

gian thyc té (near-real time).

Mt s6 co 56 div liéu do thi (Graph database) tiéu biéu

Mac du co so dir liéu do thi khong qué pho bién nhu mot s6 co so dir licu

NoSQL khac, nhung c6 mét sd co sd dit liéu di tro thanh tiéu chuan kha tot khi

noi vé graph database:

o Neodj: 1a co s¢ dit liéu ma ngudon mo vira dugc xay dung trén Java.

Neo4j

Cypher 1a ngén ngir riéng ctia Neo4j tuwong tu nhu ngdn ngit SQL.
Ngoai ra Neo4j ciing hd trg cac ngdn ngit pho bién nhu Java, Python,
NET, JavaScript va mot s6 ngdn ngir khac.

Redis Graph: 1a mgt mo6 dun dd thi duoc tich hop san trong Redis, ban
than n6 1a mot co s dir liéu NoSQL c¢6 key-value. Redis Graph dugc
tao ra dé c6 dir liéu duogc luu trit trong Ram. Nho d6 ma Redis Graph
c6 hiéu suét cao, voi kha nang truy van va lap chi myc nhanh chéng.
Redis Graph cling st dung Cypher, nho d6 tao su linh hoat hon.
OrientDB: 1a su két hop ctia nhiéu loai mé hinh di liéu khac nhau. Céc
mbi quan h¢ duogc luu triv bﬁng cach str dung mo hinh dd thi str dung
két ndi tryc tiép gitra cac co so dir liéu. Giéng nhu hai co s dit lidu do
thi trude do, OrientDB ciing 12 ngudn mo va dugce viét bang Java (mic
du khong str dung Cypher). Y tuéng OrientDB 1a dé st dung khi yéu
cau nhiéu md hinh dit li¢u va do d6 dwoc tdi uu hda dé dam bao tinh

nhat quan cua dir li¢u, cling nhu giam do phuc tap cua dir li¢u.

Neodj cung cép cac phuong phap dé phat hién cac gian lan theo nhém

va cac hanh vi gian 1an tinh vi v4i d6 chinh xac cao trong thoi gian thyc. Neo4j

cling cho phép luu trit cac thuc thé va quan hé giira cac thuc thé. Cac ddi tuong
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ndy con duoc goi 1a cac nut, trong d6 co cac thudce tinh. Modi nit 1a mot thé hién
ctia mot ddi tuong. Quan h¢ dugc goi 1a cac canh, co thé ¢6 cac thudc tinh.
Canh ¢6 y nghia dinh huéng. Céac nut dugc t6 churc boi cac canh. Cau trac do
thi cho phép céc dit liéu duge luu trir mot 1an va dugc giai thich theo nhiéu cach
khac nhau dya trén cac mdi quan hé. Thong thuong, khi chung ta luu trir mot
cdu tric dd thi gibng nhu trong co s& dit liéu quan hé (RDBMS) viée ting thém
mot moi quan hé c6 nghia 1a rat nhiéu thay do6i trong khi viéc d6 rat don gian
v6i co s dit ligu do thi.

Neo4J sir dung ngdn ngit Cypher don gian vé ngit nghia dé phat hién céac
nhom trong d thi va diéu hudng cac két ndi bo nhd trong thoi gian thuc. Mo
hinh Graph database hinh 3.4 biéu thi cac dir liéu thuc su trong nhu thé nao
trong Graph database va minh hoa cach mot ngudi c¢é thé tim thiy cdac nhom

bang cach di chuyén trén d6 thi:

BankAccount

CreditCard

HAS BANKACCOUNT.
3
\a
%
©

(A

0

7,

s
S
Q‘"?O

pias pHonenumeerf, o HAS SSN @

HAS SN

Ba kAccount HAS BANKACCOUNT @Holder AS_UNSECUREDLOA Unsecure dLoan

Hag
Ao,
O
0y

. o $IHAAY SYH Q

CreditCard | «—DL3.CREDITCARD [,

m HAS_PHONENUMBER. . .

INNODOWINYE SvH \:i/
£

" WIBWNNINCHA SYH \—/

g
&

PhoneMNumber

Hinh 3. 4. Kién trac dir liéu trong Graph DataBase
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Cai dat Neo4J

Neodj c6 thé dugc cai dit trong nhiéu moi trudng va pham vi khac nhau,
do @6 yéu cau hé théng phan 16n phu thudc vao viée stt dung phan mém. Neodj
duoc hd tro trén cac hé théng c6 kién trac x86 64 va ARM trén cac nén tang
vat ly, a0 hoac containerized platforms.

Piéu chinh phan ctig phu hop véi kich thudc co s dit liéu st dung:

e CPU: Gi6i han tinh toan d6i vai d6 thi pht hop véi bd nhé va kha ning
tinh toan cua CPU.

e RAM: Nhiéu ram hon cho phép 1am viéc véi dd thi 16n hon nhung can
duoc cau hinh dung cach dé tranh hé thong don dep tai nguyén thira gay
gian doan.

e O ctng: Hiéu suit cia 6 cimg anh huong 16n dén khi luu trit

Neo4j c6 2 phién ban Neo4j Browser va Neo4;j Desktop:

e Neo4j Browser la mdt cong cu st dung trén trinh duyét giap tuong
tac voi do thi. Neo4j Browser c6 2 phién ban 1a Doanh nghiép va
phién ban danh cho cong dong. Neo4j Browser di kém voi Neodj
DBMS, bao gom ca Neo4j Server va Neo4j Desktop. Cac browser
hd trg bao gdbm: Chrome, FireFox, Edge

o Neo4j Desktop 1a tng dung trén may tinh thuan tién dé lam véi co

s& dir liéu cuc bo.
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Projects 4. Active DBMS fraud-detection

fraud-detection

[ Example Project

fraud-detection

[ Project

B8 fraud-detecti... 4.2.

[0 fraud-detection

File

v [ data
[ fraud-detection-35.dump
@ fraud-detection-40. dump
O fraud-detection-43.dump

@ fraud-detection-50.dump
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Neodj Desktop - 1.5.7

4219

@ | Revealfilesin Finder 15 Filename ~

Hinh 3. 5. Giao dién Neo4j

Graph Data Science

Thu vién GDS thudng duoc chia thanh hai giai doan: phat trién va san

fraud-detection-35.dump

Size

Created

Modified

Last opened

29.34 MB

March 16, 2023, 14:30

March 16, 2023, 14:30

March 16, 2023, 14:30

xudt. Trong giai doan phét trién, myc tiéu 1a thiét 1ap quy trinh 1am viéc cia cac

thuat toan hiru ich. Pé 1am dugc diéu nay, hé thong phai duoc cau hinh, xac

dinh cac phép chiéu dd thi va lua chon cac thuat toan. Hé théng duoge cdu hinh

pht hop dé chay thanh céng céc thuat toan mong mudn. Trinh tu cac hoat dong

thong thuong s¢€ 1a chiéu mot d6 thi, chay mot hoac nhiéu thuat toan va danh

gia két qua.
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Algorithms

read
21eInw

%project fJ I stream O
@ — —

write
Neodj y User

database

x GDS graph catalog o,
Qox o) ‘too
&t o% <
2
@

(New) Neo4j
database

1
1

Tabular data

backup :
210)531

g

File system

Hinh 3. 6. Téng quan vé hoat dong tieu chuan cua thu vién GDS

Ngoai ra, GDS cung cap cac ché do thyc thi khac nhau:

Stream: Ché do Stream sé tra vé két qua tinh toan thuat toan dudi dang
cac hang. Twong ty nhu cach truy van Cypher .Dit liéu duoc tra vé c6
thé 14 id nut va gia tri tinh toan cho ndt hodc hai id nat va gié tri tinh
toan cho cip nit (chang han nhu diém twong dong vé do6 twong dong
ctia nat). Néu do thi rat 16n, két qua tinh toan ché do stream ciing s&
rat 16n.

Stat: Ché d¢ thong ké tra vé két qua thong ké nhu sé luong hodc phan
phdi. Ban tom tit thong ké cua phép tinh dugc tra vé dudi dang mot
hang két qua. Ché do6 nay tao co sd cho cac ché do ghi va thay doi.
Mutate: Ché do ghi két qua tinh toan cua thuat toan tr¢ lai dd thi duoc

chiéu. N6 cho phép chay nhiéu thuét toan trén cung mot dd thi dugc
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chiéu ma khong can ghi két qua vao Neo4j ¢ giira cac 1an thyc thi thuat
toan. Ché do thyc thi nay dic biét hiru ich trong cac truong hop:

e Céc thuat toan co thé phu thudc vao két qua cua cac thuat toan trudc
d6 ma khong can ghi vao Neo4;.

e Két qua thuit toan co thé dugc viét hoan toan (xem ghi thudc tinh nut
va ghi méi quan hé).

o Két qua thuat toan co thé duoc truy van thong qua Cypher ma khong
can phai ghi vao Neo4;j.

Mdt ban tom tit théng ké cua tinh toan duoc tra vé tuong ty nhu ché 3o
thong ké. Dir lidu bi thay doi c6 thé 1a thudc tinh ciia nut (chang han
nhu diém xép hang), mbi quan hé méi (chang han nhu diém tuong
d6ng cua nut trong tw) hodc thude tinh ciia mbi quan hé.

o Write: Ché d6 ghi s& ghi két qua tinh toan thuat toan tré lai co s dix
liéu Neo4j. Tuong tu nhu cach truy van viét Cypher. Mot ban tom tat
thong ké cua tinh toan dugc tra vé tuong tu nhu ché do thong ké. Pay
1a ché do thuc thi duy nhat s& sira d6i co so dit liéu Neo4j. Dir licu
duoc viét ¢ thé 1a thudc tinh cia nat, mdi quan hé méi hoac thude
tinh ctia mdi quan hé. Ché do ghi c6 thé rat hitu ich cho cac truong
hop str dung ma két qua thuat toan s& duoc kiém tra nhiéu lan bang
cac truy van riéng biét vi két qua tinh toan duogc thu vién xir 1. Dé
thuat toan khac st dung két qua tir phép tinh ché do ghi, mot do thi
mo&i phai duogc chiéu tir co s dit 1iéu Neo4j voi do thi duoc cip nhat.

e Logging: Trong thu vién GDS c6 ba loai ghi nhat ky: ghi nhat ky go
18i, ghi nhat ky tién trinh va ghi nhat ky goi ¥ hoic canh bao.

Ghi nhat ky g& 15i cung cip thong tin vé cac sy kién trong hé théng. Vi
du: khi qua trinh tinh toan thuat toan hoan tit, dung lugng bd nhé da sir dung

va té)ng tho1 gian chay c6 thé dugc ghi lai. Cac su kién dac biét, khi mdt hoat
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dong khong hoan thanh binh thuong, cling dugc ghi lai. Thong tin nhat ky go
151 rat hitu ich dé hiéu céac su kién trong hé théng, dic biét 1a khi khic phuc su
cb.
Ghi nhat ky tién trinh duge thuc hién dé theo ddi tién trinh cua cac hoat
dong du kién s& mat nhiéu thoi gian. Didu nay bao gém cac phép chiéu dd
thi, tinh toan thuat toan va viét két qua.
Ghi nhat ky goi ¥ hodc cung cap canh bao cho nguoi ding lién quan dén
truy van cta ho.
3.1.2. M6 hinh AI d6 thi hoc ban giam sat
a.Mo hinh Al
St dung mé hinh Gated Temporal Attention Network (GTAN) cho d6
thi giao dich theo thoi gian, c6 thé trich xuat cac mo hinh gian 1an tam thoi va
khai thac ca dir liéu duoc dan nhan va khéng dugce gin nhin. Ngoai ra, cac
thudc tinh phan loai rat pho bién va hitu ich trong cac tng dung thuc té. Do do,
can tan dung thong tin hitu ich thong qua mé hinh hudng thudc tinh. Trong dé
an st dung feature learning dé mo hinh tu dong xéac dinh va téi vu hoa cac mau,
cAu trac,dic diém tir dir lidu tho dé nang cao hi¢u qua xu 1y trude thudc tinh
cua cac giao dich va thém thudc tinh méi, dé c6 thé mé hinh hoa cc hanh vi
gian 1an t6t hon. Céach tiép can clia em giai quyét van dé bang cach phat hién
gian 1an thong qua mo hinh truyén théng tin rai ro tir cic nit 1an can. Viée sir
dung mé hinh dinh semi-supervised graph neural network dé tim ra nhiéu kiéu
gian 1an hon, giup cai thién dang ké do chinh xac cua viéc phat hién gian 14n.[3]
Cu thé, chung ta tan dung cac ban ghi giao dich dé xay dung db thi giao
dich theo thoi gian, trong d6 bao gom céc giao dich tam thoi (niit) va tuong tac
(canh) gitra chiing. Sau d6 truyén thong tin gitta cac nut thong qua mang GTAN
dé biéu dién giao dich. Sau d6 md hinh héa mé hinh héa hanh gian 1an thong

qua vi¢c lan truyén rui ro gitra cac giao dich. Céc thi nghiém mé rong duogc tién
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hanh trén thyuc té tap dir li¢u giao dich phat hi¢n gian 1an dugc cong khai. Két
qué cho thdy phuong phap GTAN vuot tri voi két qua tét nhat. Cac thi nghiém
ban giam sat thuc té ching minh hiéu qua phat hién gian 1an cia mé hinh dé
xuét chi v&i mot ty 1¢ nho dir liéu dugc dan nhan. Céc thudc tinh thé ctia ban
ghi giao dich duoc hoc bdi thudc tinh téng hop va feature learning, bao gém
viéc tong hop dic trung véi 16p multi-layer perception (MLP). Thudc tinh giao
dich bao gém ID kénh, ID tién té, sd tién giao dich,v.v. Cac thudc tinh ngudi
ban bao gém loai hinh kinh doanh, dia diém kinh doanh, linh vuc, ty 1¢ phi, v.v.
Sau do6 tao ra mot mang ludi tam thoi co kiém soat dé téng hop va tim hiéu
tam quan trong cta viéc embedding giao dich lich str. Sau d6, ta tan dung MLP
hai 16p dé tim hiéu hanh vi gian 1an x4c suat tir nhitng biéu dién nay. Toan bo
mo hinh c6 thé duge t6i wu hoa theo co ché end-to-end ciing v6i thuat toan giam

d6 doc ngau nhién hién co. [3]
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Hinh 3 . 7. Kién trac mo hinh Gated Temporal Attention Network (GTAN)

Attribute Embedding and Feature Learning

Ban ghi giao dich r = (ry, Iz, - - -, Iy ), mdi ban ghi 1; chira thudc tinh thé
ngan hang £, thudc tinh giao dich £} va thudc tinh ngudi ban hang £ nhu r;
=fi fI fL . Trong qua trinh tién x 1y, ta khéng loai bo bat ky node cua thé
ngan hang hay nguoi ban nao co it hd so giao dich. Mic du sé luong thé ngan

hang va don vi kinh doanh can duoc kiém tra thii céng 16n hon nhiéu so voi da
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kiém tra, em ap dung ho so giao dich diy di cta khach hang dé dam bao viéc
phat hién dugc hanh vi gian lan tiém an. T d6 ta xay dung biéu dién thudc tinh
s6 cua timg ban ghi thanh dinh dang tensor Xnum € RN trong d6 N biéu thi s6
lugng giao dich vad biéu thi kich thude cua cac dic trung. Bén canh do, ta trich
xuét cac thudc tinh thé, giao dich va danh muc ngudi ban Xc € RN riéng biét

thong qua thugc tinh
€attr = onehot(faser ) © Eapir

Teat i = MLPi( Z ej) ,1 € { card,trans , mchnt }
Vjctable

(3.1)

Trong d6 j € table; biéu thi cot j trong bang dau vao cua dir liéu i, eqy €
R biéu dién embedding cta thudc tinh, one hot (-) biéu dién ma héa one-
hot, far biéu dién thudc tinh don 1é ctia giao dich va Eayr € R™ biéu dién ma
tran embedding cua thudc tinh, trong d6 m biéu dién sb lwong thudc tinh t6i
da. Sau khi c6 embedding vector cta tirng thudc tinh cua thé, giao dich va bang
nguoi ban, em téng hop cac phan embedding nay dé c6 duoc phan embedding
w _

phan loai cua moi giao dich thong qua viéc cOng gOp vol x,..;

) e R pidu thi embedding

2 a;fj;lz,z € {card, trans, mchnt}, vo1 X}
vector danh muyc ctia ban ghi giao dich thir u. Dé giai quyét tinh khong dong
nhat cta cac thudc tinh phan loai, feature learning dugc str dung dé moé hinh
hoa tat ca cac phan loai thudc tinh va chiéu 1én mét chiéu khong gian théng
nhat, gitip mo hinh graph learning hiéu qua hon.
Gated Temporal Attention Networks

Dé hoc duge nhiing dic trung vé thoi gian giao dich gian lan, ta tao do
thi vé giao dich theo thoi gian va tong hop thong tin tir dd thi va cap nhat
embedding cua mdi giao dich. Cac canh c6 huéng duoc tao ra véi cac giao dich

trude d6 1a ngudn va nhitng giao dich hién tai lam dich. Sau d6 tong hop thong
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tin thdng qua Temporal Graph Attention. Sé canh thoi gian duoc tao trén mdi
node 12 mot siéu tham sé .
Temporal Graph Attention

Sau khi xr Iy dac trung va embedding thudc tinh, ta tdn dung céac giao
dich embedding X = {®t,, ¢, .71, } @& tim hiéu thoi gian duoc embedding &

ting ban ghi giao dich. Pau tién chung ta két hop thudc tinh danh muc va thudc

, £ 1a A \ , e (t:) (t:) P S
tinh s0 1am dau vao cta mang GTAN véGi xi = Znum + Zeai | Liic dau 16p

TGAT, ta dat Ho = X lam ma tran embedding dau vao. Sau do, sir dung multi-
head attention dé tinh toan riéng d6 quan trong cta timg node 14n cin va cap
nhat embedding nhu cong thuc dudi:

H = Concat(Heady, . ..,Head;  )W,,
(3.2)

RdXd

Trong d6 Matt bidu thi s luong head, Wo € ghi cac tham s6

coduge hoe, H biéu dién cho téng hop embedding vdi, va H = {hig, htys oo b}

attention head duoc xay dung nhu sau:

Head = Za( Z am,,m,mt)

zeX :l:'t'tN(m-,‘,)
exp (LeakyReLU (a” [z]|z;))

> eN () €¥P (LeakyReLU (a” [z¢]|z;]) ) ’

(3.3)

Qgyz; =

Trong d6 N (xi) biéu dién céac thdi gian cac node 1an can, “=-=: biéu dién

tam quan trong ctia canh thoi gian (x4,X;) trong attention head va a € R biéu
thi trong sb vector cua head. Trong thuc té, dé tranh qua tai khéng gian tinh
to4n cua hé thong trong truong hop tai ctia hé thdng bi dy 1én cao(ching han
nhu cac giao dich xuét hién tan s 16n trong mot thoi gian ngan), ta sir dung

chién Iugc lay mau va han ché so lugng node lan can dé kiém soat so lugng
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node 1an can [N (xt )| (1a s lwong cac canh thoi gian lién quan trén mdi node)
thong qua d6 16p Temporal Graph Attention truyén théng tin . Ngoai ra, dé
tranh muon thong tin trong twong lai, cac giao dich 1an can dugc 14y mau cho
mdi giao dich bt budc phai 1a cac giao dich trong qua khir ctia ciing mét chi
thé dé chiing ta c6 thé mo hinh hoa thoi gian giao dich gian 1an théng qua co
ché message passing ctia Temporal Graph Attention.
Attribute-driven Gated Residual

Pé cai thién hon nita tinh hiéu quéa va kha nang dién giai ctia phuwong phap,
sau khi str dung cac embedding duoc tong hop, ta tan dung cac embedding va
thudc tinh tho dé suy ra mic d6 quan trong ctia cac embedding duoc tong hop

va cac thudc tinh thé sau mdi 16p TGAT, co thé duoc xay dung nhu sau:

gate t; — 0’( [mcat,ti ||mnu’m,ti ||ht'i,]ﬂti)
z, = gate, - hy + (1 — gate, ) -z (34)

Trong dé gatey, ¢ [0, 1] biéu dién cac bién gate cua giao dich tht t; -th, &
biéu dién ham sigmoid, Bti € R3*! biéu didn vector gate va z; biéu thi vector
dau ra ctia mdi 10p TGAT, duogc lam dau vao cho 16p tiép theo. Néu ta xép
chéng mot 16p TGAT méi véi co ché du gated dua trén thudc tinh, ta sur dung
dau ra ctia co ché gating k-th 1am dau vao cua k + 1-th TGAT. [3]

Risk Embedding and Propagation

Em str dung thong tin tir viéc gan nhan thu cong cho céc giao dich la dic
trung . Cu thé, ta ldy nhan duoc gan thi cong 1am dic trung rii ro ctia mdi giao
dich, trong d6 danh muc dir liéu khong dugc g'fm nhan 1a 'khong duoc gén nhan'
va danh muc cua phr:?m con lai cta dir li€u 14 'gian lan' hodc 'binh thuong'. Sau
do, ta thém dac trung nay vao dir liu giao dich nhu mdt trong nhiing thudc tinh
phan loai dau vao. Do céc van dé vé kha ning mé hinh hoc dug cac nhan da bi

che ma thudc tinh nay chua dugc st dung trong cac giai phap phat hién gian
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1an trude ddy. Do vay dé an embedding cac thudc tinh rai ro dugc quan sat mot
phan (ttc 12 nhan) vao cung mot khéng gian véi cac dic trung ciia nlt khac,
bao gdm cac vector embedding rui ro cho cac niit duge dan nhin va embedding
cac vector 0 cho cac vector khong dugc gan nhan. Sau do, ta thém cac dac
trung nat va embedding lai voi nhau duéi dang cac dic trung nat dau vao voi
Z1, = Trum+ T +§ W, trong d6 Wr ghi cac tham sé c6 thé hoc
embedding dic trung rai ro. Bang cach 4anh xa¥ dugc gin nhin mot phan va
nut c6 cac dic trung X vao cing mot khong gian va cong chung lai, ta co thé
str dung mot mang graph neural network dé hoc duoc thong tin thudc tinh va
nhan. Do d6, mo hinh phéat hién gian 1an c6 thé m6 hinh héa dic trung 1an theo
thoi gian va truyén thong tin kha nang gian 1an bang cach thém nhéan cho nhiing

giao dich chua c6 nhan lam mdt trong cac thude tinh phan loai giao dich..[3]
Duw dodn rui ro gian lgn (Fraud Risk Prediction)

Sau khi tong hop embedding cua giao dich, ta tin dung MLP hai 16p dé du

doan rui ro gian 1an, dugc xay dung nhu sau:

¥ = o(PReLU(HW), + by)W; + by) (3.5)

5 N LA - A - X A ; . ) . Y SR
y € RVX! trong do y'€ RV*! biéu dién két qua dy doan rui ro cua tat ca cac
giao dich, Wvab biéu dién cac tham sb co thé hoc dugc cia MLP. Sau do, tinh

toan ham muc tiéu L thong qua binary cross-entropy, dugc xay dung nhu sau:
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1

L=-%

Z[Yi logp(y; | X, A)+ (3.6)

=0
(1 —y;)-log(l —p(¥; | X,A))]

Trong d6 y biéu dién nhadn ground-truth cta céc giao dich. Md hinh
GTAN duoc st dung co thé duoc toi uu hoa thong qua cac thuat toan dua trén
thuat toan SGD.

Masking to Avoid Label Leakage

Trudce day thong tin rii ro thudng duoc lay 1am muc tiéu téi wu hoa dé giam
sat viéc huan luyén mo hinh phat hién gian 1an. Khac véi cac phuong phép
phat hién gian lan trudc day, mo hinh semi-supervise bang cach truyén cac
thudc tinh giao dich va embedding thong tin vé rui ro gitta cac giao dich dugc
gan nhan va khong gan nhan. Néu khéng chua dich che gidu nhan cho md hinh
s& dan dén ro i nhan trong qua trinh huan luyén. Label leakage, hay con goi la
data leakage (10 ri dir liéu), 13 van dé quan trong trong linh vuc hoc may
(machine learning) va tri tué nhan tao (AI). Diéu ndy xay ra khi thong tin tir tip
dir liéu hudn luyén (training data) chira thong tin khong hop 18 hodc tuong lai
ma khéng nén c6 trong md hinh du doan. Diéu ndy c6 thé dan dén viéc mé hinh
hoc may hoat dong tdt bat thuong trén tap dir ligu huin luyén nhung lai kém
hi€u qua khi &p dung vao dir liéu moi hodc thuc té. Cu thé, label leakage xay ra
khi thong tin vé nhén (labels) - két qua ma mo hinh dang cb ging du doan - bi
10 vao qua trinh huén luyén mo6 hinh. Pay 1a mot vi du phé bién cua data
leakage, va co thé khién mo hinh dy doan chinh xac mot cach gia tao, nhung
khéng thue su hiéu duoc mdi quan hé gitta cac dic trung (features) va nhan.
Trong truong d6, moé hinh ctia sé truc tiép hoc cac nhan quan sat dugc va bod
qua cac thdng tin vé cach hanh vi gian l4n 4n phtc tap hon, diéu nay dan dén

nguy&n nhan md hinh khdng thé dugc khai quat hoa trong viéc du doan céc
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hanh dong gian 14n trong tuwong lai. Do d6, dé an sir dung mé hinh hoc tir thong
tin rui ro cia cc giao dich 1an can mdi giao dich thay vi chi hoc tir thong tin
duy nhét nhén cta node d6. Cu thé, chién lugc huin luyén mo hinh phat hi¢n
gian 1an v6i cac node bi che duoc tan dung. Mdi bude huin luyén, ta léy mau
ngau nhién cac nut theo batch bao gdm cac nit trung tim, cung voi cac nat lan
can twong tng voi mdi nut trung tm. Sau do, chuyén doi nhan Y duoc quan
sat mot phan thanh Y bing cach che tt ca cac nut embedding thong tin rii ro
cta node trung tdm thanh zero embedding va giit cho cac nut khac khong thay
d6i. Sau d6, ham muc tiéu dy doan ¥ véi X, ¥ vaAdachola:
1 M }

Ezm;[yi-logp(yi | X,Y,A)+ (3.7)

1-y,)- log(l —p(yi X, Y, A))]

Trong d6 |V| dai dién cho s luong nut trung tdm cd nhén bi che. Bang cach
nay, ta co thé huan luyén mé hinh ma khong bi ro ri thong tin rii ro va trong
qua trinh suy ludn, ta str dung tt ca cac nhin quan sat dwoc Y 1am thudc tinh
phan loai dau vao dé du doan rui ro cia cic giao dich ngoai bo dir liéu huin
luyén. Muc tiéu t6i wu hoa ctia mo hinh 1a mo hinh hoa cac miu gian lan bang
thong tin thudc tinh giao dich cia cac nit 1an can va thong tin thudc tinh.

b. Hudn luyén mé hinh
Chia lam 2 nhéanh xtr 1y :

e Training : La qua trinh huan luyén mé hinh phan loai cac giao dich 1a
gian 1an va giao dich thong thuong . bang cach trich xuat thong tin vé
moi quan hé cua giao dich voi cac user khac trong mot mang xa hoi
cta giao dich théng qua graph database . Giup mo hinh cé thé hoc
dugc moi quan hé cia cac giao dich gian 1an tir nhimg tai khoan kha

nghi tir né phat hién duogc giao dich gian lan
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Graph embeddings hoc cau triic do thi dé dua ra biéu dién bang sd cho
mdi nit. Gia st c6 mot do thi 5 ty nut. Nghia la ta ¢c6 mQt ma tran ké 5 ty x 5
ty. Graph embeddings s& tong hop tat ca thong tin d6 thanh 50 sb trén mdi nit
va nhiing s6 d6 c6 thé duge dua vao md hinh hoc may su dung vdi cac thuat
toan. Piéu nay thuong duge sir dung dé dwa ra dé xuét cho cac nat khac dwa
trén hanh vi cta nat tir d6 tim duoc diém twong dong gitra cac hanh vi gian lan
tai chinh.

Vi du: cac nut twong tu trong do thi cac hanh tu thudc tinh twong ty hanh
vi tin cong cua ké tan cong trude d6. Ching ta cling khong can phai tu tay thiét
ké no. Sau d6 dua vao model Semi-Supervised Graphs Neural Network. Tir s&
xéac dinh diéu gi quan trong, diéu gi bat thuong, diéu gi duoc nhom lai voi nhau

va sau do ban c6 thé xem xét dicu d6 va thyc hién hanh dong.

1000 |batch: train_loss:0.483813, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.480433, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.479931, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.479617, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.474258, train_ap:@. train_acc:0. train_auc:0.
1000 | batch: train_loss:0.472477, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.469074, train_ap:0@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.467906, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.464721, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.462771, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.458146, train_ap:0. train_acc:0. train_auc:0.
1000 | batch: train_loss:0.460737, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.460754, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.457072, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.455620, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.455732, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.454319, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.454490, train_ap:@. train_acc:0. train_auc:0.
1000 | batch: train_loss:0.453117, train_ap:@. train_acc:0. train_auc:0.
1000 |batch: train_loss:0.452304, train_ap:@. train_acc:0. train_auc:0.

Hinh 3. 8. Huan luyén model

e Serving : La qua trinh trién khai mé hinh sau khi training 1én hé thong
dé kiém tra céac giao dich qua thong tin c6 dugc trong graph database

Deploy
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Database

Hinh 3. 9. Ludng trién khai

Str API phang cho gitip dé& dang mo rong kha niang cta nén tang voi
nhiéu truong hop sir dung. API sir dung 1a RESTful.
3.1.3. Giam sat

La thanh phan hau kiém do cac con nguoi kiém soat lang nghe phan hoi
tur phia khach hang khi c6 giao dich gian 1an khong dugc phat hién bdi mo hinh
cling nhu nhiing giao dich bi binh thuong nhung bi m6é hinh phén loai thanh
giao dich gian lan . Dir li¢u sau khi duoc hau kiém s& dugc dua vao training lai
cho md hinh gitip do chinh xac cua mo hinh cang ngay cang cao .V&i nhiing
giao dich chwa 1 rang vuot qua ngudng vé rai ro cua giao dich thi giao dich s&
duoc gitr lai .

GDS(Graph Data Science) hd trg nhiéu ngudi dung dong thoi lam viéc
trén cung mot hé théng. Thong thuong, GDS c6 thé sir dung nhiéu bo nhé /hodc
nhiéu 16i CPU dé thuc hién tinh toan . Dé biét liéu thoi diém hop 1y dé ngudi
dung chay quy trinh GDS, ta nén biét dung luong hién tai ctia hé thng luu trit
Neo4j va GDS, cling nhu khdi luong cong viéc GDS hién tai trén hé théng. b6
thi va mo hinh khong dugc chia sé gitra nhitng ngudi dung khong phai quan tri

vién, tuy nhién, nguoi dung GDS trén cing mot hé thong sé chia sé dung luong
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ctia nd. Pé c6 thé xem tong quan vé dung luong hién tai cta hé théng va khi
lugng coéng viéc phan tich cia nod, ta c6 thé st dung quy trinh
gds.alpha.systemMonitor. N6 s& cung cap thong tin vé dung lugng cua phién
ban JVM cia DBMS xét vé bd nhé va 16i CPU, ciing nhu tong quan vé cac tai
nguyén duoc sir dung bdi cac thi tuc GDS hién dang chay trén hé thng.
3.1.4. By xir ly trung tam
Co cac nhiém vu :
e Truy van dit liéu trong graph database phuc vu cho qua trinh huén
luyén va du doan cua mo hinh
e Ghi nhén dit liéu duoc hau kiém tir Monitor ghi lai dir li¢u vao graph
database
e Training mé hinh va Deploy m6 hinh Al
3.2. KET QUA
3.2.1. B0 dir liéu
Trong bai nghién ctru nay em st dung dir liéu S-FFSD dugc thu thap tur
dir liéu ddi tac vé cac cong ty tai chinh trong bai bao dé training, danh gia két
qua cua nghién ctru thtr nghi¢m.

Béng 3. 1. M6 ta dix li¢u S-FFSD

Name Type Range Note

Time np.int32 0 dén N N Biéu thi s6 lugng giao
dich.

Source string Sodén Sps ns biéu thi sd luong ngudi
giao dich

Target string To dén Ty nt biéu thi sé lugng ngudi
nhén giao dich

Amount np.float32 | 0.00 dén np.inf | S4 tién mbi giao dich
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Location

string

LO dél’l Ln|

nl biéu thi s6 lugng vi tri giao

dich

Type

string

TPy dén TPy,

np biéu thi sd luong cac loai

giao dich khac nhau.

Label

np.int32

0 dén 2

0 la giao dich binh thuong, 1
giao dich gian lan, 2 la giao

dich chua dugc phan loai

Tu dir li€u ta c6 quan sat va phan tich sau:

Bang 3. 2. Théng ké dit liéu S-FFSD

Label Quantity
0 24387

1 5256

2 48238
Total 77881

e Dit liéu phan phdi cho thay dit liéu phan phdi khong déu do giao dich

tai chinh rat nhiéu nén khong thé gan nhan hét dugc nén ti 1¢ giao dich khong

duoc gén nhan 1én hon nhiéu so véi céac giao dich dugce gan nhan

e Dir li€u ngoai viéc giao dich dugc gan nhan it hon so vdi giao dich

duoc gan nhan ti 1€ giao dich thi ti I¢ giao dich gian 1an so v6i1 giao dich binh

thuong c6 gdy nén mat can bang nhan 16n lam gidm hiéu qua cac mo hinh dy

doan

Xay dung tir dit liéu dang bang chuyén sang di liéu dang d6 thi phu hop
v6i mo hinh GTAN. Str dung thu vién Networkx va DGL dé bién d6i tir dit liéu

dang bang sang dit liéu dang d6 thi
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Bang 3. 3. Théng ké dit liéu dd thi S-FFSD

Node 1,820,840
Edge 31,619,440
Fraud 33,858
Legitimate 141,861
Unlabeled 1,645,121

3.2.2. Panh gia két qua thuce nghiém

Str dung chi s6 Precision, Recall, F1-Score va Accuracy dé danh gia do
hiéu qua ctia mo hinh training.

e Precision 1a ty 1¢ giita s6 sample duogc tinh 1a True Positive (TP) voi
tong s6 sample dugc phan loai 1a Positive (bang chinh TP + FP). Precision cang

16m ¢6 nghia 1a d§ chinh x4c cua cac diém tim dugc cang cao.

(3.8)

TruePositive

Precision =
TruePositive + FalsePositive

e Recall 1a ty 18 giita cac diém positive thuc dugc nhan ding trén tong

diém positive thuc. Recall cang cao ti 1& bo sot cac sample positive thuc thap.

Recall T'ruePositive 39
ecall =
TruePositive + FalseNegative (3.9)

e Trong thuc té néu ta diéu chinh model d¢ ting Recall qua mirc co thé
dan dén Precision giam va nguoc lai, ¢6 diéu chinh model dé ting Precision c6
thé 1am giam Recall. Dé cin bang 2 dai luong nay ta sir dung F1 Score. F1 cang

cao thi cang tot. Khi 1y tudng nhat thi F1 = 1 (khi Recall = Precision=1).
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Precision x Recall

Precision + Recall

(3.10)

e Accuracy la ty 1& model dy doan ding trén tong mau cac du doan

true positives + true negatives

accuracy =

true positives + true negatives + false negatives + false positives

(3.11)
Chia dir liéu hudn luyén va dir liéu kiém thir v6i voi ti 18 80% train va 20%

testing cho model GTAN .

Bang 3. 4. Két qua so sanh cdc md hinh trén nhan Fraud

precision recall f1-score support
0 0.89 0.99 0.94 4878
1 0.93 0.43 0.58 1051
accuracy 0.89 5929

So sanh két qua ciia model GTAN véi cac md hinh XGBClassifier,
SVM, RandomForestClassifier, KNN

Model
GTAN
SVM

RandomForestClassifier

KNN

prec
0.93
0.73
0.92
0.59

ision

recall

0.43
0.39
0.25
0.54

fl-score

0.58
0.51
0.39
0.57

Tur Bang 5 ta c6 quan sat va phan tich sau:

Bang 3. 5. Két qua so sanh cac mé hinh trén nhin Fraud

accuracy
0.89
0.87
0.86
0.85

e Thay rang phuong phap GTAN cho két qua tot nhat vé do chinh xac .

Véi chi s6 precision ta thay GTAN du doan cac giao dich gian 1an it nham 1an
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v6i cac giao dich binh thuong nhat . Recall thi cho thady GTAN phét hién dugc
nhiéu giao dich trén tong s6 cac giao dich gian 1an .

e XGBClassifier khong thé hoc dugc cac dic trung cac giao dich gian
1an nén khong thé phat hi¢n duoc ca giao dich gian lan

e SVM c6 kha nang phat hién giao dich gian 1an & murc trung binh

e RandomForestClassifier du doan nhan gian lan ti 1¢ nham tuong ddi
thap nhung lai it phat hién duoc giao dich gian lan trén tong s6 giao dich gian
lan

e KNN ¢4 ty 1¢ dy doan nhidm nhén gian 1an va nhan binh thudng tuong
d6i nhiéu mac du ty 1é phat hién dugc so giao dich gian 1an tuong dbi tot
3.3. Két luan chwong

Noi dung chuwong nay da trinh bay chi tiét thiét ké hé théng dé tich mo hinh

GTAN. Tich hop Graph Database (co so dit lidu d6 thi ) dé trich xuat, luu trix
va xir 1y dir liéu dé huan luyén mé hinh va dua ra két qua dyu bao cho hé thong
vé giao dich bat thuong tiém an hanh vi gian 1an hay khong. Huan luyén va

danh gia cac mo hinh GTAN so véi mot sd thuat toan Al khac.



KET LUAN

Véi su phat trién manh mé cua cac nén tang sb cac hoat dong giao dich,
thanh toan truc tuyén phuc vu cho nhu cu cong viéc, giai tri, sinh hoat, .. ngay
cang trd nén phd bién thong dung véi dai bd phan ngudi dan. Su thay doi thoi
quen hanh vi 13 trén 13 tit yéu nhét 1a trong thoi dai s6 va véi bude nhay 1a dai
dich covid 19 dan dén tién trinh nay cang duoc rat ngan lai. Ngoai nhitng wu
diém nhu tién loi, nhanh chéng cho ca nguoi stir dung va cac nha cung cap dich
vu nhung dong thoi ciing phai sinh rat nhiéu hanh vi lam dung, gian 1an, lira
dao nham muc dich xau. Nén hé thong phat hién bat thuong trong giao dich 1a
khong thé thiéu trong cac nén tang s6 hién nay nhét 1 nhimg nén tang lién quan
dén thanh toan, giao dich ciia khach hang. Nhung hé thong nay ciing phai ddi
mit voi van dé vé can bang gitta trai nghiém cua khach hang, rui ro phai chép
nhan cua nha cung cép, do chinh xac ctia nhirng du doan nhat 1a véi do 1éch 16m
giita s6 lwong giao dich binh thudng va giao dich bat thudng chira yéu t6 gian
lan.

Do d6 trong nghién ctru ctia dé an md hinh mang chua y theo thoi gian c6
kiém soat (GTAN) dé phat hién gian 1an. M6 hinh lién két dit liéu duoc gin
nhan va khong duoc gan nhin thong qua cac mdi quan hé cta chiing. Hoc phan
loai nhat quan vé6i cac nhan cua dir liéu di dugc gan nhin bang cach dé xuit
ham mat mét phan loai va mat khac 1am cho két qua phén loai cho cac dinh
trong do thi twong tu giéng nhau bang cach dé xuat mat mat thong tin dua trén
d6 thi. Co ché attention cia mé hinh GTAN gitip hoc dic trung do thi tot hon.
Theo thyc nghiém phuong phap nay dat dugc két qua tot hon so véi cac thuat
toan Al phd bién khac. Md hinh GTAN c6 thé cho biét cac dic trung quan trong
cac giao dich bat thudng rui ro cao. Bang viéc dya vao mdi quan hé khac nhau

cua nhitng nguodi dung cé thé mo rong do phu cho viée sy chénh léch gitra giao



dich binh thuong va giao dich bat thuong nén mé hinh cho kha nang phat hién

nhiéu giao dich bat thudng gian lan hon.
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