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LOI CAM DOAN

T6i tén 1a Tran Minh Hung, 1a tac gia ctia dé 4n bao cdo khoa hoc véi tiéu dé
“ GIAI PHAP HE THONG THONG TIN CHO TOA NHA THONG MINH
TREN CO SO CPS/IOT” nay. T6i xin cam doan rang toan b nodi dung, két qua
nghién ctru, sb liéu va théng tin dugc trinh bay trong dé an nay 1a do toi tu thuc
hién va khong sao chép tir bat ky ngudn nao khac ma khong ghi 16 trich dan.

Toi cam két rﬁng tat ca cac tai liéu tham khao di dugc st dung déu duoc liét
ké day du va rd rang trong phan tai liéu tham khao ctia bao cao. Néu phat hién bat
ky su gian 1an hodc vi pham nio lién quan dén quyén so hitu tri tué trong dé an
ndy, t6i xin chiu hoan toan trach nhiém va san sang chiu moi hinh thtrc xtr Iy theo

quy dinh cua nha truong cting nhu phap luat.

T61 xin chan thanh cam on sy hudng dan va ho trg caa TS. Ha Manh Pao da

gitip d& toi trong qua trinh thyc hién dé an nay.

Ha Noi, ngay thang nam 2025

Hoc vién thuc hién
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LOI CAM ON
T6i xin gui 161 cam on chan thanh dén cac thay co gido va cac dong nghiép
d3 hd tro toi trong sudt qué trinh thyc hién dé an khoa hoc “Giai phap hé thong
thong tin cho tda nha thong minh trén co s& CPS/IoT.” Su hudng dan tan tAm va
nhimng gop y quy bau clia cac thay ¢ khong chi gitp t6i ¢6 cai nhin sau sic hon
vé cac khai niém lién quan dén hé thong thong tin thong minh va CPS/IoT ma con

tao nén tang viing chac dé t61 hoan thi¢n dé€ an nay.

Tbi cling xin chin thanh cam on céc t6 chirc va ca nhan di cung cép tai lidu,
thong tin va ngudn luc can thiét cho qua trinh nghién ctru. Nho 6 su hd tro nay,
t61 da c6 co hdi mé rong kién thire, thue hién céac thur nghiém thuc té va dat duoc
nhimg két qua co ¥ nghia trong dé tai nay.

Cubi cung, t6i xin bay t6 1ong biét on dén gia dinh, ban bé va déng nghiép,
nhitng nguoi da luén dong vién va ung ho to61 vuot qua nhitng kho khan trong qua
trinh lam dé an. Nhitng tinh cam va su hd tro tir cac ban 1a nguén dong luc vo

cung 16n lao dé ban than t6i hoan thanh tét nhat cong viéc ctia minh.

Mot lan nira, to1 xin guri 161 cdm on chan thanh dén tat cd moi nguoi.
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MO DPAU
1. LY DO CHON PE TAI

Trong bdi canh hién nay, cong nghé thong tin va truyén thong dang tré
thanh nén tang cua moi su doi méi va phat trién trén toan cau. Nhiing tién bo vuot
bac trong linh vuc tri tué¢ nhan tao (Al), h¢ théng diéu khién va giam sat qua
Internet (IoT), ciing véi cac hé thong vat 1y khong gian mang (CPS) di va dang
tao ra budc ngodt 16n trong viée toi vu héa quan 1y va van hanh cac hé théng cong
nghiép, y té, giao thong va dic biét 1a cic cong trinh xay dung théng minh. Y
tudng vé mot tda nha thong minh khong chi don gian 1a viéc ty dong hoa céc chirc
nang ma con 1a su tich hop cac cong nghé méi nhat, nham tdi wu hoa hiéu qua sir
dung tai nguyén, nang cao murc d an toan, tién nghi va bén viing trong tuong lai.
D6 chinh 13 ngudn cam hing va dong lyc manh mé& dé t6i chon dé tai “Giai phap
hé théng thong tin cho toa nha théng minh trén co s CPS/IoT”.

Thém vao d6, voi téc do do thi hoa ngay cang cao, nhu ciu vé cac toa nha
thong minh vé&i kha ning quan Iy hiéu qua ngdy cang trd nén cap thiét. Su gia ting
dan s do thi khong chi tao ap luc 16n doi véi co sé ha ting ma con ddi voi viée
str dung nang luong, quan 1y an ninh va bao vé mdi trudng. Dé tai nay duoc toi
lwa chon v&i mong mudn xay dung mot giai phap c6 thé dap tmg nhu cau phat
trién do thi bén viig, gop phan tao ra nhiing tda nha khong chi thong minh ma
con than thién v41 moi truong, tiét kiém nang luong va dam bao chét luong cudce
séng cho cu dén.

Hé thong thong tin cho toa nha théng minh trén nén tang CPS/IoT khong
chi cung cép kha niang giam sat va quan 1y theo thoi gian thuc ma con c6 kha nang
ty dong hoa va phan tich dir 1iéu mot cach hiéu qua. CPS, voi sy két hop gilia cac
hé thong vat Iy va mang ludi théng tin, dong vai trd quan trong trong viéce tao ra
mat hé sinh thai thong minh giup ting cudng kha nang diéu khién va giam sat cac

thiét bi, hé théng trong tda nha mgt cach chinh xac va hiéu qua. Trong khi do, IoT
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mé rong kha ning két ndi va tuong tac gitta cac thiét bi véi nhau, giup ting tinh
linh hoat va hi€u qua trong quan ly.

Ngoai ra, dé tai nay con 1a mot co hoi dé toi thr nghiém va 4p dung nhimg
kién thirc chuyén mon, k¥ ning k¥ thuat da hoc vao mét linh vuc déy trién vong
va nhiéu thach thirc. Qua viéc nghién ctru va trién khai cac giai phap vé CPS/IoT
cho hé théng thong tin cta toa nha, toi ky vong s& khéng chi mé rong hiéu biét vé
cac cong nghé méi ma con dong gop mot phan vao xu hudng phat trién do thi
thong minh tai Viét Nam, noi ma cac giai phap cong nghé tién tién dang rat can
thiét dé dap (mg nhu cau ciia mot xa hoi ngay cang phat trién.

Véi tat ca nhitng 1y do trén, toi tin rang dé tai ndy cd y nghia thiét thyuc va
day tinh cap béach, 1 co hoi dé ban than phat trién kién thirc, k¥ ning, dong thoi
dong gop cho su phat trién ctia cong nghé thong tin trong viée xdy dung céac toa

nha thong minh, phuc vu cong déng va xa hoi.
2. MUC TIEU NGHIEN CUU
Muc tiéu nghién ctru ctia dé tai "Giai phap hé théng thong tin cho toa nha
thong minh trén co s6 CPS/IoT" 1a xdy dung mot hé thong tich hop thong minh,
c6 kha nang quan ly va van hanh hi¢u qua cac téa nha hién dai, déng thoi dam

bao tinh an toan, tiét kiém nang lugng va than thién véi moi truong.

3. PHAM VI NGHIEN CUU

Pham vi nghién ctru ciia dé tai bao gom viéc xdy dung va phat trién giai
phap hé théng thong tin cho tdoa nha thong minh trén nén tang CPS/IoT, véi trong
tam 1a kién trac hé théng, mo hinh tich hop CPS va IoT, cung cac giai phéap tu
dong hoa quan 1y, giam sat ning luong va bao mat thong tin. Dé tai tap trung vao
cac tmg dung thyc tién trong quan 1y cac hé théng chiéu sang, diéu hoa, an ninh
va tiét kiém ning luong trong toa nha. Nhimng yéu t6 nhu giao dién ngudi ding va
cong nghé phan tich dir liéu ciing dugc nghién ctru nham nang cao hiéu qua van
hanh va trai nghiém nguoi dung.

4. PHUONG PHAP NGHIEN CUU
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Két hop phuong phap nghién ctru 1y thuyét voi thuc nghiém:

Phuong phap 1y thuyét: Nghién ctru tong hop céc kién nén tang va lién quan
dén d¢ tai nghién ctru. Cy thé nghién ciru vé md hinh toa nha thong minh, hé thong
quan 1y toa nha héng minh, mé hinh IoT, CPS. Sau d6 dé xuat mot giai phap quan
1y tda nha thong minh trén co s¢ tich hop mo hinh CPS/IoT véi phuong pham
MBSE va mé hinh hoa bang cong cu SysML.

Phuong phép thuc nghiém: Tién hanh xay dung mé hinh thir nghiém va
tién hanh céc kich ban thtr nghiém, mo phong dé danh gia két qua dat dugc cua
giai phap.

5. BO CUC PE AN:

Pé an gdm 3 chuong:

- Chuong 1: Téng quan vé toa nha thong minh: Trong chuong nay sé
néu nhirng co sé 1y thuyét vé hé thong, kién tric toa nha théng minh,
mé hinh hda kién triac. Bén canh d6 ciing néu mét sb 1y thuyét quan
trong vé co s CPS/IoT.

- Chuong 2: Giai phap vé hé thong thoéng tin cho toa nha thong minh
v6i CPS/IoT: Tir nhitng co sd 1y thuyét quan trong & chuong 1,
chuong nay tong hop nhing thach thic, quy trinh va thiét ké mo hinh
hoa bang cong cu SYSML dé 1am co sé thuc nghiém cho chuong 3.

- Chuong 3: Thyc nghiém va danh gia: Tir nhimng thiét ké mo hinh, so
d6 SysML & chuong 2, chuwong 3 s& thue nghiém va mo hinh hoa hé
théng toa nha thong minh vao ngdn ngit Open Modelica dé danh gia

mo hinh va tir d6 dua ra két luan.
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CHUONG 1. TONG QUAN VE TOA NHA THONG MINH VA
CPS/10OT

1.1. KHAI NIEM VE TOA NHA THONG MINH

Tda nha thong minh (Smart Building) 13 mot khai niém vé cac cong trinh
duogc trang bi hé thong tu dong hoa tién tién, cho phép giam sat, quan 1y va diéu
khién cac yéu tb trong toa nha mot cach thong minh, hiéu qua. Muc tiéu cia toa
nha thong minh Ia t6i wu hoa sy tién nghi, an toan va hi¢u qua st dung nang luong,
dong thoi cai thién chat luong mdi trudng séng cho nguoi dung. Cac cong nghé
hién dai nhu Internet van vat (IoT), hé théng mang diéu khién vat Iy (Cyber-
Physical Systems - CPS), tri tu¢ nhan tao (Al), va dit li¢u 16n (Big Data) duogc ing
dung dé thu thap va phan tich dir li€u tir cac cam bién, thiét bi va hé théng quan
1y toa nha.

Cot 15 ctia toa nha thong minh 14 cic cam bién va thiét bi IoT dugc phan
bd ¢ nhiéu khu vuc, gitp giam sat va phan hoi thong tin vé anh sang, nhiét o, do
am, hé thong diéu hoa khong khi, an ninh, va tiéu thu nang luong. Nhimng dir liéu
nay dugc truyén vé hé thong trung tam dé phan tich va dua ra cac quyét dinh tu
dong nham t6i vu hoa viée van hanh toa nha. Chéng han, khi cam bién phat hién
c6 nguoi trong phong, hé thdng sé& ty dong diéu chinh anh sang va nhiét do, giup
tiét kiém ning luong khi khong c6 ai str dung.

Hon nira, toa nha thong minh ciling tdng cuong tinh an toan nho cac hé
théng an ninh nhu camera giam sat, khoa thong minh, hé thong kiém soét truy cap
tuy dong va bado mat mang. Cac giai phdp nay khong chi dam bdo an toan cho cu
dan ma con cho phép quan 1y toa nha kiém soat tinh hinh an ninh moi lic, moi
noi.

V& mit méi trudng, toa nha thong minh gép phan dang ké vao viéc giam
luong khi thai va tiéu thu tai nguyén. Tinh ndng quan 1y ndng lugng va bao tri du

doan gitip giam thiéu chi phi van hanh, dong thoi kéo dai tudi tho thiét bi. Vi du,
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khi hé théng cam bién phat hién ra d4u hiéu cta viéc thiét bj can bao tri, nd s&
thong bao ngay dé bao tri trude khi hong héc nghiém trong xay ra.

Vi su phat trién ctia cac cong nghé nhu tri tu¢ nhan tao va dir li¢u 16n, toa
nha théng minh ngay cang tién hoa dé hiéu va hoc hoi tir hanh vi ciia ngudi dung,
cung cap cac trai nghiém c4 nhan héa va linh hoat hon. Qua do, toa nha théng
minh khong chi 13 cong trinh hién dai ma con 1a mot phan quan trong trong hé
sinh thai d6 thi thong minh, tao nén mdi trudng séng bén ving va tién nghi cho
cong dong.

Nhin chung, khai niém toa nha thong minh khong chi dung lai & viéc ting
dung coéng nghé dé ty dong hoa, ma con 1a sy két hop hai hoa giira cong nghé va

cudc sdng, gop phan dinh hinh tuong lai cta cac khu d6 thi hién dai.

1.2. MO HINH HOA KIEN TRUC TOA NHA THONG MINH
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Hinh 1.1. M6 hinh hé thong toa nha thong minh
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1.2.1. Téang thiét bi cam bién va diéu khién

Tang thap nhét trong kién trac 1a hé thong cam bién va thiét bi diéu khién
dugc phan bd khip cac khu vuc chtrc ning cua toa nha, dong vai trd thu thap dix
lidu tir moi truong va thyc hién cac tac vu diéu khién:

Cam bién hién dién (Occupancy Sensors): xac dinh mirc do cd6 mat cua
ngudi trong cac khu vuc khac nhau, hd trg diéu khién chiéu sang va diéu hoa t6i
uu.

Cam bién chat lugng khong khi (Air Quality Sensors) va cam bién nhiét do
va d6 am: theo ddi cac chi s6 moi truong nhu CO2, VOC, nhiét do, do am,... dé
dam bao strc khoe nguodi cu tra.

H¢ théng HVAC: tu dong diéu chinh nhiét do, thong gid va diéu hoa dua
trén dit liéu cam bién va hanh vi nguoi dung.

Hé théng kiém soét thang may va truy cap (Elevator & Access Control):
dam bao di chuyén an toan, kiém soét quyén truy cap theo thoi gian thuc.

Thiét bj giam sat (Surveillance) va bao chay (Fire Control): cung cap 1p
bdo v¢€ an toan vat Iy quan trong cho ngudi cu tra va tai san.

Céac dong hd do ning luong (Energy Meters) va hé thdng tudi nude, dén
chiéu sang, thiét bi hién thi,... tao nén hé sinh thai quan ly nang luong va tién ich
toan dién.

1.2.2. Tang diéu phoi va ha ting sb

Céc thiét bi cam bién va diéu khien giri dit liéu vé trung tdm diéu phoi thong
qua cac ha tﬁng mang dugc bao vé. Loi xur Iy chinh cua hé théng bao gém:

Ha tang dién todn dam may tai chd (On-Prem Cloud Infrastructure): luu trit
va xu ly cuc b dir li¢u c6 do nhay cao.

Phan tich thoi gian thuc (Real-Time Analytics): xir Iy dong dir li€u lién tuc
dé dua ra quyét dinh diéu khién tirc thoi.

Tinh toan két ndi (Connected Computing): cho phép nguoi ding twong tic

voi1 hé théng thong qua cac thiét bi di dong, man hinh hién thi, ung dung web,...
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Kién tric nay hd trg kha nang mo rong linh hoat, dé)ng thoi dam bao d6 tré
thap va tinh kha dung cao — cac yéu td quan trong trong cac tinh hudng khén cap
hodc diéu kién sé)ng thay dbi nhanh.

1.2.3. An ninh trong tdoa nha thong minh

Su phan tan cua cac thiét bi va d6 m& cia hé théng mang khién kién trac
nay dé bi ton thuong trude cac cude tdn cong mang. Nhu trong so d6 minh hoa,
nhiéu diém két ndi — tr hé théng cam bién anh sang, diéu khién HVAC, dén cac
thiét bi hién thi video va diéu khién thang may — déu c6 kha ning trd thanh muc
ti€u cua hacker hodc cac ma doc tu dong:

Tan cong tir xa (Remote Exploits) co thé lam gidn doan van hanh, chiém
quyén kiém soat hé thong HVAC hoic cam bién.

Chiém doat quyén diéu khién thang may hodc hé thong truy cap c6 thé gay
nguy hiém dén an toan vat Iy cho cu dan.

Téan cong vao dit liéu hanh vi va cam bién hién dién c6 thé xdm pham
nghiém trong quyén riéng tu.

Khai thac diém yéu tir thiét bi IoT gia ré, it dugc va 16i, dé 1am ban dap cho

cac cudc tan cong chudi cung Gng (supply chain attacks).

1.2.4. Vai tro trung tam cia con nguoi

Toa nha thong minh khong nén dugc xem 1a mdt hé théng doc lap, ma phai
duoc thiét ké theo hudng iy con ngudi lam trung tim (Human-Centric Design).
Trong kién trac nay:

Nguoi cu tra 13 ngudi thy huéng va dong thoi 13 ngudn cung cap dir lidu
cho hé thong. Hanh vi, trang thai sinh 1y, va théi quen sdng déu duogc hé thdng
hoc tap va phan hoi.

K¥ su van hanh 14 mét xich giita thé gidi vat 1y va k¥ thuat s6, can c6 cong

cu truc quan dé giam sat va xu 1y su co.
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Chuyén gia an ninh mang can dugc tich hop vao chudi thiét ké ngay tir dau
(security-by-design), dam bao kiém soét truy cap, xac thuc, phan quyén va ma
hoéa dir licu.

Yéu té con ngudi trong toa nha théng minh khong chi 1a mot ddi tuong dé
bao vé&, ma 1a mot thyuc thé tuong tac lién tuc véi hé théng — tao nén mot khong
gian séng hoc hoi va thich nghi lién tuc.

1.2.5. Két luin vé md hinh h¢ thong toa nha thong minh

Kién trac tda nha thong minh 13 mot minh chimg rd rang cho s héi tu gitra
k¥ thuat xay dung, khoa hoc may tinh va khoa hoc hanh vi. Hé thong khong chi
van hanh dya trén cam bién va diéu khién, ma con hoc hoi, thich nghi va dua ra
cac quyét dinh nham tdi wu hoa moi trudng sdng cho con nguoi. Tuy nhién, kha
nang bi tAn cong mang ciing dong nghia voi viéc can tai dinh hinh cach tiép can
thiét ké — dam bao an toan & ca mire thiét bi, mang, va turong tac con nguoi. Trong
tuong lai, viéc phat trién cac kién triic toa nha thong minh can tiép tuc dat tinh

bao mat, kha nang phuc hoi va quyén riéng tu ciia cu dan lam trung tam.

1.3. CPS/IOT VA UNG DUNG CUA CHUNG TRONG THIET KE TOA
NHA THONG MINH

1.3.1. CPS (Cyber-Physical Systems)

Cyber-Physical Systems 1a mét loai hé théng tich hop, két ndi cac thanh
phan vat 1y voi cac hé théng may tinh dé tao ra mot mang luéi thong minh, phan
hoi tic thoi va hoat dong ty déng. CPS str dung céc cam bién, thiét bi diéu khién
va mang ludi dit liéu dé két ndi v6i hé thdng vat 1y va giam sat, kiém soat qua
trinh van hanh trong thoi gian thuc. Cac dir lidu tir moi truong vat Iy duge chuyén
d6i thanh théng tin k¥ thuat sb, giup hé thdng hiéu rd trang thai hién tai, ra quyét
dinh va dua ra cac hanh dong phu hop.

Hinh xxx 12 mo hinh CPS. Cbt 18i ctia n6 1a thong tin gan chat gitra cac

thanh phan tinh toan (cyber) v6i thanh phan thiét bi vat 1y (physical) trong bdi
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canh nhin toan dién c6 tinh chat hé théng dua trén 3 tru cot quan trong la tinh

toan, diéu khién khép kin va truyén thong.

Computation

Information

Systems

Hinh xxx. M6 hinh hé théng CPS
V& ban chat, CPS 1a hé thong lai giira (hybrid), két hop chat ché giita thé

gi61 lién tuc (physical process) duge mo ta boi hé phuong trinh vi phén / vi phan
— dai s6 (ODE/DAE) va thé gi6i roi rac (cyber layer) bao gom diéu khién, logic,
thuat toan sé.

Phan Physical thuong 1a h¢ dong luc lién tuc (continuous dynamics), vi du
nhu nhiét 6 phong thay doi theo phwong trinh vi phan nhiét truyén, chuyén dong
robot tudn theo phuong trinh Newton hay mach di¢n tuan theo phuong trinh vi
phan Kirchhoff. Pé mo phong diéu khién CPS, ta cin mé hinh toan hoc lai
ODE/DEA cho hé vat 1y lién tuc va AUTOMATA / FSM / logic 1di rac cho phan
diéu khién s6.

Trong bdi canh toa nha thong minh, CPS dong vai tro cot 18i, gitip cac thanh
phan nhu hé thdng quan 1y nang luong, an ninh, va diéu hoa hoat dong hiéu qua
hon. CPS khong chi giam sat cac thong s6 vé nhiét do, anh sang ma con gitp diéu
chinh cac hé thong nay dua trén dit liéu thu thap duoc. Vi dy, CPS c6 thé nhan
biét khi toa nha khong c6 nguoi va tu dong tit cac thiét bi khong can thiét, tiét
kiém nang luong va gidm chi phi.

H¢ théng CPS con mang lai kha nang bdo tri du doan nho vao cac thuéat

toan phan tich dit liéu 16n (Big Data), c6 thé phat hién sém cac 13i tiém an trong
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thiét bi va giam thiéu thoi gian bao tri khong can thiét. V6i kha ning ra quyét dinh
chinh xac va tu dong hoa, CPS gitp téa nha thong minh dat dugc tinh an toan,
bén viing va than thién véi méi trudng.

Bén canh céc lgi ich, CPS trong toa nha thong minh cling gap thach thic
nhu bao mat dir liéu va twong tac giita cac thiét bi khac nhau. Dé dam bao hé théng
hoat dong an toan va hiéu qua, can ¢6 céc chién luge bao mat chit ché, cling nhu

su hop tac giita cic cong nghé tién tién va giao thic truyén thong.
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Hinh 1.2. M6 hinh méi quan hé CPS doi véi moi linh vie

P

1.3.1.1.  Cdu triic cia CPS trong hé thong toa nha théng minh
- L&p cam nhan (Sensing layer): Tich hop cam bién vat 1y dé thu thap dir lidu
vé méi trudng, ning luong, an ninh va hanh vi cia nguoi dung. Vi du: cam
bién khéi, nhiét d9, chuyén dong, ddng ho dién thong minh.
- Lép két ndi (Network Layer): Dam bao viéc truyén dir liéu tir cac cam bién
dén hé thong xtr Iy trung tAm. Str dung ha tang mang toc d6 cao (Ethernet,

Wi-Fi, 5G) két hop véi cac giao thirc IoT nhu Zigbee, LoORaWAN.
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- Lép xur 1y (Data Processing Layer): Cac thuat toan diéu khién sé quyét dinh

cach hé théng phan ung lai dir li€u. Vi du: bat h¢ théng phun nudc chira

chay khi phat hién khéi, t6i wu diéu hoa dya trén du bao thoi tiét.

Lép tng dung (Application Layer): Hién thi thong tin, cung cp dich vu

cho nguoi ding va bo phan quan 1y toa nha. Vi du: bang diéu khién ning

luong (energy dashboard), tng dung di dong quan 1y thiét bi trong can ho.

1.3.1.2.  Uu, nhuoc diém ciia CPS trong hé thong toa nha théng minh

Tich hop toan dién giita khong gian sb va vat Iy

+

CPS khong chi thu thap dir 1iéu nhu IoT, ma con mé phong, phan tich
va phan Ung theo tho1 gian thuc.
Diéu nay giup toa nha tr¢ thanh mot “hé théng séng”, co kha nang tu

hoc, tu diéu chinh.

Ra quyét dinh tu dong va du doan thong minh

+

CPS str dung Al va cdc mo hinh toan hoc dé dy doan nhu cau nang
luong, su cb thiét bi hodc hanh vi cia nguoi dung.
HO tro trién khai bao tri du doan (Predictive Maintenance) va diéu khién

thich tng (Adaptive Control).

D0 tin cdy va an toan cao hon

+

CPS dugc thiét ké véi cac co ché giam sat lién tuc, diéu khién thoi gian
thuc va kha nang khac phuc 15i ty dong.
Hé thdng an ninh duoc tich hop chit ché, gitup phat hién va tng pho kip

thot vai cac rui ro.

T61 wu hoa tai nguyén va nang luong

+

CPS tao ra md hinh sé (digital twin) cta toa nha dé mo phong viée sir
dung nang luong, tir d6 dwa ra giai phap t6i wu.
Déam bao giam chi phi van hanh trong khi van duy tri sy thoai mai cho

cu dan.

Kha niang mé rong va lién két v6i thanh phé thong minh
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+ CPS cho phép toa nha thong minh khong chi hoat dong doc 1ap ma con
két ndi vi ludi dién théng minh (Smart Grid), hé thong giao thong, va
cac ha téng do thi khac.

+ Pay la nén tang quan trong dé xay dung Smart City.

1.3.2. IOT (Internet of things)

Internet of Things, hay Internet van vat, 1a mot hé théng lién két cac thiét
bi va cam bién, cho phép chung két ndi va truyén dir liéu qua mang Internet. Vi
[0T, cac thiét bi vat Iy nhu dién thoai, may diéu hoa, tu lanh, dén chiéu sang, hé
théng an ninh, va nhiéu thiét bi khac c6 kha ning giao tiép, truyén dit liéu va phan
hdi lai cac thay d6i trong moi trudng xung quanh ma khong can su can thiép truc
tiép cua con ngudi. IoT hoat dong nhd vao cac cam bién va két ndi mang, gitp
chung khong chi thu thap dit liéu ma con c6 kha ning phan tich, diéu khién tir xa,
va phan hoi ty dong.

IoT phat trién tir sy tién bo ciia cong nghé két ndi mang, dién toan dam
mAy, cam bién gid ré va su gia ting cta cac thiét bi thong minh trong cudc séng
hang ngay. Cac ung dung ctia IoT vo cing rong 16n, tir quan 1y thanh phé thong
minh, chdm soc strc khoe, dén nha thong minh va cac giai phap san xuit trong
cong nghi¢p. Dir li€u tur cac thiét bi IoT cho phép phan tich, dy doan, va tao ra cac
mo hinh thong minh hon trong moi linh vyc.

V& ban chat, IOT 1a hé thong phan tan gdm nhiéu cac thiét bi cam bién,
actuator, gateway. ... két néi qua mang internet.

Vé dic trung, cac dir liéu duoc thu thap tir cac cam bién khac nhau. Chung
hoat dong chu yéu theo sy kién ro1 rac (event-driven): cam bién guri dir liéu, thiét
bi thuc thi phan hoi. Céc thiét bi nho, tinh toan han ché, thuong duoc day lén
cloud/edge dé xir Iy va mo hinh hoa chu yéu theo hé thong phan tan, bat dong bo,

roi rac.
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I0T 14 nén tang cbt 13i cua cac hé théng toa nha théng minh, cho phép cac
thiét bj va hé thong trong toa nha két ndi va giao tiép, giup tu dong hoa, toi uu
hoa nang lugng, va tao ra trdi nghiém ti€n nghi, an toan cho nguoi dung. Trong
tdoa nha thong minh, IoT tao ra mang ludi cam bién dé thu thap thong tin tir moi
truong, nhu nhiét do, anh sang, do am, chat luong khong khi, va sy hién dién cua
con nguoi. Thong qua mang ludi nay, [oT gitup tang cudng tinh nang tu dong hda

va tiét ki¢ém nang luong, dong thoi cai thién quan 1y an ninh va céac dich vu tién
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Hinh 1.3. M6 hinh hé thong IoT trong thanh phé théng minh (Internet of Thing)

Sy phat trién nhanh chéng cua Internet of Things (IoT) d3 tao ra budc tién
d6t pha trong viéc hinh thanh va trién khai cac hé thong toa nha thong minh (Smart
Building Systems). IoT khong chi don thuan cung cap kha ning két ndi céc thiét
bi ma con dong vai tro 1a nén tang ha tang k¥ thuat s6, cho phép toa nha tré thanh
mot hé sinh thai ning dong, c6 kha ning tu dong thich mg v&i nhu cau ciia nguoi

st dung cling nhu céc bién dong tir moi truong bén ngoai.
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V& co ban, IoT trong tda nha thong minh duoc trién khai dya trén ba 16p chinh:
16p cam bién va thu thap dit liéu, 16p truyén thong va két ndi, va 16p xir Iy — phan
tich va trng dung thong minh.

1.3.2.1. Lép cam bién va thu thdp dit liéu (Perception Layer)

Pay 14 tAng nén tang, noi cac cam bién IoT duogc bd tri khap cac khong gian
chirc ning ciia toa nha dé ghi nhan trang thai va thong sé méi truong. Cac cam
bién nay co thé bao gdm:

- Cam bién nhiét 6, d6 am, chat luong khong khi dé giam sat vi khi hau
trong toa nha.

- Cam bién 4nh sang va chuyén dong phuc vu diéu khién chiéu sang tu dong.

- Cam bién nang luong va déng ho théng minh dé quan 1y va tdi wu hoa tiéu
thu dién nang.

- Cam bién an ninh nhu camera IP, cam bién cira, cam bién rung dé dam bao
an toan cho cu dan. Nho IoT, dit li¢u dugc thu thap theo thoi gian thue voi
do chinh xac cao, tao co so cho cac quyét dinh van hanh tirc thoi hoac du
bao dai han.

1.3.2.2.  Lép truyén théng va két néi (Network Layer)

Pay la tang dam bao tinh lién két va trao d6i dit liu giira cac thiét bi IoT
va hé théng trung tdm. Cac giao thic va chuan truyén théng phd bién trong toa
nha thong minh bao gdm: Wi-Fi, Zigbee, Z-Wave, LoRaWAN, Bluetooth Low
Energy (BLE), hay mang 5G trong cac ing dung nang cao. Dic diém quan trong
cua l6p nay 1a phai dam bao:

- Do tin cay cao: tranh mat mat dit liéu.

- Do tré thap: dap ing yéu cau thoi gian thyc cta cac dich vu nhu kiém soat
an ninh hodc quén ly nang lugng tirc thoi.

- Kha ning mé rong: d& dang tich hop thém cac thiét bj hodc khu virc mai

ma khong anh hudéng dén hé thong sin co.
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1.3.2.3. Lop xur Iy — phan tich va ung dung thong minh (Application Layer)

Pay la ting mang lai gia tri thuc su cua IoT trong toa nha thong minh. Di
liéu thu thap duoc chuyén toi hé théng quan 1y toa nha (Building Management
System — BMS) hoic cac nén tang dién toan dam may dé tién hanh phan tich, khai
pha dit li¢u (data mining), hoc may (machine learning) va tri tu¢ nhan tao (Al).
Mot sb tmg dung tiéu biéu bao gom:

- Quan ly nang lugng thong minh (Smart Energy Management): dy doan nhu
cau st dung dién, t6i wu diéu hoa khong khi (HVAC), hé thong chiéu sang,
tir 6 giam thiéu tiéu thu nang luong va chi phi van hanh.

- Hé thong an ninh va an toan: giam sat lién tuc thong qua camera IoT, canh
bao chay nd hodc xAm nhap bat hop phap, tu dong kich hoat hé thdng thoat
hiém.

- Quan Iy tién ich ngudi dung: diéu khién chiéu sang, rém ctra, diéu hoa thong
minh thong qua smartphone hodc trg 1y 4o, c4 nhan hoa trai nghiém cua cu
dan.

- Bao tri du doan (Predictive Maintenance): phat hién som sy cd thiét bi nhu
thang may, may lanh, may bom nudc dyua trén dit liéu cam bién, gilp gidm
chi phi sira chita va nang cao tudi tho thiét bi.

Mot diém nhén quan trong trong tng dung IoT vao tdoa nha thong minh 1a
kha nang tu hoc va thich ing. Thong qua dit li¢u 16n (Big Data) va phan tich hanh
vi nguoi ding, hé thong c6 thé dua ra quyét dinh mang tinh du doan va thich nghi
theo ngir canh. Vi du, h¢ théng chiéu sang ty dong diéu chinh do sang theo thoi
quen sinh hoat cua timg khu vire, hodc hé thong diéu hoa co thé hoc lich trinh 1am
viéc cta cu dan dé bat/tat trude khi ho dén hodc roi khoi toa nha.

Ngoai ra, viéc tich hgp [oT trong toa nha thong minh con dong gbp quan trong
vao phat trién bén vimg. Cac nghién ciru di chi ra rang viéc trién khai IoT c6 thé
giam 20-30% mirc tiéu thy ning luong tong thé, dong thoi gbp phan cit giam
lugng phat thai CO:. Piéu nay pht hop véi xu hudng xanh hoa d6 thi va cac muc

tiéu phat trién bén viing (SDGs) toan cau.
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Tom lai, cong nghé IoT khong chi mang dén su tién nghi, an toan va tiét
kiém chi phi ma con dinh hinh mot hé sinh thai toa nha thong minh bén viing, linh
hoat va nhan ban hon. Trong béi canh d6 thi héa nhanh chéng va nhu cau tbi uu
héa ha ting ngdy cang cao, IoT chinh 12 nén tang cdt 15i giup toa nha thong minh
tré thanh mot cAu phan quan trong ctia thanh phd thong minh (Smart City) trong
tuong lai.
1.3.2.4.  Uu, nhuoc diém ciia IOT trong hé thong toa nha théng minh

Ung dung cong nghé IoT trong toa nha thong minh dem lai nhiéu loi ich
noi bat, khong chi cai thién hiéu qua van hanh ma con nang cao chat luong cude
séng cho cu dan. Cac wu diém chinh c6 thé khai quat nhu sau:

- Tbi vu héa quan 1y ning lwong va chi phi van hanh

+ 10T cho phép gidm sat, thu thap va phan tich dir li¢u nang lugng theo
thoi gian thuc tir cac thiét bi dién, hé thong chiéu sang, HVAC
(heating, ventilation, and air conditioning).

+ Nho kha nang tu dong diéu chinh va du doan nhu cau su dung, hé
théng c6 thé giam lang phi, tiét kiém tir 20-30% chi phi dién ning,
g6p phan nang cao tinh bén viing.

- Nang cao muc do an toan va an ninh

+ Cac cam bién IoT va camera thong minh gitp giam sat 24/7, phat
hién sém xam nhap bat hop phap, chay nd hoic sy c6 k¥ thuat.

+ Hé théng canh bao sdm va phan tng tu dong (vi du: khoa cira, kich
hoat phun chita chay, md duong thoat hiém) dam bao an toan toi da
cho cu dan.

- Cai thién trai nghiém va tién ich cho nguoi dung

+ Nguoi ding c6 thé diéu khién va giam sat cac thiét bi (diéu hoa, dén,
rém, thiét bi gia dung) théng qua smartphone, giong ndi hoic giao
dién diéu khién thong minh.

+ ToT hd tro ca nhan hoa khong gian séng, vi du tu dong diéu chinh

nhiét dg, anh sang phu hop véi thoi quen va so thich cua ting nguoi.
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- Kha nang ty dong hda va quan ly thong minh

+ Hé théng co thé tu dong hoa nhiéu tc vu vbn can con nguoi thuc
hién, tir bat/tat thiét bi, diéu chinh dién ning, dén quan Iy thang may
va bai dd xe.

+ Gidm tai cong vi¢c cho nhan vién quan 1y tdoa nha, nang cao hiéu qua
van hanh va giam thiéu 15i do con ngudi.

- HO trg bao tri du doan (Predictive Maintenance)

+ Nho dir liéu cam bién va phan tich bang tri tué nhan tao, IoT gitp
phét hién sém cac ddu hiéu bat thudong cua thiét bi (thang may, hé
thng diéu hoa, may bom).

+ Diéu nay gitp toa nha trién khai bao tri du doan thay vi bao tri dinh
ky truyén thong, giam chi phi stra chira va kéo dai tudi tho thiét bi.

- Tich hop vao hé sinh thai d6 thi thong minh

+ ToT trong toa nha c6 kha nang két ndi véi cac hé thong 16n hon cua
thanh phd nhu luéi dién thong minh (smart grid), giao thong théng
minh, va hé théng quan 1y ha ting d6 thi.

+ Diéu nay gitp toi wu hoa phan phdi nang luong, nang cao kha ning
cong tac giita toa nha va moi trudng d6 thi, gop phan hién thuc hoa
khai niém thanh ph thong minh (Smart City).

- Poéng gop vao phat trién bén viing va giam phat thai

+ IoT gitip toa nha giam tiéu thu ning luong, st dung hiéu qua ngudn
tai nguyén (nudc, dién, khi dot), dong thoi han ché lugng khi thai
COo.

+ Pay 1a yéu td quan trong trong viéc dat dugc cac muc tiéu phat trién
bén vitng (Sustainable Development Goals — SDGs) va tiéu chuan
cong trinh xanh (Green Building).

Maic du IoT mang lai nhiéu loi ich ndi bat cho hé théng toa nha thong minh,

song qua trinh trién khai va van hanh thyc té van ton tai nhitng han ché va thach
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thtrc nhat dinh. Nhirng nhugc diém nay can duoc nhén dién 1o rang dé c¢6 chién
luogc khic phuc hi¢u qua.
- Vén dé bao mat va quyén riéng tu dir liéu

+ ToT tao ra mot khdi lugng 16n dir li¢u ca nhan, bao gé)m thoi quen
sinh hoat, lich trinh 1am viéc, théng tin dinh vi trong toa nha. Piéu
nay lam gia tang nguy co ro ri dit liéu hodc bi tin tac khai thac.

+ Céac cudc tan cong mang nhu man-in-the-middle, denial-of-service
(DoS) hay chiém quyén diéu khién thiét bi IoT c6 thé gay ra hau qua
nghiém trong, anh huéng truc tiép dén an ninh ctia cu dan va tinh 6n
dinh cua toa nha.

+ Viéc thiéu chuan bao mat dong b giira cac thiét bj IoT tir nhiéu nha
san xuat khac nhau lam gia tang tinh dé t6n thuong cua hé thong.

- Do phtc tap trong tich hop hé thong

+ Céc thiét bi IoT trong toa nha thong minh thuong dén tir nhiéu nha
cung cap v6i chuan két ndi va giao thire truyén thong khac nhau (Wi-
Fi, Zigbee, Z-Wave, LoRa, v.v.). Piéu nay dan dén tinh trang phan
manh, khé dong bo hoa va giy tén kém chi phi trong qué trinh tich
hop.

+ Hé thdng cang phirc tap, nguy co 16i ddng bd, xung dot giira cac thiét
bi cang cao, anh hudéng dén tinh 6n dinh van hanh.

- Chi phi du tu va van hanh cao

+ Viéc trién khai IoT trong toa nha thong minh doi hoi chi phi 16n ban
dau cho thiét bi cam bién, ha téng mang, nén tang dir licu va phén
mém phan tich.

+ Ngoai chi phi dau tu, hé thdng con yéu cau chi phi bao tri, nang cap
va ddo tao nhan sy van hanh. Di v6i nhiéu toa nha vira va nho, day
1a rao can 16n trong viéc ap dung rong rai.

- Han ché vé d6 tin cdy va tudi tho thiét bi IoT
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+ Cac cam bién IoT thudng c6 kich thude nho, sir dung pin hoidc ning
luong thip, ddn dén tudi tho gidi han va yéu cau thay thé dinh ky.

+ Trong méi truong phirc tap cta toa nha (nhiéu tang, nhiéu vat can),
tin hiéu truyén théng IoT c6 thé bi suy giam, gy gian doan két ndi
hogc mat dit lidu.

- Phu thudc vao ha tﬁng cong ngh¢

+ Hé théng IoT doi hoi sy phu thudce 16m vao két ndi Internet, dién toan
dam may va cac nén tang dir liéu. Khi xay ra su cd mang hoic 16i hé
théng trung tAm, toan bd chirc ning théng minh cua tda nha c6 thé bi
te lit.

+ Ngoai ra, viéc nang cip cong nghé (vi du tir 4G 1én 5G hoic chuan
IoT méi) ¢ thé khién cac thiét bi cii nhanh chong lac hau, gay ling
phi va gia ting chi phi thay thé.

- Céc van dé phap 1y va chuan hoa

+ Viéc quan 1y, luu trlt va str dung dit li¢u IoT trong toa nha lién quan
truc tiép dén cac quy dinh phap luat vé bao mat thong tin va quyén
riéng tu. Tuy nhién, & nhiéu qubc gia, cac khung phap 1y va chuan
hoa IoT van chua hoan thién, gay kho khan cho viéc ap dung dong
bo.

+ Su thiéu hut céc tiéu chuan chung cho IoT trong toa nha thong minh
lam giam tinh twong thich, han ché kha nang mo rong va tich hop véi

hé sinh thai thanh ph6 thong minh.

1.3.3. Sw két hop va moéi quan hé giira CPS va IoT trong hé thong toa nha
thong minh
Trong kién trac toa nha thong minh, IoT va CPS khong ton tai doc lap, ma
bo trg va tuong tac chat ch€ vai nhau dé tao nén mot hé sinh thai s6 — vat 1y hoan

chinh. Néu nhu IoT déng vai trd 1a ha tang cam bién va két ndi dir liéu, thi CPS
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chinh 1 16p tri tué xur 1y, phan tich va diéu khién hé théng trong thé gisi vat 1y,
Moi quan hé nay c6 thé khai quat theo cac khia canh sau:
- 10T la nén tang dir liéu cho CPS

+ IoT thu thap dir li€u tir mé1 trudong vat 1y (nhiét do, anh sang, do
am, nang luong, an ninh).

+ CPS st dung dir liu nay dé mo hinh hoa, phan tich, va dua ra
quyét dinh diéu khién.

+ €6 thé hinh dung IoT 13 “hé thong than kinh ngoai vi”, con CPS la
“bd ndo trung tdm” cua toa nha thong minh.

- CPS gia tang gi4 tri cho IoT thong qua tri tué va diéu khién

+ IoT chi cung cép két nbi va dir liéu thd, trong khi CPS thuc hién xir
Iy nang cao bang AL mé hinh s6 (digital twin) va diéu khién thoi
gian thuc.

+ Vidu: IoT cung cap thong tin nhiét d6 va muc tiéu thy dién; CPS
du doan nhu cau, tu dong diéu chinh HVAC dé tbi wu hoa nang
luong.

- Quan hé cong sinh: IoT mé rong tinh ning ctia cam bién — CPS mé rong
tinh ning cua hé quyét dinh.

+ ToT cang trién khai nhiéu cam bién thi CPS cang c6 di liéu phong
phu dé hoc hoi va téi uu.

+ CPS cang phat trién thi IoT cang c¢6 ¥ nghia, boi dit liéu thu thap
khong chi dé giam sat ma con duoc chuyén héa thanh hanh dong

thong minh.

MGéi lién hé trong chu trinh hoat dong thuong dién ra theo cic budc sau:
- Cam nhan (IoT): IoT thu thap dir li€u tir moi truong (vi du: &nh sang,
nhiét do, an ninh).

- Truyén dan (IoT): Dit liéu duoc guri qua mang dén hé thong trung tam.
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- Xtrly & Quyét dinh (CPS): CPS phan tich, du doan va dua ra quyét dinh
diéu khién.

- Téc dong (CPS — IoT): CPS diéu khién lai cac thiét bi IoT (bat/tat dén,
kich hoat hé théng an ninh, diéu chinh diéu hoa).

Qua trinh nay tao thanh vong 1ap khép kin (closed-loop system), dam bao

toa nha hoat dong t8i wu, an toan va bén viing.

Vi du thyc tién vé su két hop IoT — CPS trong toa nha thong minh
Quan 1y nang luong thong minh: IoT do muc tiéu thu dién ¢ tung khu
vurc — CPS phan tich mé hinh tiéu thu — dwa ra 1énh diéu chinh HVAC
va chiéu sang dé tiét kiém 25-30% ning luong.
Hé théng an ninh: IoT cung céap dit liéu tir camera, cam bién cira — CPS
phan tich bang nhan dang hinh anh va Al — canh bio xdm nhép bat
thuong, kich hoat khoa ctra va giri thong tin cho bao vé.
Quan 1y moi trudong trong nha: [oT thu thap dir liéu khong khi, &nh sang
— CPS du doan xu hudng chat lugng khong khi va tu dong diéu chinh
thong gio, anh sang dé toi wu strc khoe va su thoai mai.
Béo tri du doan: IoT ghi nhan rung dong ctua thang mady — CPS phan
tich dir liéu bﬁng mo hinh dy dodn — canh bdo sém hong hoc trude khi

su cO xay ra.

1.4. THIET KE HE THONG TOA NHA THONG MINH TREN CO SO
CPS/IOT

1.4.1. Thiét ké kién triic phan ting (Layered Architectural Design)
Mot tda nha thong minh hiéu qua duoc to chirc theo kién trac nhiéu 16p,
nham phan tach 1 rang cac chirc ning va giéi han pham vi rui ro:
L6p cam bién va thiét bi dau cudi (Perception Layer): bao gém cac cam
bién nhiét d6, 46 am, chuyén dong, anh sang, chét luong khong khi,... duoc

cai dat khép cac khu vuec.
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- Lép truyén thong (Network Layer): dam bao truyén dit liéu an toan tir thiét
bi Ién cac may chu trung tam, str dung cac giao thirc nhu Zigbee, LoRa, Wi-
Fi 6, hoac mang 5G ndi bo.

- Lép diéu phdi va phan tich (Middleware & Analytics Layer): noi dit liéu
duoc xu 1y, hoc may dugc ing dung dé nhan dién hanh vi, dua ra quyét
dinh va diéu khién hé thong.

- Lép tng dung nguoi dung (Application Layer): cung cip giao dién twong
tac cho cu dan, k¥ su quan 1y va hé thong tu dong hoa.

Kién trac phan tang tao diéu kién cho viéc bao tri, md rong, giam sat va

kiém soat truy cap theo mo hinh zero-trust (tin tudng bang khong).

1.4.2. Thiét ké kién tric hwéng hanh vi nguoi ding (Human-Centric Design)

Toa nha théng minh can phan anh ding nhu cau va hanh vi cta nguoi st
dung. Do d6, viéc mo hinh hoéa hanh vi con ngudi duge dua vao qua trinh thiét ké
ngay tir dau:

- Phan tich mau hanh vi: thong qua dit liéu cam bién thu thap tir cac hoat
dong thudng ngay nhu di chuyén, nhiét d6 wa thich, anh sang mong mudn, ...

- Thiét 1ap cau hinh ca nhan hoa (Personalized Profiles): mdi cu dan c6 thé
tuong tac voi hé thong theo cach riéng, tir diéu chinh nhiét d6 phong dén
Iwra chon hién thi thong tin trén bang dién tir.

- Tich hop tuong tac ngudi-may (HMI): cac giao dién diéu khién duoc thiét
ké tbi gian, hd trg didu khién bang giong noi, ctr chi hoic tmg dung di dong.
Phuong phap nay gitp toa nha khong chi “thong minh” vé mat k¥ thuat, ma

con “nhay cam” vé mit x3 hoi va nhan vin.
1.4.3. Thiét ké dinh huwéng an ninh va quyén riéng tu (Security and Privacy-
by-Design
T4n cong mang 1a mot trong nhimng rai ro 16n nhat d6i véi cac hé thong toa
nha thong minh. Do dé, viéc thiét ké can tich hop cac co ché bao mat ngay tir giai

doan dau:
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M3 héa dau-cudi (End-to-End Encryption) cho toan b dir liéu truyén giira
cac thiét bi va may chu.

Phéan quyén truy cap da cip (Role-Based Access Control): gi6i han quyén
diéu khién va truy cap dir liéu theo vai tro cu dan, ky su, bao tri,...

Giam sat hanh vi bat thuong (Anomaly Detection): sir dung Al dé phat hién
cac hoat dong dang ngo tir thiét bi hodc ngudi dung.

Cap nhat firmware dinh ky va va 16i bao mat (OTA Updates).

Ngoai ra, cac dit liéu thu thap tir ngudi dung can duge xt 1y theo cac chuan

bao mat nhu GDPR, dam bao rang quyén riéng tu ciia cu dan khong bi xAm pham.

1.44.

Thiét ké mé-dun hoéa va kha ning mé rong (Modular & Scalable

Design)

Véi su phat trién lién tuc ctia cong nghé va thay d6i vé hanh vi nguoi dung,

toa nha thong minh can c6 kha ning thich nghi véi cac thay doi trong twong lai:

1.4.5.

Hé thong mo-dun: cho phép thém bét cac chirc nang (vi du: bo sung hé
théng nang luong mat troi, camera Al, robot dich vuy,...) ma khong lam anh
huong dén cac thanh phan khéc.

HJ tro giao thirc md va API chuan hoa: dam bao tinh twong thich giita cac
thiét bi khac nhau tir cac nha cung cip khac nhau.

Kha nang tich hgp cong nghé mdi nhu 6G, edge Al, blockchain: giup toa

nha duy tri hi€u qua va an toan trong dai han.

Thiét ké mé phéng va kiém chirng (Model-based Systems Engineering
— MBSE)

Pé kiém tra do tin cdy, kha ning chdng tin cong va hanh vi hé thong trude

khi trién khai, m6 hinh hoa kién tric toa nha theo huéng MBSE dang 14 xu hudng

manh m¢:

Str dung SysML dé mé hinh hé thong tong thé: bao gdm yéu cau chirc ning,

lién két phan mém — phan cliing — con nguoi.
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Tich hop mo6 phong hanh vi (behavior simulation) va phan tich rui ro (threat
modeling).

Két hop voi cac cong cu nhuw OpenModelica, Papyrus hodc Cameo Systems
Modeler dé mé phong ning luong, dong dir liéu va kiém tra kich ban tan
cong.

Phuong phap nay cho phép ddi ngii thiét ké du doan dugc hanh vi hé théng

trong diéu kién bat dinh, tir 6 cai tién thiét ké trudc khi xay dung thyc té.

1.5. CAC CONG NGHE, CONG CU PE PHAT TRIEN TOA NHA

THONG MINH DUA TREN CO SO CPS/IOT

Viéc trién khai mot hé théng toa nha thong minh hi€¢u qua doi hoéi su két
hop chit ché gitta cac cong nghé nén tang, phan mém chuyén dung va céng cu mod
hinh héa — mé phong — trién khai. Dudi day 1a phan tich chi tiét cac nhom cong
nghé chinh dong vai tro c6t 16 trong kién tric va van hanh cta toa nha théng minh
1.5.1. Cong nghé cam bién va Internet of Things

Hé sinh thai cam bién va thiét bi IoT 1a nén tang vat 1y cia toa nha thong
minh, gitip thu thap dit liéu moi trudng, phét hién trang thai va diéu khién thiét bi.

Cam bién moi truong: Nhiét do, do am, anh sang, khi CO2, bui min, tiéng

on,...

Cam bién hién dién va chuyén dong: ho trg diéu khién chiéu sang, HVAC,

va an ninh.

Thiét bj diéu khién: van nudc tu dong, bd diéu chinh HVAC, khoa ctra

thong minh, thang mdy thong minh,...

Chuan giao tiép: Zigbee, Z-Wave, LoRaWAN, Bluetooth Low Energy

(BLE), Wi-Fi1 6, Ethernet, Thread.

Céc thiét bi nay hoat dong lién tuc va tao ra dong dir liéu 16n, doi hoi kién

truc mang on dinh va bao mat cao.
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1.5.2. Cong nghé truyén thong va két ndi

Ha tang mang trong toa nha théng minh khong don thuan 1a két ndi thiét bi,

ma con dam bao dg tré thap, do tin cay cao va kha nang bao vé dir liéu.

Mang noi bd tdc do cao (LAN, VLAN) dé két ndi cac bod diéu khién chinh
(controllers).

Ha ting mang khong dy: Wi-Fi 6/6E cho ving phu rong, Zigbee/Z-Wave
cho thiét bi cong suét thap.

Két n6i WAN/Internet: sir dung mang quang (FTTH) hodc 5G/6G dé dong
bd v61 dam may.

Giao thuc tiéu chuén: MQTT, CoAP, OPC-UA, BACnet/IP, KNX,... dugc
dung dé dam bao tinh twong thich lién thiét bi.

Tinh ma hoa dit liéu, quan 1y bang thong, va chéng nhidu mang 13 yéu td

trong yéu khi trién khai trong thuc té.

1.5.3. Nén tang phan tich dir liéu va tri tué nhén tao

Dit liéu thu thap tir hé théng cam bién can dugc xir Iy va phan tich lién tuc

dé ra quyét dinh va du doan trang thai:

Phan tich thoi gian thyc (Real-time Analytics): st dung Spark, Apache
Flink, hodc AWS IoT Analytics.
Tri tu¢ nhan tao:
+ Hoc may (Machine Learning): nhan dién hanh vi, du doén tiéu thy
nang luong, phat hién bat thuong.
+ Xu ly ngdn ngit tu nhién (NLP): diéu khién bang giong noi.
+ Thi gidc may tinh (Computer Vision): phan tich hinh anh tir camera
giam sat.
Nén tang AI phd bién: TensorFlow, PyTorch, Scikit-learn, Edge Al véi
NVIDIA Jetson, Google Coral,...

Tich hop Al khong chi gitp toi wu van hanh ma con nang cao kha nang tu

dong thich nghi cua toa nha.
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1.5.4. Cong nghé dién toan dam may va bién (Cloud & Edge Computing)
Viée xtr Iy dir liéu 16n va diéu phdi hé thong can két hop giira dam may
trung tam va dién toan bién:
Dién todn ddm may (Cloud): stt dung AWS IoT Core, Microsoft Azure loT
Hub, Google Cloud IoT,... dé luu trit, phan tich va quan 1y tir xa.
Pién toan bién (Edge Computing): cac gateway tai ting dudi xtr Iy dit lidu
tai chd nham giam d6 tré, giam phu thudc két ndi mang.
Kién trac két hop Cloud-Edge (Hybrid): can bang giita hiéu ning, bao mat
va chi phi trién khai.
Pay 1a kién trac chu dao trong cac toa nha thong minh quy mé 16n hodc yéu

cau do phan hoi thoi gian thyc cao.

1.5.5. Cong nghé an ninh mang va bao mat hé thong

Véi dic thu két ndi mo va da thiét bi, toa nha thong minh 13 muc tiéu tiém
ning cho cac cudc tan cong mang. Cac cong nghé bao mat bao gom:

Xéc thuc da yéu té (MFA), Zero Trust Architecture (ZTA).

Firewall va hé thong phat hién xam nhap (IDS/IPS).

M3 hoéa dit liéu AES-256, TLS 1.3 trong truyén thong va luu trit.

Blockchain cho truy xuat ngudn gdc thiét bj va ghi log bat bién.

Ngoai ra, can c6 hé thong giam sat an ninh mang (SIEM) dé phat hién sém

cac moi de doa.
1.5.6. Cong nghé mé hinh héa, mé phéng va trién khai

Pé dam bao hé thong hoat dong dung nhu thiét ké, can st dung cac cong
cu ky thuat trong céc giai doan phén tich — thiét ké — kiém thu.

Céc cong cu nay cho phép thir nghiém cac kich ban phire tap nhu mat dién,
tan cong mang, hanh vi bat thuong,. .. trude khi trién khai thuc té.
1.5.7. Giao dién ngwoi dung va nén tang diéu khién

Giao di¢n dicu khién 1a di€ém ti€p xtc chinh gilra con nguoi va h¢ thong:
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Ung dung di dong hoic dashboard web: cho phép diéu chinh 4nh sang, diéu
hoa, khoa cira,...

Hé thong diéu khién bang giong ndi: tich hop tro 1y ao nhu Google
Assistant, Alexa, hoac Al no1 bo.

Man hinh cam ng, bang diéu khién trung tdm: hd trg giam sat va diéu
khién tap trung.

Tinh than thién, truc quan, va kha ning tuy chinh 1a yéu t6 then chét trong

thiét ké UI/UX cho hé thong.

1.6. KET LUAN CHUONG 1

Chuong nay di trinh bay mét cach toan dién cac khai niém 1y thuyét nén
tang lién quan dén toa nha thong minh dua trén cong nghé Internet van vat (IoT)
va Hé thong khong gian mang—vat Iy (Cyber-Physical Systems — CPS). Viéc phan
tich mbi quan hé twong hd gitta ba thanh phan cot 16i cia mot hé thong toa nha
thong minh — bao gdm tang cam bién, ting mang truyén thong, va tang xu 1y ra
quyét dinh — cho thdy rd rang rang kién trac IoT/CPS dong vai trd trung tim trong
viéc hién thuc hoa cac chic nang ty dong hoa, toi uu hoa va thich tng theo ngir

canh trong moi truong xay dung hién dai.
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CHUONG 2. GIAI PHAP HE THONG THONG TIN CHO TOA
NHA THONG MINH VOI CPS/IOT

2.1. VAN PE TON PONG CUA CPS/IOT POI VOI CAC HE THONG

QUANLY

Hé thong mang vat 1y (CPS) nham vao viéc tich hop cac dich vu dién toan
va hé théng vatly dé cung cép cac dich vu thong minh va mach lac. Trong khi do,
CPS 1a cac hé théng dong thoi gian thuc phan tan va lai, v6i nhiéu vong lap co
muc d§ quan trong cua ing dung khac nhau hoat dong & cac thang thoi gian va
khong gian khéc nhau. Mac du c6 nhiéu nd luc phat trién CPS, nhiéu béo céo du
doan rang CPS sé& khong kha dung cho cong chung trong vong nam hodc muoi
nam nita. Mot vi du ndi tiéng 1a xe tu hanh do Tesla va cac nha san xuét 6 t6 16n
trén thé gidi phat trién. C6 khai niém tuong tu vé tich hgp may tinh va thiét bi vat
Iy, cac ung dung IoT s& sém c6 mat trén thi truong cho cong ching. Nhiéu bao
céo khao sat thi truong bao gdm céac bao cao do CISCO va IDC cong bd uée tinh
rang s6 lugng thiét bi IoT s& nhiéu hon s6 dan trén thé gidi trong mot vai nam.
Ngay nay, nhiéu nguoi trong ching ta c6 thé can quan 1y ba dén bay thiét bi ky
thuat s6 va tong so thiét bi duoc két ndi véi mang sé& tang 1én 50 ty vao nam 2020.
Trong $6 50 ty thiét bi, mot s6 luong 16n cac thiét bi s& duoc lép dat trong cac nha
may va toa nha thuong mai/dan cu, trén xe cd va trén duong phd. Do d6, lam thé
nao dé quan 1y céc thiét bi nay dé dam bao rang hau hét, néu khong mudn néi 1a
tat ca, chung hoat dong chinh xac dé thuc hién cac dich vu da trién khai 1a mot
thach thtrc co ban ddi véi cac tmg dung IoT. Pic biét, hiu hét ngudi dung cac
thiét bi nay khong dugc dao tao va khong mudn duoc dao tao dé cAu hinh thu
cong cac dich vu trén cac thiét bi nay. Cac dich vu IoT nén duoc quan 1y voi it nd
luc ctia ngudi dung nhat. Khong mat tinh tong quat, ching toi gisi thiéu CPS/IoT
cho ca hé théng CPS va IoT trong dé xuit nay mic du co su khac biét dang ké

gitra cac kién tric h¢ thong cua ching. Muyc tiéu cia bai dé an nay 1a nghién ctru
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nhiing thach thirc mo1, cdc nghién ctru dang dién ra va cac van dé chua dugc giai
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Hinh 2.1. Vi dy vé nhitng nhiém vu nan giai nhung khéng kém phan quan trong CPS/IOT
trong hé thong toa nha thong minh va thanh phé théng minh. a) ATCS, b) Hé thong diéu khién
giao théng théng minh, ¢) Nha xanh théng minh, d) Hé thong quan Iy nhiét do trong phong
server

Hinh 2.1 cho thdy bén vi du vé hé thong CPS/IoT dang gip phai nhiing
thach thitc méi. Ca bdn vi du ndy déu 13 nhiém vu quan trong, trong d6 hé thong
khong thé khoi phuc sau khi trang thai hé théng da thay do6i

Hinh 2.1a va b cho thay hai hé théng kiém soat giao thong, mot 1a hé thong
kiém so4t khong luu (ATCS) va hé thdng con lai 12 hé thdng kiém soat giao thong
thong minh. ATCS c6 vai tro quan trong doi v6i nhiém vu theo nghia néu quyét
dinh bi tri hoan hodc sai, thi khong thé dao nguoc va khoi phuc lai dugc thay doi
d6i voi hé thong. Mot quyét dinh sai c6 thé gy ra va cham gitta cac may bay hoic
lam ch@m lich trinh. Vao ngay 12 thadng 12 nam 2014, mot truc trac trén ATCS,
bat dau hoat dong vao nim 2012, di khién 1300 chuyén bay bi huy va nhiéu

chuyén bay khac bi cham tai San bay Heathrow. Hon nita, hiéu img day chuyén
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d3 gay ra nhiu sy chdm tré hon & cac san bay lan cin. Khong c6 bao cdo nao vé
su gidn doan tai thoi diém viét bai nay. Trong vi du nay, hanh khach Ia cac h¢
théng vat 1y. Lich trinh di chuyén ctia ho bi thay d6i va khong thé khoi phuc hoan
toan. Cac may bay dugc ATCS chi huy va ludn chd 1énh dé tiép tuc. Trong khi
cac may bay trong hé thong co thé bi ha canh va chd cac mdi quan ngai vé an
toan, thi lich trinh di chuyén cta timg c4 nhan thi khong. Hé théng kiém soat giao
thong xe thong minh diéu khién dén giao thong bang cach sir dung dit liéu giao
thong thu thap duogc trén dudng. Trong cac hé théng nhu vay, dén giao thong van
khong thay d6i khi khong c6 1énh méi va 1a mot phan ciia hé thong may tinh. Mat
khac, xe cd trén duong dugc diéu khién bai ngudi 1ai xe va 1a hé théng vat 1y. Mot
1énh sai cho dén giao théng c6 thé gy ra va cham tai cac ngd tu hodc 1am cham
lich trinh ctia ngudi lai xe. Do d6, ca ATCS va hé thong kiém soét giao thong xe
thong minh déu 1a CPS/IoT quan trong ddi voi nhiém vy,

Hinh 2.1c va d cho thay hai hé théng kiém soat thoi tiét, duy tri nhiét do
trong mot pham vi nhét dinh. Cu thé, nhiét d6 trong Nha kinh thong minh duoc
thé hién trong Hinh 1c da dugc kiém soat trong pham vi vai do va nhiét o trong
Phong may chu dugc thé hién trong Hinh 2.1d duoc gidi han & mic 27°C hoic
80°F. Mot quyét dinh sai, do nhi¢t o doc khong chinh xac, trong Nha kinh thong
minh c6 thé gay hai cho cdy trong trong nha kinh, chang han nhu hoa lan, va thiét
hai cho ciy trong thuong khong thé phuc hoi; tuong ty nhu vdy, mot quyét dinh
sai trong Phong may chu c6 thé tit may chu, dan dén ton that tai chinh cho trung

tam dir liéu nhu yéu cau boi thuong tir khach hang.

2.2. CAC THACH THUC VA GIAI PHAP TRONG PHAT TRIEN HE
THONG CPS/IOT

2.2.1. Phin mém trung gian (middleware) cho phat trién va quan ly dich vu

Phan mém trung gian (middleware) dung dé ndi cac dich vu lai v6i nhau dé
thue hién cac chirc ning két hop. Vi vy, hé diéu hanh 13 phan mém trung gian va

moi truong thoi gian chay trén cac hé thong tinh toan ciing la phan mém trung
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gian. Trong bai viét nay, phdn mém trung gian cho CPS/IoT dai dién cho moi
truong dé phat trién, trién khai, thuc thi va quan ly céac dich vu cho CPS/IoT.
2.2.1.1. Phan mém trung gian CPS/IoT

Nhiéu chuyén gia di dé xuat mot middleware thoi gian thue c6 thé cAu hinh
lai danh cho CPS phan tan véi cac su kién khong dinh ky vao nam 2008. Nghién
clru nay tap trung vao cac quy trinh lam viéc linh hoat trong CPS. Cac CPS phan
tan khac nhau phai xt 1y cac su kién dinh ky va khong dinh ky voi cac yéu cau da
dang. Trong khi cac middleware thoi gian thyc hién c6, chang han nhu real-time
CORBA, di cho thay tiém niang nhu mot nén tang cho cac hé thong phan tan véi
cac rang budc vé thoi gian, chung thiéu cac co ché cdu hinh linh hoat can thiét dé
dé dang quan 1y thoi gian tir ddu dén cubi cho nhiéu loai CPS khac nhau véi ca
cac su kién dinh ky va khong dinh ky. Pong gop chinh ctia nghién ciru nay 14 thiét
ké, trién khai va danh gia hiéu suat cta cac dich vu middleware thanh phan c6 thé
c4u hinh dau tién danh cho kiém soat chdp nhan va can bang tai trong viéc xir 1y
cac sy kién dinh ky va khong dinh ky trong CPS phan tan. Két qua thuc nghiém
chtng minh su can thiét va hiéu qua ctia phuong phap middleware thanh phéan co
thé cau hinh cua chiing t6i trong viéc hd tro cac ing dung khac nhau véi cac su
kién dinh ky va khong dinh ky, dong thoi cung cap mot nén tang phan mém linh
hoat cho CPS phan tan v6i cac rang budc thoi gian tir dau dén cudi.

WuKong 1a mot middleware thong minh giita cac tng dung va céc thiét bi
ToT. N6 hd trg cac tinh nang sau: Pau tién, nhan dién cac thiét bi khong déng nhat
trong két n6i, ngit canh ngudi dung va nhu cau. Thir hai, ciu hinh va chuyén d6i
cac thiét bi thanh cac thanh phan dich vu. Thir ba, thich nghi va phan phéi ma ing
dung dé dat duoc két qua mong mudn. Cudi cung, thuc hién tat ca nhirng diéu trén
thong qua truy cép tuor xa dén cac cam bién. Mot muc tiéu khac 1a su dung
middleware WuKong nhu nén tang phat trién tng dung IoT thé hé tiép theo dé
xdy dung cac ung dung cip cao. Middleware WuKong bao gdbm mét JVM nhe.
JVM cho phép cac nha phat trién thém hanh vi cu thé cta Gmg dung vao cac chirc

nang da co6 trong phan cing cam bién/bg diéu khién.
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Middleware WuKong bao gém hai thanh phan chinh dé giai quyét khoang
cach trong phat trién va quan 1y tng dung IoT: middleware thong minh va khung
phat trién dya trén ludong. Middleware WuKong duoc coi 1a mot middleware ao
(VMW). C6 hai 1y do cho diéu nay. Thir nhét, khi mang cam bién tré nén phd bién
rong ri, rat co kha ning cac tng dung phai str dung cam bién duoc phat trién boi
cac nha san xuat khac nhau va giao tiép bang cac giao thirc mang khac nhau. Co
mot cam bién 4o s& cho phép cac ing dung chay trén mang cam bién khong dong
nhat. Thir hai, khi hé théng quyét dinh cdu hinh lai mang, qua trinh 14p trinh lai
cac nut sé& it ton kém hon nhd thiét ké may 4o, vi s6 dong ma s& giam di do cam
bién 40 c6 thé cung cdp cic nguyén thity cip cao danh riéng cho cac tng dung
[0T. Trén nén middleware WuKong, khung WuKong c6 thé tri hoan viéc lién két
cac thanh phan logic véi cac thiét bi vat Iy cho dén khi tmg dung duoc trién khai,
thay vi khi tng dung duoc phat trién. V6i middleware thong minh va FBP, khung
WuKong cho phép lién két thong minh cho cac hé thong IoT.
2.2.1.2. Thdch thirc vé thiét ké middleware cho toa nha théng minh
Middleware duoc trinh bay & trén cung cdp moi trudng phat trién va van hanh cho
nhiéu tng dung IoT. Tuy nhién, van con nhiéu thach thirc can giai quyét:

- Kiém soat quyén riéng tu: IoT trong cic tdoa nha théng minh va thanh phd
thong minh thu thap hanh vi cua nguoi dung, c6 hodc khong cé danh tinh.

Viéc dir liéu dugc thu thap thudc quyén sO hiru, cong b, luu trir va sir dung

nhu thé ndo 13 mdi quan tAm quan trong d6i v6i cu dan trong cac tda nha

va thanh phd. Middleware can cung cap co ché dé bao vé quyén riéng tu va
kiém soat ludng dir liéu nham dap Gmg cac yéu ciu quyén riéng tu do nha
phat trién hodc ngudi dung dit ra. Chinh sach kiém soat quyén riéng tu
dugc dinh nghia trong middleware can duoc 4p dung trén cic hé thong

CPS/IoT. Tuy nhién, hién nay thiéu mot dang biéu dién c6 thé doc duogc

bang méy dé kiém soat quyén riéng tu, va diéu nay can dugc dinh nghia dé

tat ca cac thiét bi tham gia trong hé théng déu tuan theo.
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- Kiém soat truy cép: So v6i kiém soat quyén riéng tu, chinh sach kiém soat
truy cap dinh nghia quyén dugc phép truy cap dit liéu cho cac dich vu hoic
thiét bi. Dix liéu duoc thu thap trong cic toa nha va thanh phd thong minh
thuong chtra thong tin vé vi tri va thdi gian. Do do, kiém soat truy cip
khong chi can xem xét cac dich vu thu thap dir liéu, ma con ca cac thude
tinh khac nhu vi trf va thoi gian dé xac thue quyén truy cap vao dir liéu.

- Kha ning mé rong: Trong cac toa nha va thanh phd, sd lugng thiét bi va
dich vy trién khai c6 thé 1én dén hang nghin hoic hang tram nghin. Khong
kha thi dé thiét ké mot dich vu duy nhat véi cac lién két giao tiép phirc tap
giita cac thanh phan dich vu va két ndi mang phrc tap gitta cac thiét bi ¢
quy mo nay. Do d0, trén middleware, can thiét ké mot dich vu duy nhét cho
cac thiét bi cung loai va trién khai dich vu nay cho tat ca cac thiét bi trong
tdoa nha va thanh phd. Céc lién két giira cac dich vu can duoc middleware
két ndi tu dong theo cac quy tic khac nhau. Vi dy, mot dau bao khoi thong
minh c6 thé cung cép hudng so tan chinh xac dua trén dir li¢u dugc thu thap
tir cac dau bao khoi khac trong cting mét toa nha. Cac lién két ludng dir liéu
gilra cac dau bao khéi phu thudc tu nhién vao vi tri. Do do, middleware co
thé tu dong lién két cac thiét bi dugc trién khai gan nhau dé trao ddi dit liéu
thu thap.

- Quan ly dich vu: Quan 1y cac dich vu trén hang nghin hodc hang tram nghin
thiét bi trong mot hé théng 1a mot cong viée day thach thirc. Thém vao do,
cac thiét bi c6 kha ning khong dong nhat, nhung van thyc hién cung mot
dich vu hoac dich vu tuong tu. Nhiéu cong cu quan ly dich vy hién nay
duogc thiét ké dé quan 1y cac hé théng may tinh v6i day du kha ning, bao
gbm giao thirc mang dé hd trg quan 1y tir xa va hé thong luu trir dé ghi lai
cac thao tac va sy kién trén céc thiét bi dugc quan ly. Trong cac h¢ théng
CPS/IoT, khong phai tat ca thiét bi déu c6 cac kha nang trén. Mot s6 thiét
bi chi c6 kha ning giao tiép han ché; mot s6 chi co thé truy cap vao cac

khoang thoi gian nhat dinh do gidi han nang luong. Middleware CPS/IoT
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danh cho toa nha va thanh phd théng minh can c6 kha ning giam sat tir xa
va quan 1y cac dich vu trién khai trén thiét bi. Khi c¢6 16i, du 1 phan cing
hay phﬁn mém, cac dich vu bi 16i can duoc x4c dinh va thay thé trong thoi
gian ng?fm nhat. Khi cau hinh hoic yéu cau thay ddi, cac dich vu can duoc

c4u hinh lai hodc thay thé véi chi phi quan 1y t6i thiéu.
2.2.2. Chat lwong dir liéu

Chat luong dit liéu 13 thach thirc thir hai ddi véi cac dich vu tinh toan trong
CPS/IoT, dic biét trong cac toa nha théng minh va thanh phd thong minh. Hé
théng CPS/IoT tich hop hai loai hé thong véi cac gia dinh khac biét vé hanh vi
cua hé théng. Mot khac biét 16n 1a vong doi cua dir ligu. Dir li¢u trong hé théng
tinh toan ton tai cho dén khi bi cap nhat hodc xda; trong khi dir li¢u trong h¢ théng
vat 1y chi hop 1¢ tai thoi diém cam bién va s& khong dugc luu trit trir khi ¢6 chi
dinh. Néu khong c6 su biéu dién phu hop vé chat lugng dir liéu nhu d6 chinh xac,
vong doi, vi tri va thoi gian mau, qua trinh tinh toan rat c6 thé s& dién giai sai hoic
str dung sai dit liéu tir cac quy trinh vat 1. Do d6, CPS/IoT can dam bao dit liéu

thu thap dap tng cc yéu cau duoc chi dinh boi cac quy trinh tinh toan.

2.2.3. Thanh phén dich vu va mé hinh tinh to4n

Muc tiéu cta viée trién khai cac thiét bi cam bién trong cac toa nha va thanh
phé 1a thu thap dit liéu va phan hdi mot cach thu dong, chu dong hodc tham chi 1a
chu dong trude. Quyét dinh co ban 13 cach xur 1y dit liéu da thu thap: mé hinh tap
trung hodc phan tan, xtr 1y trén thiét bj bién hay thiét bi dam may. Vi du,
SmartThings str dung mo hinh tép trung va dya trén ddm may. Tuy nhién, mé hinh
nay c6 mot sé nhuge diém 16n nhu han ché vé kha niang mé rong va kha ning
phan hdi. Mot cach tiép can khac 1a sitr dung mé hinh tinh toan phén tan, trong d6
cac dich vu c6 thé duge thuc hién trén cac thiét bi trong hé théng ma khong can

két ndi Internet
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2.2.4. Kha niing chiu 15i

Kha ning chiu 15i 1a thach thire thi tu ddi véi cac tng dung IoT duge trién
khai trong thuc té, vi su ¢b ctiia mot thiét bi ToT co thé lam gian doan hoac tham
chi de doa dén tinh mang nguoi dung. IoT/CPS mang tinh di thé cao va ludn tién
hoa, 1am gia ting cac thach thirc vé quan 1y. Can c6 co ché giam sat 161 hiéu qua

dé giam thiéu luu luong giam sat tong thé, trong khi van dam bao do tin cay.

2.2.5. Sy 6n dinh ciia mang internet

Trong hé théng toa nha thong minh, su 6n dinh va nhanh nhay cua mang
internet 1a diéu tat yéu, vi thé mang Zigbee ludn 1a sy lya chon t6i wu trong hé
thong str dung cong nghé CPS/IoT.

Mang Zigbee 1a mot cong ngh¢ khong day da dugc ra doi cach ddy hon mot
thap ky. N6 duoc xay dung dya trén tiéu chuan 802.15.4 cta IEEE. La mot giai
phap thay thé cho mang wifi va bluetooth trén mot s6 tng dung. Trong d6 sé& bao
gom cac thiét bi sir dung it nang luong.

Cong nghé Zigbee khong c6 tip trung vao cac diém két ndi qué nhiéu.
Zigbee s& hoat dong t6t khi truyén dit liéu giita hai thiét bi c6 cong suat cao khac
nhau trong pham vi ngén. Trong thuc thé, néu dung qua nhiéu cac thiét bi sir dung
mang Zigbee trong hé thdng tda nha thong minh, van sé& c6 thé xay ra truong hop
mot sb thiét bi khong thé két ndi. Boi vi ¢6 qua nhiéu thiét bi muon két ndi dé
tuong tac v4i bo diéu khién trung tam.

Cong ngh¢ Zigbee c6 cac nat hoat dong nhu mot mang ludi. Ngay ca khi
c6 nit nao d6 phat hién tin hiéu bj 16i, cac thiét bi van duoc hoat dong mot cach
6n dinh. Dé danh gia cu thé hon vé tdm quan trong ctia mang Zigbee, chung ta s&
di qua tig yéu t6 sau day:

- Tinh b&o mat cao: Dé danh gia vé van dé bao méat cua mang Zigbee, loai
mang nay duoc bao mat véi cac khoa d6i xiang 128 bit. Cach ma hoa nay
dat tiéu chuan cao dugc sir dung trong cac ung dung tryc tuyén ctia ngan

hang hay ca trong cac co quan chinh phi. Chinh vi thé khi str dung Zigbee
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s€ lam tang kha nang bao mat. Ngudi dung cling yén tdm hon khi str dung
hé thdng nha smartphone c6 két nbi Zigbee.

Mang luéi két ndi rong 16n: Nhu da néi ¢ trén Zigbee so hitu 1én dén 65.000
diém nut gitp no tré thanh mot mang ludi két ndi 16n hoat dong mot cach
hiéu qua va 6n dinh. Trong d6, mdi diém nat déu co vai tro truyén tai théng
tin dgc 1ap, chung tu két ndi va truyén tai dir liéu v&i nhau ma khong can
két ndi mot cach lién tuc véi bo diéu khién trung tam. Néu c6 mét nat bi 16
thi nat diéu khién s& tu dong két ndi dé dam bao mang ludi co thé hoat dong
mot cach hiéu qua.

Str dung ning lwong hiéu qua: Khi c6 nhiéu thiét bi két ndi trong ngdi nha
thong minh, viéc tiéu tén dién ning khién nhiéu nguoi lo ngai. Zigbee s&
gitip ngudi dung stir dung ngudn dién mot cach hiéu qua, khong nhiing thé
né con giup nguoi dung kiém soat tbt moi hoat dong cua cac thiét bi nho
kha nang hen lich cho céc thiét bi hoat dong. Do do, dién nang tiéu ton cho
cac thiét bi chuan Zigbee thuong rat tiét kiém.

Uu nhuoc diém cia ZigBee

Hién nay, mang Zigbee dugc dung rong rai trong nha thong minh bdi nd co

nhitng vu diém vuot troi nhu:

Lap dat don gian: Viéc lap dit cac thiét bi co sir dung mang Zigbee rat don
gian va dé dang.

Két nbi internet: Thong qua két ndi internet ngudi dung dé dang diéu khién
cac thiét bi. Nho d6 viéc diéu khién trong ngdi nha thong minh ctia nguoi
dung ciing dé dang hon.

Kha ning mé rong cao: Mang Zigbee khong can nhiéu cuc phat trung tim
bai vi, cac thiét bi sir dung mang nay vira ¢ thé nhan vira ¢6 thé truyén di
lidu cho cac thiét bi khac. Nho vy ma no sé& tré thanh mot mang ludi mé
rong cuc 16n. Zigbee c6 thé mo rong 1én dén 65.000 thiét bi trong cung hé
thong.

Zigbee dugc st dung ma hoa AES-128, nhd d6 ma nd ¢6 d§ bao mat cao.
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Hoat dong on dinh: bay la cong nghé¢ mang hoat dong on dinh trong pham
vi c6 mat dd tin hiéu day dac.
Ngoai nhitng vu diém trén thi Zigbee c6 mot s6 nhuoc diém nhu:

Trong mot pham vi ¢6 dién tich qua rong thi mang Zigbee khong thé phu

song hét toan bd. Lic nay s& can mot thiét giap md rong do phu song 1a

ZigBee Repeater.

Mang Zigbee sé& bi yéu di khi gip vét can 16n hodc nha c6 nhiéu phong. Pic

biét n6 khong thé xuyén tuong duoc.

Do on dinh cua song Zigbee khong on dinh bang thiét b di day.

Mdi mang cam bién khong day duya trén ZigBee déu c6 mot B didu phdi
ZigBee (ZC). Trong mdi mang, chi c6 duy nhat mot bo diéu phdi, va ZC 1a thiét
bi chiu trach nhiém thiét 1ap mang. ZC luu trir thong tin mang bao gém cac khoa
bao mat (chéng han nhu $6 nhan dang mang khu vyc ¢4 nhan - PAN ID). Bo diéu
phdi nay 1a mo-dun RF thu phat khong chi nhan dit liéu tir cac niit cam bién twong
ung thudc vé n6 ma con dam nhiém viéc cau hinh tir xa va phat hién 15i cta cac
nat cam bién lién quan khéc trong mang.

Trong cac cau tric lién két dang cay va dang ludi, cac bd dinh tuyén ZigBee
(ZRs) dugc st dung dé mé rong pham vi phi soéng ctia mang cho giao tiép khong
day. Ngoai ZC va ZRs, con c6 hai loai thiét bi ZigBee khac. Thiét bi ZigBee co
thé duoc cau hinh (1ap trinh) thanh thiét bi dau cudi ZigBee (ZED) va thiét bi dau
cubi ZigBee kiém bo dinh tuyén (ZEDR). ZED thudng 14 cac thiét bi co cong suit
thap va chay bang pin nho. Chung truyén dit liéu truc tiép dén nat cha (ZC), va
nut cha c6 thé 1a bo diéu phdi hodc mot nit dinh tuyén khic. ZED khong thé
chuyén tiép dir liéu tir cac nat khac. Cac ZRs chuyén tiép goi tin cta cac nat 1an
can dén dudng dan duoc chi dinh, trong khi nat ZEDR c6 thé chuyén tiép ca di
liéu ctia chinh né 1an dit liéu cua cac nat 1an can trong mang. Cac nat ZR va ZEDR

déu c6 tiy chon cong suat giong nhu ZED.
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Cac nit ZigBee dugc phan bd & nhitng khoang cach khac nhau trong khu
vuc do thi ciia moi truong gia dinh, va dit 1iéu dugc guri qua mang dén bo diéu
phdi.

2.3. TONG THE KIEN TRUC HE THONG

2.3.1. T?mg Thiét bi (Device Layer)

Tﬁng thiét bi bao gém cic cam bién va thiét bi IoT duogc lép dat trong toa
nha, c6 kha nang giam sat cac yéu td vat 1y nhu nhiét 4o, &nh sang, do am, sy hién
dién ctia con ngudi, va chat lugng khong khi. Cac thiét bi nay thu thap dit lidu va
gti dén cac bo xur 1y thong qua mang truyén thong. Mot s thiét bi pho bién 1a
cam bién chuyén dong, cam bién anh sang, camera an ninh, khéa ctra thong minh,

va cac hé théng HVAC (heating, ventilation, and air conditioning) thong minh.

2.3.2. Tang Truyén thong (Communication Layer)

Dir liéu tir tang thiét bi duoc truyén tai qua tang truyén thong, dong vai trd
két ndi cac thiét bj IoT v6i hé thong trung tim. Tang nay sir dung cac giao thirc
truyén thong nhu Wi-Fi, Zigbee, Z-Wave, Bluetooth, va LPWAN dé truyén dir
liéu. Tang truyén thong giup duy tri két ndi lién tuc va bao mat dit liéu giira cac
thiét bi voi hé thong trung tim, cho phép giam sat va kiém soat toa nha tir xa.
2.3.3. Tang Xir Iy Dir liéu (Data Processing Layer)

T?mg xur 1y dir ligu 1a trung tdm cua kién trac hé théng, noi dir liéu duoc thu
thap tir cac cam bién va thiét bi dugc xir Iy va phan tich. Hé théng c6 thé luu trix
dix liéu trén nén tang dam may hodc tai cac may chu noi bd, tiry thudc vao yéu cau
bao mat va khd nang mé rong cua toa nha. Cong ngh¢ tri tu¢ nhan tao (Al) va dir
liéu 16n (Big Data) dugc ap dung dé phan tich dir liéu thoi gian thuc, gitp phat

hién cac xu hudng, canh bao cac su co, va dy doan nhu cau cia toa nha.

2.3.4. Tang Ung dung (Application Layer)
Tang tng dung cung cap cac tinh nang va dich vu tryc tiép cho ngudi dung,

quan 1y, va bao tri toa nha. Cac ing dung bao gdm quan 1y ning lwong, bao mat,
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bao tri du doan, hé théng kiém soat moi trudng, va trai nghiém nguoi dung tuy
bién. Théng qua tng dung di dong hodc giao dién web, ngudi quan 1y c¢6 thé theo
ddi, diéu chinh va nhén cac thong bao vé tinh trang hoat dong cua tda nha. Nguoi
dung ciing c6 thé tiy chinh méi trudng séng theo ¥ thich, nhu diéu chinh anh sang

va nhiét do, tir thiét bi di dong hodc cac thiét bi diéu khién thong minh.

24. MOT SO THANH PHAN CHINH CUA HE THONG IOT/CPS

TRONG TOA NHA THONG MINH

Thiét bj IoT va Cam bién: Cac cam bién nhu cam bién chuyén dong, anh
sang, nhiét do, do am, va chat lugng khong khi 1a thanh phan thiét yéu dé thu thap
dir liéu moi1 truong. Cac thiét bi nhu khoa cura thong minh, camera gidm sat va hé
théng HVAC (heating, ventilation, and air conditioning) ciing thudc nhém nay.

Bo truyén tin hiéu va Giao thire Két nbi: Tang truyén thong két ndi cac thiét

bi v6i hé thong trung tdm thong qua cac giao thirc nhu Wi-Fi, Zigbee, Bluetooth
va LPWAN, cho phép truyén tai dir liéu mot cach lién tuc va bao mat.
Hé théng Piéu khién va Xt Iy Dit liéu: B xtr 1y trung tAm (c6 thé 1a may chi cuc
bo hodc dam may) tiép nhan dir li¢u, xr ly, phan tich va ra quyét dinh. Al va Big
Data ciing dugc tich hop tai day dé cung cap tinh ning phan tich nang cao va du
doan.

Ung dung va Giao dién Nguoi dung: Cung cip cac dich vu quan 1y va diéu
khién nhu theo d&i nang luong, an ninh, bao tri va tdi vu héa moi truong. Nguoi
dung co thé quan Iy va tiy chinh tir xa qua tmg dung di dong hodc giao dién web,
tao trai nghi€ém thong minh, tién loi va an toan hon.

Hé thong Bao mat va Quan 1y Dit liéu: Pam bao bao mat thong tin va bao
vé quyén riéng tu ctia ngudi dung. Thanh phan nay bao gdm ma hoa, quan 1y truy
cdp va bao mat mang dé giam thiéu cic nguy co xam nhép, gitp toa nha an toan

va dang tin cay.
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2.5. QUY TRINH TU PONG HOA TRONG TOA NHA HE THONG
THONG MINH
Quy trinh ty dong hoa trong tda nha théng minh 1a sy phdi hop gitra cac
thiét bi, cam bién, hé thong diéu khién va phan mém quan Iy nham tbi wu hoa cac
hoat dong van hanh, giam ti€u thu nang luong, va nang cao trai nghiém cua nguoi
str dung. Hé théng tu dong hoa trong tda nha thong minh thudng bao gdm céc
budc sau:
1. Thu thap dit liéu tir cam bién
- Céac cam bién IoT duoc lap dat khap toa nha dé thu thap dir liéu thoi gian
thuec.
+ Cam bién anh sang do do sang ctia moi trudng.
+ Cam bién chuyén dong phat hién sy hién dién ctia con nguoi.
+ Cam bién nhiét d6 va do am theo ddi moi truong khi hau trong toa
nha.
+ Cam bién chat luong khong khi do néng dd CO,, PM2.5, va cac chét
gdy 6 nhiém khéc.

Dit liéu nay 1a co so dé hé thdng dua ra cac quyét dinh ty dong.

2. Truyén dit liéu qua mang truyén thong
Céc dir liéu thu thap dugc tir cam bién duoc truyén dén trung tam xtr Iy qua
cac giao thirc mang nhu Wi-Fi, Zigbee, Bluetooth, hoac LoRaWAN.

- Tang truyén thong dam bao rang dir liéu duoc truyén di nhanh chéng, 6n
dinh va bao mat.

3. Xu ly va phan tich dit lidu
Dt li€u dugc xur ly tai may cht ndi bd hoac trén cac nén tang dam may.
Céc thuat toan tri tu€ nhan tao (Al) va dir liéu 16n (Big Data) dugc st dung
dé phan tich:

+ Nhén dién méu hanh vi: Hé thdng phén tich thoi quen sir dung cua

nguoi dan trong toa nha.
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+ Phat hién bat thuong: Canh bao cac su ¢d nhu nhiét do qua cao, co
su xam nhap bat hop phap, hodc hé thong khong hoat dong dung.
4. Pua ra quyét dinh tu dong
Dua trén két qua phén tich, hé thong dua ra cac quyét dinh diéu chinh:
~ Téi vu héa ning lugng:
+ Tét dén hodc giam mirc d6 chiéu sang & khu vuc khong c6 ngudi.
+ Diéu chinh nhiét d6 may diéu hoa dua trén sb luong nguoi trong
phong.
- Quan 1y an ninh:
+ Khoa tu dong cac cira & khu vuc khong dugc phép truy cap.
+ Kich hoat canh bao khi phat hién xam nhap trai phép.
- Cai thién tién nghi:
+ Diéu chinh 4nh sang va nhiét do theo thoi quen cua nguoi dung
5. Phan hoi va giam sat thoi gian thuc
- Két qua cua cac hanh dong tu dong duoc giam sat lién tuc thong qua giao
dién diéu khién, ung dung di dong, hoac man hinh trung tam.
- Nguoi ding hodc quan tri vién c6 thé can thiép bang tay néu can thiét, vi
du nhu thay d6i nhiét do, bat/tat cac thiét bi.
6. Cap nhat va bao tri hé théng
~ Céac hé thong ty dong hoa trong toa nha thudng xuyén duoc kiém tra va cap
nhat dé dam bao hiéu qua va an toan.
_ Cong nghé bao tri dy doan gitp phat hién sém céc 13i tiém an va giam thiéu
thot gian gian doan.
Vi du thuc té vé tu dong hoa trong toa nha thong minh:
1. H¢ théng chiéu sang thong minh: Ty dong diéu chinh d6 sang dua trén dnh
sang tu nhién va sy hién dién cua nguoi.
2. Diéu hoa khong khi thong minh: Ty diéu chinh nhiét do va ludng khong

khi dya trén thoi ti€t, s6 nguoi st dung, va s¢ thich cd nhan.
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3. An ninh thong minh: Camera gidm sat tich hop Al nhan di¢n khuon mat,
phat hién chuyén dong bat thudng, va giri canh bao ttrc thoi.

4. Quan ly nang lugng: Giam sat va t6i uu hoa tiéu thy ning luong, giam chi
phi van hanh va bao v¢ moi truong.

Tom lai: Quy trinh ty dong hoa trong toa nha thong minh 1a su két hop cia
cong nghé IoT, CPS, Al, va dir li¢u 16n, mang lai su hi¢u qua vugt trdi trong quan
Iy va van hanh. Nho vao cac hé théng nay, toa nha khong chi tiét kiém ning luong
ma con nang cao trai nghiém nguoi dung, ddm bao an toan va than thién véi moi

truong.

2.6. THIET KE HE THONG TOA NHA THONG MINH TREN CO SO

CPS/10T

So d6 b tri ctia toa nha théng minh duoc thir nghiém hién thi vi tri va cach
lap dat cac cam bién duogc hién thi trong hinh bén duéi. Hinh nay thé hién moi
truong nha & thyce té, noi mot ngudi sdng mot minh va duoce b tri cac cam bién
thong minh dé cai thién strc khoe ca nhan, tic 1a HY tro Séng Ddc 1ap (Ambient
Assisted Living - AAL). So dd ciing cho thay cac don vi cam bién khac nhau dé
giam sat cac thong s6 moi trudng va cac dbi tuong trong nha.

Nhu chiing ta c6 thé thay trong hé théng hién tai, nd bao gdbm mot mang
lu6i cac cam bién khong dong nhat. Cac cam bién khong dong nhat nay bao gom:
cam bién nhiét do, cam bién luc, cam bién PIR va cac don vi gidm sat thiét bi dién
tir va dién (thiét bi dién va dién tir - E & E). Mo ta ngan gon vé timg don vi cam

bién duoc trinh bay nhu sau:
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Hinh 2.2. So dé cau truc ngéi nha voi cac cam bién dwoc trién khai trong cdc do vt trong
nha

2.6.1. Pon vi giam sat thiét bi dién tir va dién gia dung

B6 phan giam sat va kiém soat mac st dung dién nay chira may bién ap va
cac thanh phan mach khac. Khéi may bién 4p bao gdm may bién ap dién ap va
may bién ap dong dién. May bién 4p dién 4p ha ap duoc str dung dé bién d6i ngudn
dién tir tin hiéu 220 V xubng 10 V va may bién ap dong dién ASMO10 dugc sir
dung d¢é lién két dong dién trong day dan voi tai théng qua mach may bién ap
dong dién. Bé khuéch dai tin hiéu, bd khuéch dai hoat dong LM324 dugc ap dung
két hop véi cac thanh phan khac nhu bo chinh luu, tu dién va dién tré khuéch dai
c6 cac thong sd cu thé. Dau ra tin hiéu cam bién twong tu duoc cung cap cho kénh
tuong tu cua chip truyén thong vé tuyén dé truyén khong day. Hinh 2.2a, b trinh
bay thiét bi duoc thiét ké va Hinh 2.2¢—h cho thay viéc sir dung thiét bi véi cac
thiét bi gia dung khac nhau. Dir liéu nay hitu ich dé phan tich mé hinh st dung
thiét bi.
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Hinh 2.3. (a,b) biéu dién don vi giam sat va kiém sodt viéc sir dung thiét bi dién va dién tir va

(c—h) biéu dién viéc giam sat va kiém sodt cdc thiét bi gia dung théng qua don vi nay; (i) biéu

dién don vi cam bién lic va (j—1) trién khai don vi cho cdc vit thé ding dé ngoi ciing nhw ngii
khdc nhau; (m,n) biéu dién cdch sdp xép don vi cam bién tiép xiic

2.6.2. Pon vi giam sat nhiét do
Dé thiét ké bo cam bién nhiét d, IC LM35 dugc két ndi v6i mach diéu hoa
dé theo ddi nhiét d6 méi truong. Hinh 2.4a, b thé hién viéc theo d5i nhiét do ngoai

troi va Hinh 2.4¢ thé hién viéc theo ddi nhiét do phong trong nha.

Hinh 2.4. (a,b) biéu dién don vi giam sat nhiét do bén ngoai dwa trén nang luwong mat troi tai
tao; (c) don vi gidm sdt nhiét dé bén trong va (d) cam bién PIR dé gidm sdt hoat dong.
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2.6.3. B cam bién tiép xiic cho dd vat trong nha

V61 muc dich gidm sat viéc st dung cac vat dung trong nha nhu ban chai
chudt va ban lam viéc van phong, ching toi d ché tao cac hé théng cam bién tiép
xuc khong day va két ndi ching. Hinh 2.7m,n cho thay bo phan cam bién tiép xtic
ché tao duoc két ndi vai ban chai chudt dé xac dinh tin suit sir dung va vi¢c su
dung céac vat dung nay duoc giam sat tai may chu cong gia dinh cuc bd bang cac

gia tri BAT/TAT.
2.6.4. Pon vi cam bién luc

Cam bién flexiforce 1a cam bién Piezoresistive A301 duoc st dung dé tinh
toan lwong ap suit tac dung 1én bat ky vat thé nao. Khi bat ky ap suat nao duoc
tac dung 1én cam bién, dién tro ctia cam bién s& giam. Do d6, dién ap dau ra s&
tang 1én. Pham vi dién tro thay ddi trong cam bién luc duoc tim thay trong cac
loai cam bién khac nhau. Ap suét Iy tuong nhat 13 duge dua vao phan tron trung
tam cua cam bién & ca hai bén. Cam bién dugc giit bén dudi cac vat thé dung dé
ngu va ngéi 1én. Cam bién duoc két ndi véi mach diéu hoa vai ngué)n dién 9 V.
Hinh 2.4i cho thay b phan cam bién luc va (j) dén (1) hién thi viéc trién khai bo
phan nay dé do luc. Phép do luc nay duogc lién két va phan tich dé xac dinh kiéu
chiém dung.

2.6.5. Thiét ké h¢ thong nhan dang ADL

Hé théng nhan dang cic hoat dong sdng hang ngay (ADLs) bao gdm céc
yéu td gdc cua cac so liéu théng ké phu hop ctia cac ADLs.

Mtrc d6 su kién cam bién 0 (Sensor Event Level 0): Muc dg nay bao gém
mét loat cac don vi cam bién duoc trién khai trong moi truong AAL. Nhitng cam
bién nay chu yéu duoc su dung dé tao ra dir liéu quan trong cho cadc muc do cao
hon. N6 truyén tai dit liéu cam bién khong dong nhét lién quan dén cac théng ké

cua doi tuwong va chuyén dir liéu dén murc dd nhan dang ngtr canh dé phan loai.
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Murc @6 nhan dang ngit canh 1 (Context Recognition Level 1): Mtc do nay
trich xuét thong tin tir dit li€u thd va, tuy thudc vao cac gia tri chinh cia moi
truong AAL vé vi tri (S), thoi gian (T) va ngit canh (C), thong tin tinh hudng s&
dugc xac dinh tir vi¢c nhan dang cdc ADLs co ban.

Muc do nhan dang ADLs 2 (ADLs Recognition Level 2): Phan loai cac
ADLs co ban s€ dugc thuc hién dua trén thong tin ngir canh va trang thai cua dong
cam bién.

Tai Mirc d 0 (phan dudi), tat ca dir liéu cam bién tho tir viéc sir dung thiét
bi gia dung va chuyén déng duoc chuyén dén bo diéu phdi gin véi cong két ndi
gia dinh cuc bd, va may chi cuc bo nay luu trit cac tp dir liéu chua ciu trac dé
xtr Iy va phan tich thém. D liéu cam bién thé thu thap tai phan thong tin thap hon
chi c6 thé xac dinh cam bién nao dang hoat dong hodc khong hoat dong va vao
thoi diém nao. Dé kham pha cac hoat dong sdng hang ngay nham cai thién stc
khoe, céac tap dir liéu nay can dugc phan tich boi phan mém logic & phan trén.

Ngir canh (Muc dd 1) duoc thiét ké dé nhan dang nglr canh ma tai do gia
tri cam bién duoc tao ra. Murc dd nay trich Xuét thong tin tu dir liéu cam bién va
tuy thudc vao cai dat AAL, céac gia tri co ban vé vi tri, thoi gian va nglt canh,
thong tin tinh huéng dugc rit ra tu viéc nhan dang cac ADL tuong ung. ADL
(Mtc dg 2) dugce st dung dé nhan dang hoat dong dua trén ngit canh va gia tri
cam bién, va viéc gén nhan cho nhan dang ADL co ban s€ dugc thuc hién ¢ mic
do nay. Hinh 2.5 minh hoa qua trinh nhan dang cac ADLs, bao gém Murc do su

kién cam bién, Mirc do nhan dang ngir canh va Muc do nhan dang ADL.
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Hinh 2.5. Nhdn dang hoat dong dwoc chia thanh ba cd'p do khdc nhau

2.6.6. Chirc nang cham soc surc khoe

Céc chirc ning strc khoe duge thé hién mot biéu thire toan hoc va xac dinh
mirc d6 strc khoe ctia mot ¢ nhan séng trong moi trudng gidm sat thoi gian thyec.
Hai chirc nang suc khée B1 va B2 xac dinh mirc dg suc khoe ctia nguoi cu tra dua
trén viéc su dung cac thiét bi gia dung. Muc dich cta cac chuc nang suc khoe 1a
dé xac dinh "murc 46" ma ngudi cu tra st dung cac vat dung hang ngay.

Chtre ning dau tién B1 dugce tinh tir viéc khong st dung va thoi gian thiét
bi khong hoat dong. Trong khi chirc nang thir hai B2 dugc tao ra tir viéc st dung
qua mirc mot sd thiét bi cu thé. Chi sb strc khoe cho thdy hanh vi cua ngudi d6
d6i v6i viée sir dung cac vat dung hang ngay trong thoi gian thyc.

Hinh 2.11 mb ta chirc ning cua hé théng gidam sat nha théng minh dua trén
strc khoe. Cac hé thong nha thong minh di duoc phat trién dé quan sat stc khoe
ctia nhitng ngudi cao tudi séng doc lap trong chinh ngdi nha ciia ho. Hé thong nha
thong minh dugc phat trién c6 kha ning giam sat dong thoi cac hoat dong thé chét
tong quat ciia nguoi cu tri ciing nhu cac yéu t sinh 1y va méi truong xung quanh.
Pay 1a mot hé théng cam bién da mo hinh, khong gay can tré, khong xam lan,

dugc trién khai & cac vi tri trung tdm trong moi truong song.
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Viéc giam sat lién tuc trong nha cé thé dugc thyc hién v&i mot may chu
cong gia dinh cuc bo duy nhat. Cac mo-dun phan mém phén tich va ra quyét dinh
dugc phat trién hoat dong trong moi truong phan mém Windows. Thong qua két
ndi internet, ching ta c6 thé truy cép thong tin strc khoe tir mot vi tri tir xa.
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Hinh 2.6. M6 ta chirc ning ciia hé thong gidm st nha théng minh da phat trién

2.7. AP DUNG VAO HE THONG TOA NHA THONG MINH

V&1 phuong phap hién tai da néu ¢ trén, dudi day 1a mdt t::flng cua toa nha

vo1 vi tri lap dat cac cam bién.
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Hinh 2.7. Bé cuc toa nha thé hién vi tri dit cam bién.
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Hinh 2.8. Vi tri ddt cam bién trong phong

Hiéu suét ti wu trong cac dich vu thong minh chi co thé dat duoc khi hé
théng dam bao duoc do tin cay cao nhat. Dé dat dugc diéu nay, dir liéu nguoi
dung can dugc truyén, nhan va xir Iy trong mot khoang thoi gian xac dinh, gan
thoi gian thuc, voi dd chinh xac cao va sai s tdi thiéu.

Trong céc hé théng toa nha théng minh sir dung mang cam bién khong day
(WSN: Wireless Sensor Network)), viéc danh gia do tin cay tor goc d hiéu nang
hé thdng 1a mot thach thirc, do truyén théng vé tuyén chiu anh hudng boi nhiéu
bién sb khong kiém soat dugc. Do tin cay thuong duoc hiéu 1a d6 tin cay dir liu,
bao gdm céac yéu té nhu kha nang truyén va nhan dir liéu, do tré, va sai sd do
luong. Viéc truyén va nhan dir li¢u phu thudc dang ké vao chat luong cua lién két
vo tuyén gitta cac niit cam bién. Mic du thiét ké phan ctmg va kién tric ciia cac
nat cam bién déng vai trdo quan trong trong hiéu ning chung, dit liéu dau vao
khong chinh xéac s& lam suy giam toan bo do tin cdy hé thong.

Trén thuc té, ngay ca khi chat luong lién két RF t6t va thiét ké nat cam bién
duogc t6i vu, do chinh xac thu dugc van co thé khong dat yéu cau. Nguyén nhan
chinh thuong dén tir cac chién luoc dinh tuyén khong phut hop va su phire tap cua
moi truong vat ly trong nha. Trong boi canh d6 thi, cac chudng ngai vat nhu tuong,
thiét bi ndi that va tin hiéu nhidu co6 thé lam suy giam hodc gy mat géi dit lidu.
Ngoai ra, viéc bd tri mang khong hop 1y — chang han nhu khi mot nit dau cudi

khong thé két ndi voi nat dinh tuyén gan nhat — s& dan dén that thoat dit liéu.
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Tuy tin hiéu v6 tuyén truyén voi toc d6 anh sang, do tré truyén tai thuong
rat nho va co thé duge bo qua trong nhiéu tmg dung. Tuy nhién, trong hé théng
nha théng minh, noi yéu cau phan hoi gn thoi gian thuc, do tré tich liy tai nit
tap trung (sink node) c6 thé anh huong dang ké dén hiéu qua hé thdng. Do d6, yéu
t6 nay van can duoc xem xét nghiém tuc trong thiét ké tong thé.

DPé mo ta va phén tich d6 tin cy trong mang cam bién ZigBee, cac thong
s6 sau dugc sir dung pho bién:

_ Ty 1& chuyén goi thanh cong (Packet Delivery Ratio — PDR)
- Ty 1€ thanh cong goi tin (Packet Success Rate — PSR)

- Ty 18 mét goi (Packet Loss Rate — PLR)

- Ty 18 16i goi tin (Packet Error Rate — PER)

- Cuong do6 tin hi¢éu nhan duoc (RSSI)

~ Ty 1é tin hiéu trén nhiéu (SNR)

- Do tré goi tin (Latency)

Pé danh gia cac chi so trén trong moi truong thuc té, mot mo hinh toa nha
thong minh da dugc xay dung dua trén chuan IEEE 802.15.4 (ZigBee), v6i muc
tiéu phuc vu cac Gmg dung diéu khién va giam sat khong c6 do tré rd rét. Két qua
thue nghiém cho thay cac yéu t nhu khoang cach giira cac nit, moi truong trién
khai, va vi tri dat cam bién 1a nhimg nhan té quyét dinh dén d6 tin cay tong thé
clia mang cam bién.

Pé hiéu sau hon vé cac két qua thuc nghiém, can tién hanh xay dung va
phan tich bo thong so lién quan dén do tin cay géi tin. Theo d6, mot goi tin dugc
danh gia 1a dang tin cdy khi né dugc truyén tir nat ngudn dén nat dich ma khong
bi bién dang hodc nhiéu loan. Piéu nay duogc xac dinh thong qua so sanh sb luong
g6i tin giri va nhan. Cac chi s PDR, PSR, PER va PLR c¢6 mdi twong quan chit
ché voi d6 chinh xac dit liéu & cac 10p khac nhau cua hé thong va dong vai trod 1a
chi bao téng hop vé do tin cay cling nhu hiéu suét van hanh cua mang cam bién

khong day.
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Trong céac hé thong tda nha thong minh dua trén mang cam bién khong day
(WSN), viéc danh gia do tin cay tir goc nhin hi¢u suit hé théng la mot thach thirc
khong nho. Piéu ndy chi yéu xuét phat tir tinh chat dic thu cua truyén thong vo
tuyén, von chiu anh hudng boi nhiéu bién sb c6 kha ning 1am suy giam do tin cay
tong thé.

Céch hiéu ph bién nhat vé do tin cdy trong ngit canh nay 1a do tin cdy dir
liéu, bao gém cac yéu t6 nhu kha nang truyén va nhén dit liéu chinh x4c, sai sb do
ludng va do tré truyén thong. Kha ning truyén va nhan dir liéu phy thudc vao moi
trudng truyén thong giita cac nat cam bién, trong d6 chat lugng lién két vo tuyén
dong vai tro then chét trong viéc dam bao ludng dir liéu on dinh va dang tin cdy.

Mic du thiét ké phan ctng va cdu trac logic cua cac nut cam bién c6 anh
huong tryc tiép dén hiéu suat hé thong — vi chung 12 nguén tao ra dir liéu —
nhung néu dir liéu tir ngudn da bi sai 1éch hodc hong ngay tir dau, thi toan bo hé
théng s€ khong thé dat duoc murc dd chinh xac mong mudn.

Thuc té cho thay rang, ngay ca khi chét luong lién két vo tuyén (RF) dugc
danh gia 1a tt va thiét ké cam bién duoc toi wu, d6 chinh xac dit liéu dau ra van
thuong khong dat yéu cau. Nguyén nhan cha yéu 1 do cac chién luoce dinh tuyén
khéng phu hop, két hop véi dic diém mai truong trong nha — dic biét trong bdi
canh d6 thi — noi c6 nhiéu vat can gay nhiéu hodc 1am mat tin hiéu. Viéc bd tri
mang khong hiéu qua co thé dan dén hién tuong mat g61, vi du nhu khi mot nit
thiét bj dau cudi khong thé tim thdy nut dinh tuyén gan nhat, dan dén that thoat
dir lidu.

Vé mit 1y thuyét, tin hi€u vo tuyén truyén v6i van toc anh sang, do do do
tré thudng rat nho va co thé bé qua trong nhiéu tng dung. Tuy nhién, trong bdi
canh h¢ thong nha thong minh tap trung vao xir Iy thong minh theo thoi gian thuc,
thi d6 tré tich lity tai nat thu (sink node) van du dé anh huong dang ké dén kha
nang phat hién, phan tich hodc phan hoi theo thdi gian thuc. Do d6, yéu t6 do tré

can dugc can nhdc can trong trong giai doan thiét ké hé thong.
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Do tin ciy trong mang cam bién khong day (WSN), dic biét 1a cac hé théng
str dung chudn ZigBee (IEEE 802.15.4), c6 thé dugc danh gia 16 rang hon théng
qua tap hop cac chi sd lién quan dén do tin cay goi tin.

Céc thong sb nay dong vai tro then chdt trong viée dinh lwong d6 tin cay va
hiéu nang tong thé cta hé théng WSN. Pé danh gia toan dién cac chi sé trén trong
moi truong thuc té, mot mo hinh toa nha thong minh da duoc thiét lap va trién
khai theo thoi gian thyuc, véi muc tiéu hd tro cac ing dung gidm sat va diéu khién
ma khong phat sinh d6 tré dang ké. Két qua thuc nghiém cho thy rang khoang
cach giita cac nut, diéu kién moi trudng trién khai va vi tri dt cam bién 13 nhiing
yéu t6 co anh huong quyét dinh dén do tin cay cta mang.

Pé hiéu va phan tich chinh xac nhitng két qua thu duoc, can xdy dung mo
hinh danh gia cu thé dua trén cac chi sb do tin cay goi tin. Theo do, mot goi tin
chi dugc xem 1a truyén thanh cong khi né dugc chuyén tir nat ngudn dén nat dich
ma khong bi bién dang, mat mat hay can thiép 1am sai 1éch ndi dung. Muc d6 tin
cdy nay thuong duoc xac dinh bang cach so sanh s6 lugng goi tin dugc gui tir nit
nguén voi s6 luong goi tin thuc sy nhan duge tai nat dich.

Céc chi s6 nhu PDR, PSR, PER va PLR c6 mbi quan hé chit ché& véi do tin
cdy truyén dan va phan anh muac do chinh xac cua dir liéu & cac 16p khac nhau
trong hé théng mang cam bién. Viéc giam sat va phan tich cac thong sd nay gitp
xac dinh sém cac diém yéu trong mang ludi, ddng thoi cung cap co so cho viée
t8i wu hoa ciu tric mang, chién lugc dinh tuyén va vi tri trién khai cam bién.

PDR: Ty 18 phan phdi géi tin 13 s6 goi tin nhan duoc tai b dicu phdi so voi
sb g61 tin dugc gui tir bd phat; ty 1€ nay duoc biéu thi bé‘mg phén tram.

PDR(%) = X x 100 2.1)

Trong d6: N,.: Tong s6 g6i tin ma bo diéu phdi nhan duoc tir thiét bi dau cudi.

N;: Tong s6 goi tin dugce giri béi thiét bi dau cudi.

Gia tri PDR cang cao thi hiéu suit hé thng va d6 tin cdy cta goi tin cang tot.
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PSR: Ty 1& thanh cong cua goi tin 1a sb goi tin dugc nhan thanh cong ma
khong co bat ky 16i nao so véi sd goi tin duge nhan tai b diéu phdi; ty 16 nay

dugc biéu thi bang phan tram.

Mwe w100 (2.2)

PSR(%) = m

Trong d6: N,.: Tong s6 goi tin ma bd di€éu phoi nhan duge tur thiét b1 dau cudi..
N,,: Tong s goi tin ma bd di€u phoi nhan duoc tu thiét bi dau
cudi ma khong c6 16i xay ra.

Gia trj PSR cang cao thi hiéu suat hé théng va do tin cay cua goi tin cang tdt.

PER: Ty 18 16i g6i tin 12 ham cta sb goi tin dugc nhan thanh cong va sb goi
tin dwoc nhén tai bo diéu phéi; ty 1€ nay duogc biéu thi bﬁng phﬁn tram.

PER(%) = ~="*¢ % 100 (2.3)

T
Trong d6: N,.: Tong s6 goi tin ma bd di€u phoi nhan duge tir thiét bi dau cuoi..
N,,e: Tong so goi tin ma bo di€u phoi nhan dugce tu thiét b1 dau
cudi ma khong c6 16i xay ra.

Gia trj PER cang thap thi hiéu suit hé théng va do tin cdy ctia goi tin cang tot.

PLR: Ty 1¢ mat goi tin 1a ham ctia s6 géi tin nhan duoc tai bo diéu phdi va

s6 goi tin dugc giri tir bo phat; ty 18 nay dugc biéu thi bang phan tram.

Ng—Np

PLR(%) = ==L x 100 (2.4)

Trong d6: N,.: Tong sd g6i tin ma bo diéu phdi nhan duoc tir thiét bi dau cudbi..
N,: Tong s goi tin dugc giri boi thiét bi dau cudi.
Gia tr1 PLR thép hon mang lai hi¢u suét hé théng va do tin cdy cua gobi tin

tot hon.



54

Ngoai yéu t6 khoang cach, vi tri dit thiét bj dau cudi trong moi trudng do
thi ciing c¢6 anh hudng dang ké dén hiéu suit hoat dong cta hé thong nha thong
minh dua trén mang cam bién khong day (WSN). Chat luong lién két truyén thong
thuong bi suy giam nghiém trong do cac vat can vat Iy nhu tuong, cira ra vao, ban
ghé, VA céac cu tric ndi that khac. Bén canh dé, nhiéu trong bang tan ISM va tai
lwu lwong mang ciing 14 nhitng yéu t& gop phan lam suy giam hiéu ning truyén
dan.

Mot trong nhimg thach thirc 16n nhit anh hudng truc tiép dén do tin cay va
hiéu suit ctua hé théng WSN 1a hién tuong nhiéu ndi mang (intra-network
interference), von c6 tac dong tiéu cuc dén qua trinh phan phdi goi tin. Nhidu dién
tr (EMI) duoc hiéu 14 hién tuong gay nhiéu loan qua trinh xr 1y tin hi¢u tai cac
nat cam bién, xuét phat tir cac nguodn phat xa dién tir bén ngoai.

Céc cam bién khong day sir dung giao thirc ZigBee thuong hoat dong trong
pho tan ISM 2.4 GHz, von 1a dai tan s6 khong duoc cap phép va khong kiém soat
chit ché, do d6 c6 murc do nhiéu cao. Trong moi trudng nay, nhiéu ndi mang tré
nén nghiém trong hon, dac biét khi co nhiéu thiét bi cung hoat dong trong cung
mot dai tan.

Céc ngudn gay nhiu phd bién trong biang tin ISM 2.4 GHz bao gdm:

- Bluetooth (chuan IEEE 802.15.1)

- USB khong day phién ban 2 (IEEE 802.15.3)

- Wi-Fi (IEEE 802.11b/g/n)

_ Thiét bi gia dung sir dung séng vi ba (microwave ovens)

- Céc thiét bi dién tir khac, chang han nhu dién thoai khong day hoidc may do
chuyén dong RF

Nhiing nguén phat nhiu nay, khi hoat dong dong thoi trong khong gian
gan nhau, c6 thé tao ra xung dot va 1am ting xac suit mat goi, din dén giam hiéu
qua truyén thong giita cac niit cam bién trong mang. Piéu nay dic biét quan trong
trong cac trng dung doi hoi thot gian thue va do tin cay cao, nhu gidm sat stc

khéde, an ninh, hoac diéu khién tu dong trong toa nha thong minh.
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2.8. PHAN TiCH THIET KE VA MO HINH HOA HE THONG TOA NHA
THONG MINH

2.8.1. Ly do lwa chon SysML dé mé hinh héa va ap dung cho hé thong toa
nha thong minh
SysML thuc su rat phu hop dé ap dung cho cac hé théng toa nha thong
minh, va day 1a moét vai ly do chinh.
Hé thdng phuc tap, SysML giai quyét dugc.
Tda nha thong minh khong chi 1a mot cai cong tic hay mot ci cam bién.
D6 1a mot mang ludi phirc tap gom nhiéu hé thong con: hé thong chiéu sang, dicu
hoa, an ninh, PCCC, nang lugng mat troi, v.v. TAt ca ching phai hoat dong cung
nhau mot cach nhip nhang.
~ Tich hop moi thir: SysML gitip ban v& ra burc tranh tong thé, noi ban thay
duogc timg hé théng con (nhu hé thong HVAC, hé théng an ninh) 13 mot
khéi (block) riéng biét. Piéu quan trong 13 ban c6 thé thiy dugc cac khbi
nay két ndi va giao tiép v6i nhau nhu thé nao, tir d6 tranh dugc nhitng mau
thuan hay su ¢ khong mong mudn khi van hanh.
— Hiéu 13 céc yéu cau: Dung biéu dd yéu cau ctia SysML dé mé ta tit ca cac
mong mudn: "hé thng chiéu sang phai ty dong diéu chinh theo anh sang
tu nhién", "hé théng an ninh phai gui canh bao dén dién thoai quan 1y", v.v.
Biéu do nay gitp dam bao tat ca cac yéu cau déu dugc ghi nhan day du va
khong b1 bo sot.
Toa nha thong minh dugc xay dung dé toi wu hoa hiéu suat, dic biét 1a hiéu qua
nang lugng.
~ Tinh toan hiéu qua: Biéu dd tham sd (Parametric Diagram) ctia SysML 1a
mot cong cu manh mé. Ban c6 thé sir dung né dé mo hinh hoéa céc cong
thure vat 1y va toan hoc. Vi dy, ban c6 thé tinh toan muc tiéu thu nang lugng
ctia hé thong diéu hoa dua trén nhiét d6 moi truong, sé ngudi trong phong
va cac yéu t6 khac. Diéu nay gitp ban dua ra quyét dinh thiét ké t6i vu ngay

tir ban dau.
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~ M5 phong hanh vi: Ban c6 thé dung cac biéu d6 hanh vi nhu biéu dd hoat
dong dé moé phong cach hé thdng phan tmg véi cac tinh hudng khéac nhau.
Vi du: khi c6 ngudi vao phong, cam bién phat hién, hé thong chiéu sang s&
bat 1én, sau d6 diéu hoa s& bét dau hoat dong.
Giao tiép hiéu qua va hop tac tét hon
X4y dung mét tda nha thong minh doi hoi sy hop tac cua nhiéu bén: kién
trac su, k¥ su dién, k¥ su co khi, nha phat trién phan mém va cha dau tu. Mbi
nguoi lai cé mot cach néi va mdt goéc nhin khac nhau.
~ Ngon ngit chung: SysML cung cap mot ngdn ngi truc quan, tiéu chuan hoa.
Thay vi dién dat bang 15i n6i hay vin ban dai dong dé gay hiéu 1am, ban co
thé dung cac biéu d6 dé trinh bay y tuong mot cach rd rang. Mot biéu dd
SysML c6 thé duoc moi nguoi trong du an hiéu mot cach nhat quéan, bat ké
chuyén mon cua ho 1a gi.
~ Tranh hiéu lam: Nho c6 ngdn ngit chung nay, cac bén lién quan c6 thé thao
luan va dua ra quyét dinh dya trén mot mé hinh truc quan, giam thiéu rai
ro cta nhitng hiéu 1am trong qua trinh thiét ké va thi cong.
Tom lai, viéc ap dung SysML vao thiét ké toa nha thong minh giong nhur
c6 mdt ban thiét ké chi tiét va sdng dong, khong chi vé cau tric ma con vé cach
thure hoat dong cua toan bo hé théng, tor do gitp dy an tré nén hiéu qua, dang tin

cdy va tiét kiém hon rat nhiéu.
2.8.2. Phan mém thiét ké hé thong

Phan mém ching ta st dung dé xay dung mot hé théng SysML toa nha
thong minh & day chinh 13 Eclipse Papyrus va DrawlO, cac phan mém nay 1a trong

nhimg phan mém pho bién nhéat dung trong linh vuc thiét ké hé thong.
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2.8.3. Thiét ké tong quan

2.8.3.1. Block Definition Diagram (Biéu do khéi tong quan kién triic hé thong)

+ smartbuilding

1

+ initializeSystem() + smartbuilding .
+ shutdownSystem() mobileapp 0.1

BEE

ensorsystem | 0.1 - 1

1 [
+ smartbuilding

securitysystem

-

smartbuilding

ions
+ sendCommand()

+ receiveStatusUpdate()
+ toggleNotifications()

£

&

operatons + hvacsystem + lightingsystem

0.1

<Block>
=] LightingSystem

oo

oo

uuuuuuu

Crrs
Crrs
g
4

+ unlockDoors()
& + activateAlarm() + tumOffLight()

Hinh 2.6. Biéu do block definition diagram
Biéu db Block Definition Diagram thé hién kién trac téng thé cua mot hé
théng toa nha thong minh bat budc phai co:
M3&i Block c6 cac Attribute dé thé hién thudc tinh va operation dé thé hién
cac ham dung dé thuc thi cac chtic ning twong tac véi attribute
<<Block>> SmartBuilding: m6 ta mot dai dién thuc thé cta hé théng toa
nha thong minh.
— location: Vi tri cua toa nha.
— buildingld: ID dinh danh cta toa nha, ding trong truong hop nhiéu
toa nha dé ap dung vao hé thong thanh phd théng minh.
— totalFloor: sd tang.
— initializeSystem(): khoi dong hé thong.
— shutdownSystem(): tat nguon hé thong.
— diagnoseAllSystem(): ham dung dé phan tich sé liéu toan bo hé
thong.
<<Block>> SensorSystem: mo ta hé thong cam bién
— motionDetected: cam bién kiém tra phat hién chuyén dong.

— temperature: nhiét do.
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— gasLevel: ndng do gas.
— lastUpdate: 1an cip nhat gan nhat.
— readSensor(): ham dung dé doc cam bién.
— calibrateSensor(): ham ding dé hiéu chuan.
<<Block>> HVACSystem: mo ta hé thong diéu hoa thong minh
— currentTemperature: nhiét do hién tai.
— targetTemperature: nhiét do can dat.
— humidityLevel: d6 4m hién tai.
— setTemperature(): thiét 1ap nhiét do.
— turnOn(): bat hé thong diéu hoa.
— turnOff(): tat hé théng diéu hoa.
<<Block>> SecuritySystem: m6 ta hé thong an ninh
— doorLocked: trang thai kh6a/m& cua ctra chinh.
— cameraOnline: tinh trang online cua thiét bi camera an ninh.
— intrusionDetected: tinh trang phat hién dot nhap.
— lockDoor(): khoa ctra.
— unlockDoor (): mé khoa ctra.
— activateAlarm(): bat chuéng canh bao.
<<Block>> LightingSystem: mo ta hé théng anh séng
— ambientLightLevel: muc d0 anh sang xung quanh.
— status: tinh trang 4nh sang.
— brightness: d0 sang.
— turnOnLight(): bat den.
— ajustBrightness(): diéu chinh anh sang.
— turnOffLight(): tat dén.
<<Block>> EnergySystem: mo ta hé théng quan Iy ning luong
— solarPowerGenerated: ndng lugng tir cac thanh nang luong mat troi.
— batteryLevel: tinh trang nang luong tir pin hodc acquy.

— gridPowerUsage: tinh trang st dung nang luong dién ludi.
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— optimizeEnergyUse(): quan.
— ajustBrightness(): diéu chinh 4nh sang.
— turnOffLight(): tat dén.
<<Block>> MobileApp: md ta hé thong quan Iy qua tmg dung dién thoai
di dong
— connectedUser: nguoi truy cdp vao ing dung.
— theme: giao dién.
— notificationEnabled: tinh trang bt tit thong béo.
— sendCommand(): gii command dén hé thong.
— receiveStatusUpdate(): nhan két qua cap nhat trang thai.
— toggleNotification(): giri thong bao
Tom lai, trong Block definition diagram ¢ trén da hinh dung cho chung ta
duoc thiét ké téng thé ctia mot du 4n nha thong minh dé co6 thé ndm bt cac cong
viéc tiép theo

2.8.3.2. Internal Block Diagram (Biéu dé khoi thé hién kién tric ndi bg)

<<Block=>

SmartBuilding
<<part=>
<<part>> “<FlowPort=> HVACSystem
SensorSystem
hvacsystem
nn,oﬁiadjurf_
Ll
E
<<FlowPort=>
out
sensorDataOut
! =<FlowPort=> b
<<FlowPort-> out hvacsystem
out _power_consumption_data
sensorDataOut
<=FlowPort>>
in lighting
on_off/adjust
L]
<<part=> <=part>>
LightingSystem <<FlowFort=> EnergySystem
<=FlowPort+ in
out power_consumption
linghtingDataQut
E), B
<=FlowPortz+
n
lightingsystem
alert m
<<FlowPort=>
out Il
Py security_data_out «p;rt_»i
L]
<<part=> mobile_app
securitySystem
<=FlowPort>> ==FlowPort=>=
out in
security_data_out mobileapp_aleart |}]
E) €l

Hinh 2.7. Biéu dé internal block diagram
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So db Internal Block Diagram (IBD) cta khbi SmartBuilding thé hién kién
tric ndi bo va cac két ndi gitta cac thanh phan ciu thanh hé thdng tda nha thong
minh. Trong md hinh nay, khdi SmartBuilding bao gdm séu thanh phan chinh
duoc thé hién duéi dang cac part, moi part dai dién cho mot subsystem chirc ning
riéng biét. Cac két ndi (connectors) duoc mo ta rd rang dé hién thi cach cac phan
tir giao tiép v6i nhau thong qua cong (ports).

sensorSystem (SensorSystem): Thu thap dit licu moi truong nhu: nhiét do,

anh sang, chuyén dong, khi gas...

hvacSystem (HVACSystem) Diéu khién hé théng suoi va lam mat trong

toa nha.

lightingSystem (LightingSystem): Quan 1y viéc bat/tat dén, diéu chinh do

sang theo diéu kién méi truong.

securitySystem (SecuritySystem): Giam sat an ninh, xir Iy canh béo va diéu

khién hé théng khoa cira.

energySystem (EnergySystem): Giam sat tiéu thy dién, phéi hop chuyén

ngudn chinh — dy phong — ning luong téi tao.

mobile_app (MobileApp): Cung cip giao dién ngudi dung dé diéu khién tir

xa va nhan thong bao hé thong.

Day la mot kich ban minh hoa luéng hoat dong nd1 bo trong hé théng: Khi
hé thong SensorSystem phat hién chuyén dong bat thuong tai hanh lang vio ban
dém, tin hiéu duoc gii ngay dén SecuritySystem. Sau khi phéan tich,
SecuritySystem sé& kich hoat bao dong va gui canh bao dén MobileApp. Ngudi
ding c6 thé xem canh bao va ra 1énh khoa ctra hodc tat bao dong ngay tir dién
thoai di dong ctia minh. Dong thoi, hé thdng LightingSystem c6 thé tu dong bat
deén chiéu sang khu vuc cé chuyén dong, dua trén dir li¢u cam bién thu dugc.

CAu tric cua IBD trong SmartBuilding thé hién tinh mé-dun rd rang, tao
diéu kién thuan lgi cho viéc md rong hé théng trong tuong lai. Viéc bd sung cac

hé théng méi vi du nhu WaterLeakDetector, hay tich hop véi hé thong thanh phé
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thong minh (Smart City) déu co thé thuc hién d& dang thong qua viéc bd sung cac
part va port tuong trng.

So d6 Internal Block Diagram ctia hé théng SmartBuilding khong chi gitip
minh hoa cach cc thanh phan ndi bd twong tac, ma con dong vai trd quan trong
trong viéc thiét ké, trién khai va kiém thtr hé thong. V&i cu tric 1 rang, logic va
linh hoat, so @6 IBD hd tro k¥ su trong viéc ddm bao tinh nhat quan va hi¢u qua
trong moi giai doan ctia vong doi phat trién hé thong.

2.8.3.3. Use Case Diagram (Biéu dé luong hoat déng)

2 ConfigureSystem

2 SendCommand

Administrator

T

Residents

)
«includex
1

1
1
'

T
<<system>> Mobile app

O Pay/Checkout
\j
> Pay with online bankin:

< <system>> Notification Service

0 Pay with Cash

Hinh 2.8. UseCase diagram

Céc tac nhan chinh (Actors):
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Administrator (Quan tri vién toa nha): Quan tri vién dong vai tro then

chét trong viéc van hanh va quan 1y toan bo hé théng toa nha thong minh. Ho ¢o

quyén truy cap cao nhat va chiu trach nhiém vé:

Céu hinh hé thdng (Configure System): Thiét 1ap cac thong sé hoat dong,
cai dit cac quy tac ty dong hoa, va tiy chinh giao dién nguoi ding theo nhu
cau cu thé cua toa nha.

Xem thong bao (View Notifications): Theo ddi tat ca cic canh bao, théng
bao tir hé théng vé tinh trang thiét bi, su cb va cac hoat dong bat thuong.
Gidm sat moi truong (Monitor Environment): Theo doi lién tuc cac thong
s6 moi truong nhu nhiét 6, d6 4m, chat luong khong khi, 4nh sang va tiéng

on trong toan bd toa nha.

Residents (Cw dan):Cu dan 13 nhitng nguoi str dung truc tiép cac dich vu

va tién ich cta toa nha thong minh. Ho twong tac voi hé théng théng qua nhiéu

chtc nang da dang:

Kiém tra va thanh toan (Pay/Checkout): Thuc hién cac giao dich tai chinh
lién quan dén phi dich vu, tién ich va cac khoan chi phi khéac.

Yéu cau bao tri (Maintenance Request): Guri yéu cau sira chita, bao tri cac
thiét bi hodc co s& ha t?mg khi gdp su cd.

M¢ khoa ctra (UnlockDoor): Str dung cong nghé thé tir, ma PIN hodc sinh
tric hoc dé ra vao cac khu vue duoc phép.

Khoa cira (LockDoor): Pam bao an ninh bang cach khéa cira khi roi khoi
khu vue.

Guri 1énh diéu khién (SendCommand): Piéu khién cac thiét bj thong minh
nhu dén, quat, diéu hoa khong khi.

Diéu khién anh sang (Control Light): Tty chinh d sang, mau sic va thoi
gian hoat dong ctuia hé théng chiéu sang.

Xem bao cao (View Report): Truy cp cac bao cdo vé muc tiéu thy ning

luong, lich sir hoat dong va thng ké sir dung.
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So dd thé hién rd mdi quan hé phurc tap giita cic thanh phan:

Méi quan hé "include" giira Residents va Maintenance Request cho thay
yéu cau bao tri 1a mot phan khong thé thiéu trong trai nghiém cu dan

M&i quan hé "extend" tir Pay/Checkout dén hai phuong thire thanh toan thé
hién sy linh hoat trong lya chon.

Tich hop tmg dung di dong v6i hau hét cac chic nang dam bao ngudi ding
c6 thé diéu khién moi thir tir smartphone.

Dich vu thong bao két ndi véi hé thong thanh toan dé dam bao minh bach

trong giao dich.

2.8.3.4.  Activity Diagram (Biéu dé hoat déng)

Bicéu do6 hoat dong khong néu ro chi ti€t tong theé, ma no chi ra rd mdt luong

hoat dong ctia hé thong, tir luc bat dau dén két thuc.

Duéi day 1a mot vai hoat dong cu thé
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SensorSystem phat
hién mdt chuyén
diing bat thurérng

i

Kiém tra thii gian
hoat ddng

iém tra chuyé
digng hop Ig

Khdng Ca i

¥ Y

Kich hoat canh bao
an ninh
(SecuritySystem)

v

Giri théng bdo dén
mobile app (mobile
app)

v

Bit d&n hodc bdo
dang (Light system)

v

Chér phan hdi tir » T4t cinh bdo néu
nguréri ding phan hdi OK
»|0UFi cAnh bdo dén bdo
ve

Hinh 2.9: biéu dé hoat dong cua chirc nang nhdn dién chuyén dong
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‘——"I@I Lap lai—™ .

4

Thu thdp diF lidu sir
dung dién néng

v

Téng hop diF liéu

rﬂinh thwrdng Wit ngu‘ﬁ'ngﬁ

Log Canh bao

w Biiéu chinh B qua ¥

bd qua va khdng

Blieu chinh lai plan c3nh bao

» CAp nhit thong ké [«

Hinh 2.10: biéu do hoat déng ciia chirc ndng thong ké ndng lrong sir dung



<<requirement==
smart building system

An ninh, tiét kiém tién nghi

<=contain==
]
i
i
U

<=requirement==

Phat hién chuyén ddng (REQ1)

<<deﬂvgﬂeql=—>

L

<<requirement==>

Canh bao xam nhip (REQ2)

L
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<<requirement==>

Diéu khién chiéu sdng tu ddng (REQ-
3

Y

<=requirement==

Giam sat ndng lrong (RECQ-4)

ﬂﬁdeﬂuéﬂeqlbb

.-:_'_:_'_____

<=requirement==

Bdo cdo nang lrong thang (REQ-12)

.,;-_'_““‘_'_____

<=requirement==

Phan tich thoi guen (REQ-11)

'EE""

<<requirement==>

Giao figp v&i nguréri ding (REQ-5)

2.8.3.5. Requirement Diagram (biéu dé yéu cau)

<=raquirement==
Twr ddng tat khi khdng co ngurdi (REQ-

10)
)

<<requirement==

Tw ding tat khi khdng co nguéi (REQ-9)

N\

==requirement=:=

Biéu chinh nhiét o theo lich (REQ-8)
A

f,

=<requirement==>

¥ac there ngurdi ding (REQ-T)

A

<=requirement==

M3 hoa dif liéu truyén (REQ-6)

Hinh 2.11. Biéu d6 yéu cau co ban ciia hé thong toa nha théng minh



67

2.9. MO HINH HOA HE THONG TOA NHA THONG MINH TREN CO

SO CPS/IOT

Dé danh gia mo hinh, cac thuc nghiém trong nghién ctru ctia dé& an duogc
tién hanh trén ngoén ngit Open Modelica v1.20.0 st dung IDE OMEdit
(OpenModelica Connection Editor), OMShell (Command line interface).

Open Modelica 12 ngon ngit mé hinh hoa va mé phong ma ngudn mo, dugce
thiét ké dac biét cho viéc mé hinh hoa cac hé thong vat Iy phtc tap. Ngon ngit nay
cho phép biéu dién tryc tiép cac phuong trinh vi phan, dai s6 va tich phan mo ta
hanh vi, rat phi hgp dé mo ta hé thong toa nha thong minh trén co s CPS/IoT
nhu da no1 ¢ chuong trén.

Du6i day 1a cac mo hinh hoa bang hinh anh cila cac model, s& duoc model

bang text-based modelization trong chuong thuc nghiém

2.9.1. Model Sensor (H¢ thong cam bién)

SensorSystem
—

ambient_temp
(Nhiét dé maéi truong)

temp_reading
State Variables: (Gia tri doc nhiét do)
- temperature (°C)
. - gaslLevel (ppm)
gas_concentration - lastUpdate (bool)

(Nong dé khi)

gas_reading

(Gia trj doc khi gas)

~ ™~

M6 phong tin hiéu + Nhiéu
(temp_reading, gas_reading)
Phuong trinh vi phan cap nhat trang thai

sensor_status
(Trang théi cam bién)

Logic trang thai:
Hoat dgng khi time > 1s
isActive = sensor_status

\_ _

Hinh 2.12. Model Sensor



2.9.2. Model HVAC System (Hé thong diéu hoa khong khi)

desired_temp
(Nhiét d6 mong muén)

room_temp
(Nhiét @ phong hién tai)

hvac_enable
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K

(Bat/tat HVAC)

N

HVACSystem

Internal Vars:
- temperature_error
- control_signal

Temperature Control Logic:
error = desired - room
control = error * 10
(P Controller)

Power Distribution:
Néu hvac_enable:

- heating néu error > 0
- cooling néu error < 0
Nguagc lai: OFF

Hinh 2.13. Model HVAC System

2.9.3. Model Security (Hé théng an ninh)

motion_detected
(Phat hién chuyé&n dong)

door_opened

K

(Ctra dugc ma)

authorized_access
(Truy cap dugc Uy quyén)

N

—

SecuritySystem

Internal State:
- lockStatus

- intrusionState
- alarmTriggered

Security Logic:
lockStatus = not authorized_access
intrusionState = motion_detected AND door_locked

Status Reporting:
if alarm_active - 'ALARM'
elseif door_locked - 'SECURED'
else - 'OPEN'

\

cooling_power
(Céng suéat lam lanh)

heating_power
(Céng suat sudi am)

system_status

(Trang théi hé théng)

alarm_active
(Béo dong hoat dong)

door_locked

—

_

Hinh 2.14. Model Security System

(Ctra khéa)

security_status
(Trang thai an ninh)



2.9.4. Model Lighting
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(Hé thong chiéu sang)

light_sensor ]
(Cam bién &nh sang)

occupancy
(C6 nguai trong phong

manual_override
(Diéu khién thu céng)

N

LightingSystem

Parameters:
ambientLight (%), status (bool), brightness (%)

Internal Vars:
- target_brightness
- auto_control

Operations:
turnOnLight, adjustBrightness, turnOffLight

Control Logic:
- auto_control = not manual_override
- NEu auto:
occupancy & light_sensor<50 - target=max(20,80-light_sensor)
nguagc lai target=0
- N&u manual: target=100 hoac 0

Dynamics & Metrics:
der(light_output)=(target-light_output)/2
light_status=(light_output=>5)
energy=light_output*0.01 kW
adjustBrightness=|target-light_output|>1

light_output

(Dg sang dén)

energy_consumption
(Tiéu thu nang lugng)

| light_status
(Trang thai dén)

Hinh 2.15. Model Lighting System

2.9.5. Model Energy (Hé thong ning lwong)

K

solar_irradiance _|

(BUrc xa mat trai)
total_load

(Téng tai tiéu thu)

time_of_day
(Gi&r trong ngay)

Il

EnergySystem

Parameters:
- solarPanelCapacity (kW)
- batteryLevel (%)
- gridPowerUsage (kW)

Internal Vars:
- power_balance
- battery_capacity (20 kWh)

Operations:
- optimizeEnergyUse
- switchToRenewable

Logic:
solar_power = capacity * irradiance * 0.01
power_balance = solar - load
Battery mgmt:
- Néu du thira —» sac pin
- Néu thiéu - xa pin
- Néu pin khéng du - dung Iugi

Dynamics:
der(battery_charge)=battery_power/battery_capacity*100
Flags:

- optimizeEnergyUse=(battery_charge>20)

- switchToRenewable=(solar_power>0.8*load)

| solar_power
(Cbng suat mat trai)

battery_power

(Céng suat pin)

| grid_power
(Cong suat ludi dién)

battery_charge

(M(c sac pin)

Hinh 2.16. Model Energy System
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2.10. KET LUAN CHUONG 2

Chuong nay da trinh bay chi tiét cach tich hop céc cong nghé nhu mang
cam bién khong day (WSN), giao thirc truyén thong tiéu chuan (MQTT, CoAP),
hé théng diéu khién phan tan (DCS), cling nhu cac thuat toan hoc may nham hd
tro ra quyét dinh dya trén dit liéu theo ngir canh. Ngoai ra, cac yéu t6 vé an toan
thong tin, quan 1y tai nguyén ning luong, phat hién bat thuong va kha ning tu
phuc hdi cling da duoc 10ng ghép nhu mot phan khong thé tach roi trong kién tric
tong thé cua hé thong.
Thoéng qua viéc md hinh héa va phan ra hé thong thanh cac cau phan tuong tac co
t6 chirc, t6i da dé xuit mot giai phap co kha nang trién khai thuce tién véi do tin
cdy cao va chi phi hop 1y. Cach tiép can nay gop phan hién thuc héa muc tiéu xay
dung toa nha khong chi thong minh vé& mit cong nghé, ma con hiéu qua vé mat
van hanh, bén viing vé mit moi trudng va hudng dén trai nghiém ngudi dung.

Két qua cua nghién ciru ndy dé chuyén sang cac budc tiép theo trong qua
trinh phat trién — bao gdm mo phong, trién khai thir nghiém, va danh gia hiéu ning
hé théng. Viéc chuyén tir 1y thuyét sang hién thuc doi hoi sy két hop chit ché giira
k¥ thuat mé hinh héa, cong nghé lap trinh hé nhung, va phuong phap kiém thir hé
théng, nham dam bao giai phap dé xuat thuc sy kha thi trong méi trudng van hanh

phuc tap va dong nhu céc tda nha hién dai.
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CHUONG 3. THUC NGHIEM VA PANH GIA

3.1. PHUONG PHAP THUC NGHIEM

Phin cirng: CAu hinh may tinh sir dung thwe nghiém:
RAM: 16GB DDR4
CPU: Intel Core 17 8750H.
GPU: GTX 1060 6GB RAM

Phin mém:
OS: Windows 10
OMEdit va OMEdit Console

Mang truyén théng:
Mang WIFI 5SGHZ
Ngon ngir mé phéng:
Open Modelica
Bang cac kich ban thir nghiém:
STT | Ma kich ban Tén Kkich ban Chu thich
1 TNO001 Ngay thuwong Kich ban m¢t ngay
thwong dé 1am co
SO
2 TN002 Ngay néng cuc diém Kich ban m¢t ngay
néng cue diém dé
so v&i ngay binh
thwong
3 TN003 Gia lap tiét kiém nang | Gia lap su tiét kiém
lwgng nang lwgng cua cac
thiét bi tao niing
lwong va tong tai
4 TN004 Gia 1ap sy ¢b an ninh

Bang 3.1. Bang kich ban thir nghiém
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3.2. KET QUA THUC NGHIEM

Sau khi text-visualization vao IDE Omedit, s€ dugc néu ¢ phu luc, ta
thiét 1ap chay véi cac tham s sau:
parameter Real simulation_day = 1 "Sé ngiy mo phong";
parameter Real temp_variation = 5 "Bién d6i nhiét 46 (°C)";

parameter Real base temp = 30 "Nhiét do co s (°C)";

// Diéu chinh inputs:

outdoor temp = base temp + temp variation*sin(time/43200%3.14159)
"Chu ky 24h";

solar_radiation = max(0, 800*sin((time-21600)/43200*3.14159)) "Mat troi
6h-18h";

occupancy_detected = (mod(time,86400) > 25200) and (mod(time,86400)
<79200) "7h-22h c6 nguoi";
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oﬁ OMEdit - Simulation Setup - SmartBuildingSimulation ?

Simulation Setup - SmartBuildingSimulation

General Interactive Simulation Translation Flags Simulation Flags Output

Simulation Interval

Start Time: ||:| | '

Stop Time: |8644]D | '

(® Number of Intervals: | 10]

4k

() Interval: |43.2 | gecs

Integration

Method:  |dassl = B

Tolerance: |1e—06 |

Jacobian: ~
Options

Root Finding
Restart After Event

Initial Step Size:

[ ] save experiment annotation inside model i.e., experiment annotation
[ ] save translation flags inside model i.e., _ OpenModelica_commandLineOptions annotation

[ ] save simulation flags inside model i.e., _ OpenModelica_simulationFlags annotation

Simulate
Cancel

Hinh 3.1. Tham s6 dau vdo dé gid lgp

Thong sb gia 1ap 86400s twong dwong vai 24h, vai 10 1an 1ap
Bém OK, sau khi doi 10s.

Ta c6 thé thong ké dua theo 1 s tiéu chi ma chung c6 quan hé véi nhau
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building.eneng ySys. total_load building.enengySy s.solar_power

-

@

=
|

140
4 N
120
100
a0
60

40

20

\

-20

T T T T T . T T T T T
20 40 60
time (ks)

PP ERE

Hinh 3.2. Théng sé dira trén moi quan hé giiva tong tdi va nang heong thu diege tir

nang lwong mat troi, truc x la times, y la kw

solarPanelCapacity (kW)

power_balance batteryLevel (%) battery_capacity building.outdoor _temp

160
140
) N
120
100

80

a0

building. total_energy_consumption

40

|

/
e
\.

/
SN
!

J

S

20

1
100

T T T T T T T T T . T . T T :
0 20 40 60
time (ks)

Hinh 3.3. Thong 56 dua trén moi quan hé giita téng tai dién mat troi va nang lwong mdc dinh,
mikc pin, dung tich pin va tong nang lwong tiéu thu, truc x la times, y la kw

100
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Synthetic Energy Profile: Total Load vs Solar Power

—— building.energySys.total_load (kw)
120F — building.energySys.solar_power (kW)

100
80

60

Power (kW)

40

201

0 20 40 60 80
time (ks)

Hinh 3.4. Quan hé gitka cong sudt dién mdt troi phdt ra va tong tdi
Do thi cho thay tong tai dao dong theo chu ky ngay/dém va hoat dong cta
nguoi dung. Cong sut mit troi chi ting vao ban ngdy, dinh vao giita trua rdi giam
vé 0 vao budi tdi. C6 nhimg xung nhon biéu thi cac tai dot bién (thiét bi bat/tat).

Synthetic Thermal Dynamics: Indoor vs Outdoor and Setpoint

—— sensorSys.ambient_temp (°C)
36| —— hvacSys.indoor_temp (°C)
—— hvacSys.setpoint (°C)
34
¢ 32t
g
=]
T 301
o]
£
28}
g
26}
24}
0 20 40 60 80
time (ks)

Hinh 3.5. Quan hé gitta nhiét do voi bén trong/ngoai cua
D6 thi cho thay rang indoor_temp it bién dong hon so véi outdoor nhd

diéu khién HVAC, thé hién co ché giit 6n dinh vi khi hau trong toa nha.
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Synthetic Gas Monitoring with Alarm Threshold

600 i

550

500

450

Concentration (ppm)

400

—— sensorSys.gaslevel (ppm)

—— securitySys.gas_alarm_threshold (ppm)
0 20 40 60 80
time (ks)

3501

Hinh 3.5. Quan hé gitra ludi dién phai nhap voi gia tri trung binh nhdp
Khi gasLevel tiém can hodac vuot ngudng, h¢ théng an ninh s€ kich hoat
canh béo. D6 thi nay minh hoa co ché giam sat an toan méi trudng trong toa nha.
Bén canh xem dugc théng ké va mdi quan hé giira cac dai lugng, ta c6 thé
gia 1ap mot s6 kich ban sau.

Ta c6 thé mo phong v6i tham sd chung sau: 24H, va lap 10s
3.3. GIA LAP KICH BAN

3.3.1. Kich ban 1: TN001 - Ngay thuong

Tham s6 chinh:
Ppeak = 8 kW, chiém dung 08:00—18:00.
C =1/8000, Khvac = 0.04.
P_other spikes: cac xung 5—10 kW, kéo dai 515 phut, 3—6 lan/ngay (thiét
bi bat/tit).
Daylight harvesting bat (giam toi da 60%).
Ky vong do thi:
energySys.total load tdng ban ngay, c6 “rang cua” do xung tai.
energySys.solar_power hinh “chuéng” bubi trua.
hvacSys.indoor temp dao dong nho quanh 24°C; sensorSys.ambient temp

dao dong 16n hon.
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- lightingSys.power giam khi mat trd1 manh va occupancy = 1.
Chi s6 tham Khio:
_ Nang luong hang ngay ~ trung binh (méc baseline = 100%).

Scenario Comparison: Energy Load Profiles

—— Normal Day Load (kW)

110 Heatwave Load (kw)

—— Energy Saving Mode Load (kW)
100

90

80 /
70+

60
50t L\
40}

0 5 10 15 20 25
Time (hours)

Power (kW)

Hinh 3.6: La dwong co s¢ cdc chién hege toi .
3.3.2. Kich bin 2: TN002 - Ning néng cuc diém
Muc tiéu: Thidy tai HVAC ting manh & khé gitt comfort.

Tham sé thay déi so v6i Normal:

- Ngoai troi nong hon, Tyt pear = Tour + 7 (°C).

- Ppegx PV ting nhe 10%: ning git = 1.1 * 8 = 8.8kW.

- Thém phu tai 1am mat, Pyy sc extra

- Cho phép hvacSys.indoor temp léch setpoint 16n hon (bién +1.0—1.5°C) dé

mo phoéng “qua tai”
Ky vong do thi:

- energySys.total load cao hon rd rét ban ngdy; ban dém van cao do tudong
tich nhiét.
- hvacSys.indoor temp khé bam setpoint, bién dao dong 16n hon.

- energySys.solar_power tang nhe nhung khong du bu tai lam mat.

Chi s6 tham khao:
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327

Temperature (°C)

301

281
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Ning lugng hang ngay +15% dén +30% so voi Normal, tiy muc néng

va kiém soat.

Scenario Comparison: Indoor Comfort vs Qutdoor Temp

Outdoor Normal (°C)
—— Indoor Normal (°C)
—— Indoor Heatwave (°C)
—— Indoor Energy Saving (°C)
----- Setpoint 24°C

Time (hours)
Hinh 3.7: Tac dong cua nhiét do méi truong cao dén tai trong.

Hinh trén cho thay tai HVAC ting d6t bién, PV tang nhe nhung khong bu

kip, can pre-cooling, che nang/thong gi6 tu nhién, cho thay hé thong da kiém soat

chénh 1éch nhiét hop 1.

3.3.3. Kich ban 3: TN003 - Tiét kiém ning lwong

Muc

tiéu: Thdy giam tai nhung van git comfort chap nhan duoc.

Tham sé thay doi so vi Normal:

Giam tai co s¢ & phu tai: scale P,,;q; non-HVAC xubng 0.75x.

Mo rong dai comfort: T, gilt 24°C nhung cho phép deadband +1.0°C (it
bat/tat).

Daylight harvesting giit nguyén, c6 thé ting mirc giam tdi da 1én 70% khi
anh sang cao.

Tbi wu lich: tit cac xung khong can thiét ngoai gior (giam P_other spikes).

Ky vong db thi:

energySys.total_load thap hon rd rét sudt ngay.
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« hvacSys.indoor temp dao dong rong hon Normal nhung van trong +1°C—
+1.5°C quanh setpoint.
« energySys.grid_import giam manh vao ban ngay nho PV + tiét kiém.
Chi s6 tham khao:
« Ning luong hang ngay —20% dén —30% so voi Normal.

Scenario Comparison: Solar Energy Contribution

Solar Normal (kW)
st —— Solar Heatwave (kW)
—— Solar Saving Mode (kW)

(=]
T

Solar Power (kW)

N
T

0 5 10 15 20 25
Time (hours)

Hinh 3.8: Tac dong cua nhiét do moi truong cao dén tai trong.
Tu bi€u do trén cho thay sy sut giam dang ke tai nén va chiéu sdng, comfort

van chap nhan dugc néu deadband hop 1y; 14 kich ban thyc thi nhanh véi ROI t6t.

3.3.4. Kich ban 4: TN004 - Swr ¢6 an ninh

Muc tiéu: Minh hoa logic phat hi¢n xam nh3dp & béo dong.
Tham s6:
_ Xéc suat xam nhap “gia 18p”: Pisrrution = 0.002 mdi phut
- Tao chudi su kién: securitySys.intrusionDetected = 1 & vai khodng ngau
nhién (5-10 phut).
_ securitySys.alarm_active = 1 néu intrusionDetected==1 hoic
sensorSys.gasLevel > gas _alarm_threshold.
- Nguong khi gas tuty mo6 phong (vi du gas_alarm_threshold=600 ppm), thém

nhi€u vao sensorSys.gasLevel.
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Ky vong db thi:
Hai tin hi¢u bac thang: d6 (xdm nhap) va den (bdo dong).
C6 thé chén thém chudi door opened (1 khi mé cira ding gior 1am viéc, 0
con lai) dé phan biét hop 16/khong hop 18.

Chi s6 tham khao:
“Ti 1 bao dong gia (false alarm rate)” c6 thé giam néu thém logic Al loc
nhiéu (kich ban mé& rong).

Scenario 4: Security Breach Events
Lo M M T

e
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e
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Alarm Active

o
~

State (0/1)
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Hinh 3.9: Dong thoi gian kich hoat bdo dong va phat hién xam nhép.

Chudi sy kién 16 rang, két hop ngudn dit liéu khac (badge, camera) gitip giam
false positive va cai thién MTTR. Bén canh do6 cho théy su nhay bén cua hé théng

an ninh néu c¢6 tinh huéng dot nhap.

3.4. KET LUAN THUC NGHIEM

- Tich hgp da hé (CPS/IoT) tao hiéu qua cong huong: PV + HVAC + Lighting
+ Security phdi hop gitp giam chi phi ning luong, ting an toan va giir
comfort.

- Ba don bay tiét kiém 16n: (i) Diéu phdi tai theo mit troi/biéu gid, (i) Pidu
khién HVAC tién tién (deadband, pre-cooling), (iii) Chiéu sang theo chiém
dung + daylight harvesting.

- Piém nghén & co hoi: Ban dém van phu thudc ludi — xem xét pin hoac

chuyén dich tai; ngdy nang nong — ap dung chién lugce chong qua tai HVAC.
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- An ninh thong minh: Loc da cam bién/Al giam bao dong gia, ting do tin cay
va kha nang phan tng.

- Lo trinh trién khai: Bat dau bang Energy Saving Mode (cau hinh phian mém
& lich van hanh), sau d6 mé rong demand response va can nhic luu trit ning

luong dé to1 uu sau theo bicu gia.

Toém lai tir nhitng kich ban trén, m6 hinh téa nha thong minh da dap tng
dugc nhimg yéu ciu co ban nhat, tir hé thong quan 1y ning luong. Hé thong toa
nha thong minh thé hién dung ban chat CPS/IoT tich hop: dit liéu cam bién (nhiét,
chiéu sang, chiém dung, khi doc), diéu khién (HVAC, chiéu sang), va nguén nang
luong (PV, ludi) duge két ndi, t6i vu theo bdi canh thoi gian thuc. Qua cac kich
ban “Ngay binh thuong”, “Néng nong cuc diém”, “Ché d6 tiét kiém nang lugng”

va “Su ¢0 an ninh”, m6 hinh cho thay:

~ Hiéu qua ning luong: tai dinh va tong tiéu thu ban ngay giam dang ké nho
PV + diéu phdi; ban dém van phuy thudc ludi nhung cé tiém ning cai thién
bang luu trit va chién lugc dich tai.

- DBam bdo tién nghi: HVAC giir nhiét d6 trong nha quanh setpoint ~24 °C
vo1 bién dao dong nho; khi mé rong deadband hop ly, van dat muc thoai
mai chép nhan duge ma tiét kiém hon.

- An ninh — an toan: logic lién thong gitta xdm nhap vat 1y va rui ro khi doc
gitp phan trng nhanh; khi 4p dung loc thong minh, bao dong gia giam, nang

do tin cay.

Téng thé, hé thong dat nén tang tot dé t6i uu chi phi — nang cao trai nghiém
— ting an toan, dong thoi md duong cho cac 16p tdi wu ning cao (AI/ML, t6i uu

da muc tiéu, quan Iy theo biéu gia).
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Danh gia tong hop (theo cac dd thi/kich ban)
Nang luong & PV: Tai tong giam rd rét khung 9—15h nho PV; grid import
tao “thung liing” gifra trua. Khi bat “Energy Saving Mode”, mirc giam 20—
30% ngay la kha thi (tiy deadband, lich van hanh va daylight harvesting).
HVAC & tién nghi: indoor temp bam setpoint tot; trong “Heatwave” bién
dao dong ting nhung van kiém soat dugc néu cé pre-cooling va diéu chinh
chénh nhiét hop 1y.
Chiéu sang & chiém dung: Chiéu sang bam occupancy, giam nho daylight
harvesting; ting ty 1& giam t6i da (60—70%) va phan ving (zoning) gitp
tiét kiém thém.
An ninh: Timeline sy ki€én minh bach (door/intrusion/alarm). Loc da cam
bién (badge + PIR + camera) hoic Al-based filtering lam giam dang ké
false alarms.
Nhap ludi & xu hudng: Pudng trung binh truot cia grid import cho thay
xu hudng giam ban ngay — ting ban dém; day 1a goi ¥ truc tiép cho chién
lwgc luu trir va dich tai.
Piém manh
1. Kién trac tich hop, mo-dun hoa
- Cac phan hé (HVAC, Lighting, Energy, Security, Environment) két
ndi qua cam bién/actuator thong nhat; dé mé rong va bao tri.
2. Diéu khién theo bdi canh thoi gian thyc
- Occupancy-aware, daylight harvesting, pre-cooling: dua ra hanh vi
diéu khién c6 diéu kién, giam lang phi.
3. Kha nang toi wu da myc tiéu
o Béng tho1 x€t téi nang lugng, tién nghi, an toan; co thé cidm thém céc
thuat toan toi wu/Al ma khong pha v kién trac.

4. Minh bach van hanh
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o Db thi, log, va chi $6 (kWh, peak kW, comfort hours, false alarms)
gitip giam sat, kiém chung va cai tién lién tuc (continuous
commissioning).

5. Kha ning sin sang cho DR/ToU

o Nén tang tot dé hudng loi tir chwong trinh Demand Response va biéu

gia theo thoi gian (Time-of-Use).
6. An toan — an ninh hop nhét
o Lién két rii ro méi truong (khi doc) voi an ninh vat 1y; ting toe do

phan tng, giam thiéu su cb kép.

Piém yéu / Han ché
1. Phu thudc ludi ban dém
- Thiéu luu trit hodc chién luoc dich tai ddn dén grid import cao budi
t6i; giam hiéu qua kinh té néu biéu gia dinh vao khung nay.
2. D6 chinh xac cam bién & nhiéu
- Cam bién gia ré/khong hiéu chuén c6 thé gay troi s6 liéu — bao dong
gia, diéu khién sai 1éch (dic biét & gas va occupancy).
3. Heuristic chua toi wu toan cuc
- Céac quy tic (deadband, threshold lux, lich setpoint) dang tuyén
tinh/kinh nghiém chua khai thac hét tiém ning; can toi uu dit liéu—
diéu kién theo mua/khu vuc.
4. Rang budc tién nghi — tiét kiém
- Mo rong deadband qua mirc c6 thé anh huong trai nghiém; can chinh
sach thich nghi theo khu vuc/dbi tuong (zone-based comfort).
5. An ninh thong minh can dit liéu phong phu
- Al-based filtering doi hoi dir liéu gan nhin & ha ting camera/badge;
néu thiéu, hiéu qua giam.

6. Kha nang lién thong hé cii
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o Tich hop BMS/SCADA hoic thiét bj legacy doi hoi gateway, d6i khi
han ché tinh nang chuin héa (BACnet/Modbus/KNX/zigbee...).

Rui ro & Bién phap giam thiéu
An toan dit liu & quyén riéng tu: rai ro 10 ri dir liéu chiém dyng/hinh anh
— 4p dung phan quyén, mi hoa end-to-end, an danh hoa, va luu vét truy
cap; tuan thu chinh sach ndi bd & phap 1y.
Do tin cdy van hanh: hong cam bién/actuator 1am léch diéu khién — du
phong lanh/néng, giam sét strc khoe thiét bi, bao tri dy doan.
Bias/overfit mo hinh diéu khién: mé hinh khong khai quat tt khi thoi tiét
cuc doan — tai huan luyén dinh ky, giam sat drift, fallback safe mode.
Rui ro tich hgp hé cii: tuong thich giao thttc & an toan mang —
segmentation mang, firewall cong nghiép, testbed trudc khi dua vao san
XUuat.
Kinh té dau tu: PV/pin/thiét bi cam bién — phan ky dau tu, thir nghiém
theo khu vuc (pilot), danh gid ROI theo tirng giai doan.

Khuyén nghi trién khai theo giai doan

Giai doan 1 — Nhanh & hiéu qua (3—6 thang):
Tinh chinh deadband HVAC, lich setpoint theo chiém dung, ting daylight
harvesting (60—70%).
Chuan hoa dashboard KPI: kWh/ngay, peak kW, % comfort hours, false
alarms.
Sang loc cam bién (hiéu chuan/ddi moi & vi tri trong yéu).

Giai doan 2 — T4i uu theo biéu gia & DR (6-12 thang):
Ap dung pre-cooling/pre-heating theo ToU; diéu phdi thiét bi phi thiét yéu
vé khung PV dinh.
Thtr nghiém Al-based filtering cho an ninh; tich hgp badge/camera.
Xay thu vién quy tac theo mua/khu (zone-based).

Giai doan 3 — Luu trit & toi wu nang cao (12-24 thang):
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- Dau tu pin luu trit cho peak shaving va arbitrage; t6i vu kich ¢ theo hd so
phu tai.

- M6 hinh héa nang cao (MPC/AI) da muc ti€u nang lugng—comfort—an ninh;
tai huan luyén dinh ky.

- M& rong retrofit giao thuc (BACnet/Modbus/zigbee/KNX) voi1 gateway

bao mat.

Két luan: Hé thong dd chimg minh gia tri c6t 18i cua toa nha thong minh:
giam chi phi nang luong, gitr tién nghi, va nang an toan thong qua diéu khién theo
bbi canh, tich hop PV va lién thong an ninh—méi truong. Nhitng diém yéu con lai
(phu thudc ludi ban dém, chét lugng cam bién, heuristic chua t6i vu) déu co 16
trinh khic phuc rd rang: toi vu theo dit liéu, ting chat luong cam bién, bd sung
luu trit, va Al hoa khau diéu khién/loc sy kién.

Néu dugc trién khai theo 16 trinh trén va do luong bang cac KPI khat khe,
hé thong c6 tiém ning dat muc giam 20-30% nang luong, duy tri >90% gid
comfort, va gidm manh bao dong gia, qua do6 tao ROI tich cyc va nén tang bén

viing cho van hanh toa nha trong dai han.
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KET LUAN

Sau khi hoan tat qué trinh thuc nghiém, bao gdm ca giai doan mé phong
trén OpenModelica va kiém thtr thuc té cac thanh phan cam bién — diéu khién, toi
nhan thay giai phap toa nha thong minh dya trén nén tang CPS/IoT da ching minh
duogc tinh kha thi va hiéu qua. Cac két qua cho thay hé thdng c6 kha ning diéu
phéi ning lugng gitta cac khdi chire ning nhuw HVAC, chiéu sang va an ninh mot
cach linh hoat, thich ing v6i su thay ddi lién tuc cua diéu kién méi truong va hanh
vi nguoi dung. Nho vao co ché diéu khién theo ngir canh, muc tiéu thy ning luong
duoc toi wu hoa dang ké, ddng thoi duy tri duoc sy thoai mai va chat luong moi
truong sdng trong nha.

Hé thdng thé hién kha ning van hanh 6n dinh, dang tin cdy, voi ty 16 mat
g6i dit liéu va do tré truyén thong nam trong ngudng chip nhan duoc cho cac tng
dung thot gian thyc. Bén canh do, cac giai phap bao mat dugce tich hop ngay tur
kién tric ban dau da gop phan nang cao an toan dir lidu va bao vé quyén riéng tu
ctia nguoi dung, giam thiéu nguy co rii ro an ninh mang vén thudng gip trong
cac hé théng IoT. Tuy vay, thuc nghiém ciing chi ra mot s han ché nhu sy chénh
1éch gitta mé phong va thuc té khi diéu kién moi trudng bién doi nhanh, hay van
dé quan 1y vong doi thiét bi khi hé théng mé rong quy mo.

Tu céc két qua dat dugc, toi rat ra rﬁng viéc ap dung CPS/IoT vao toa nha
thong minh khong chi dimg lai & khia canh k¥ thuat ma con mo ra trién vong cho
mdt hé sinh thai bén viing, noi dir li¢u, thiét bi va con nguoi duoc két ndi chat
ch&. Mic du van con ton tai mot sb thach thire can nghién ctru sau hon, song nén
tang kién trac va co ché diéu khién di chimg minh dugc hiéu qua va co thé lam
co sO dé trién khai & quy mé 16n hon trong twong lai. Téng thé ma néi, thuc
nghiém da khang dinh vai tro trung tdm cta IoT/CPS trong qua trinh hién thyc
hoa toa nha thong minh: vira nang cao hiéu suat ning lugng, vira dam bao an toan
thong tin, vira hudng toi trai nghiém séng tién nghi va than thién v6i moi truong.

T6i dé xuat dinh hudng phat trién tap trung vao viéc khép kin vong 1ap mod

hinh—dit liéu bang ban sao sd (digital twin) truc tuyén, cho phép hé thong tu hiéu
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chinh tham sb theo dit liéu thoi gian thuc va dinh luong bt dinh mé hinh. Trén
nén do, toi s& trién khai cac chién lugce diéu khién dy doan (MPC) két hop hoc
tang cudng theo ngir canh dé toi vu da muyc tiéu—nang luong, tién nghi, phat thai
va chi phi—dudi cac rang budc an toan phan cimg va chat lugng khong khi trong
nha. Kién trac tinh toan s& duoc phan ting rd rang: cac vong diéu khién nhanh va
phat hién bat thuong chay & edge nham bao dam do tré thap, trong khi huin luyén
md hinh, du béo tdi/khi hau vi mé va tdi wu lich van hanh dugc thuc hién & ting
cloud; co ché hoc lién két (federated learning) s& duoc can nhic dé bao toan dit
liéu nhay cam ma van khai thac duoc tri thic lién toa nha.

Mot hudng then chdt khac 1a ting cuong kha ning lién van qua cac chuin
mo& (BACnet/IPv6, OPC UA, Matter) va xay dung pipeline DevSecOps danh cho
IoT: quan tri vong doi thiét bi, cap nhat firmware an toan qua OTA, kiém toan dit
liéu dau—cudi, va thyuc thi chinh sach quyén riéng tu theo vai tro. Toi du dinh tich
hop co ché bao mat “theo chiéu sau” tir thiét bi dén dam may, kém phat hién—
phan tng bat thudng dua trén hoc may co thé giai thich, dong thoi ap dung kiém
chung hinh thitc ¢ nhitng mién an toan—an ninh trong yéu (phong chay, thang
may, hé théng thoat hiém). Vé nguén nang luong, hé théng s€ dugc mo rong dé
phéi hop linh hoat vdi1 vi ludi, dién mat troi &p mai, luu trir va dap tng phu tai
theo tin hiéu gi&—bao gdm ca tuong tac xe—ludi (V2G)—nham giam phu tai dinh
va phat thai theo thoi gian thuc.

O phuong dién trai nghiém ngudi dung va hiéu qua kinh té, toi s& phat trién
giao dién thich nghi theo vai tro véi cac chi s KPI thoi gian thuc va mo phong
“what-if” gitip quan tri ra quyét dinh minh bach. Cac thi nghiém A/B ngoai hién
truong, két hop ti vu co rang budc vé su chap nhan cua nguoi ding, s& duoc sir
dung dé tinh chinh bién diéu khién giita tiét kiém nang lwong va tién nghi. Cubdi
cung, t6i s& tiéu chudn hoa quy trinh danh gia voi bo dit liéu chuén hoa, kich ban
kiém thir khac nghiét (nhidu cam bién, rdt goi, hong cuc bd), cing phuong phap
so sanh ¢ y nghia thong ké, dé bao dam két qua co thé tai lap va md dudng cho

viéc chuyén giao cong nghé & quy mo cum toa nha va khu d6 thi théng minh.
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PHU LUC

model SensorSystem
"H& thdéng cam bié&n vdi nhiéu loai sensor”™

// Properties/Attributes

parameter String location = "Building A" "Vi tri cai 4at";
parameter String buildingID = "BLDOO1" "M3& dinh danh tda nha";
parameter String sensorID = "SENOOL1"™ "M3a dinh danh cam bisn™;

// State wariables

Real temperature(start=25.0, unit="degC") "Nhi&t d& (°C)";

Real gasLevel (start=0.0, min=0.0, max=100.0, unit="ppm") "Néng d& khi gas (ppm)";
Boolean lastUpdate (start=false) "Trang thai cip nhit cudi”;

// Inputs for simulation
input Real ambient temp "Nhiét 46 mdi trudng";
input Real gas_concentration "Ndng d¢ khi™;

// oOutputs

output Real temp reading "Gia tri doc nhi&t 4g";
output Real gas reading "Gia tri doc khi gas";
output Boolean sensor status "Trang thai cam bién";

// Operations simulation
Boolean isActive;

equation
// Simulate sensor readings with some noise
temp reading = ambient temp + 0.l1*sin(time);
gas_reading = gas concentration + 0.05*%cos(time*Z2);

// Update internal state
der (temperature) = (temp reading - temperature) / 10;
der (gasLevel) = (gas_reading - gasLevel) / 5;

// Sensor status
sensor_status = time > 1.0; // Active after 1 second
isActive = sensor_status;

lastUpdate = time > 0;

end SensorSystem;

Hinh 4.0. Text-based Model SensorSystem
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model HVACSystem

"H& thing difu hda khdng khi"™

// Properties

parameter Real currentTemperature (start=25.0, unit="degC") = 25.
parameter Real targetTemperature (start=22.0, unit="degC") 22.
parameter Real humidity(start=50.0, min=0.0, max=100.0, unit="%
f/ Inputs
input Real desired temp "Nhi&t 43 mong mudn";
input Real room temp "Nhigt 49 phong hign tai™;
input Boolean hvac_enable "Bdt/tdt HVAC":
ff Outputs
output Real cooling power "Cdng sudt lam lanh";
output Real heating power "Cdng suit sudi am";
output Boolean system status "Trang thai hé thing":
// Internal variables
Eeal temperature error;
Eeal control_signal;
// Cperaticns
Boolean hvacStatus;
equation
// Temperature control logic
temperature_error = desired temp - room temp;
control signal = temperature error * 10; // Simple P controller

// Power distribution
if hvac_enable and abs (temperature_error) > 0.5 then
if temperature_error > 0 then
heating power = max (0, control signal):
cooling power = 0O;

else
heating power = 0;
cooling power = max (0, -control_signal):
end if;
system _status = true;
else

heating power = 0;

cooling power = 0;

system status = false;
end if;

hvacStatus = system_status;

end HVACSystem;

Hinh 4.1. Text-based Model HVACSystem
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model SecuritySystem
"HE& thing an ninh"

[/ Properties

parameter Boolean accessLocked (start=trus) = true;
parameter String cameralnline (start="online™) = "online";
parameter Boolean intrusionDetected(start=false) = false;
/4 Inputs

input Boolean motion_detected "Phat hién chuyén déng™:
input Boolean door_opened "Cda dugc md™;
input Boolean authorized access "Truy cép dugc Uy quyén”;:

[ Outputs

cutput Boolean alarm active "Bac ding hoat ding”;
output Boolsan door locked "Cla khoa™:

output String security status "Trang thai an ninh™;

[/ Internal state
Boolsan lockStatus;
Boolsan intrusionState;

[/ Operations simulation
discrete Boolean alarmlriggered;

egquation
[/ Security logic
lockStatus = not authorized_access:
door_locked = lockStatus:

// Intrusion detection
intrusionState = motion_detected and door_locked:

when intrusionState then
alarmTriggered = true;

elsewhen authorized_access then
alarmTriggered = false;

end when;

alarm active = alarmlriggered;

[/ Status reporting
if alarm actiwve then

security status = "LALARM";
elseif door_locked then

security status = "SECURED";
else

security_ status = "OFEN";
end if;

end SecuritySystem;

Hinh 4.2. Text-based Model SecuritySystem
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model EnergySystem
"Hé thing guidn 1¥ ning luong”

/4 Properties

parameter HReal soclarPanellapacityi{start=10_.0, min=0_.0, unit="kW") = 10.0;
parameter Heal batterylevel(start=50.0, min=0.0, max=100.0, unit="%") = 50.0;
parameter Real gridPowerlUsage(start=0.0, min=0.0, unit="kW") = 0.0;

S Inmputs
input Real solar irradiance "Bic xza mit troi”;
.

input Real total_load "Iéng tdi tiéu thu™;
input Real time_of day "Gid trong ngay";

f 4 Outputs

output Real solar power "Cong sudt mit trodi™;
output Real battery power "Cdng sudt pin™;
output Real grid power "Céng suft lusi dién™;

output Real battery charge "Mic sac pin™;

S5 Internal wariakbles
Real power_balance;
Real battery capacity = 20.0; // kWh

fF Operations
Boolean optimizeEnergylUse;
Boolean switchToRenewable;

egquation
Jf Bolar power genseration
solar power = solarPanelCapacity * solar_irradiance * 0.01;

S Power balance calculation
power balance = solar power - total load;

// Battery managemsnt
if power_balance > 0 and battery charge < 55 then
S Charging kattery with excess solar power
battery power = -min(power_balance, 5.0); // Max charging rate 5kW
grid power = 0;
elseif power balance < 0 and battery charge *» 10 then
Jf Discharging battery to meet demand

battery power = min{-power_balance, 5.0); // Max discharge rate SkW
grid power = max(l, -power_balance — battery power);
else

4 Use grid power

battery power = 07

grid power = max(0, -power_ balance);
end if;

/4 Battery state of charge
der{battery_charge) = battery power / battery capacity * 100;

JS Optimization flags
optimizeEnergylUse = battery charge = 20;

switchToRenewable = solar power > total load * 0.5;7

end EnergySystem;

Hinh 4.3. Text-based Model EnergySystem
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model SmartBuildingSystem
"H& thdéng tda nhi théng minh tich hop”

/4 Component instances

SensorSystem sensorSys (location="HMain Floor", buildingID="SHBOOL™);
HVACSystem hvacSys;

SecuritySystem securitySys;

LightingSystem lightingSys;

EnergySystem energySys;

£/ External inputs for simumlation

input Real outdoor temp = 30 + S5*sin{time/3€00) "Nhiét dd ngodi troi™;

input Real sclar radiation = max(0, 20%sin({time/3€00%3.14155/12)) "Biic Ha mét troi™;
input Boolean occupancy detected = time > 10 and moditime,3€00) < 2300 "Phat hién ngudi™;
input Boolean motion sensor = occupancy detected and sini{time) > 0.5 "Cidm bién chuyén dong™;

S Bystem interconnections and logic
Real total energy consumption;
Boolean building cccupied;

String system mode;

equation
// Connect sensor inputs
sensorSys . ambient_ temp = outdoor temp;
sensorSys._gas_concentration = 10 + 2%sin{time,100);

£ HVAC control based on occupancy and temperature
hwvacSys.room temp = sensorSys.temp reading;
hwvacSys._desired temp = if building occupied then 22 else 2
hwvacSys _hvac enable = building occupied;

S Becurity system

securitySys motion detected = motion sensor;
securitySys. door opened = building occupied;
securitySys. authorized access = occupancy detected;

/¢4 Lighting control

lightingSys.light_sensor = solar_radiation * 0.5;
lightingSys.occupancy = building occupied;
lightingSys manual owverride = false;

// Energy management

energySys.solar irradiance = solar radiation;

energySys.total load = hwvacSys.cooling _power + hvacSys heating power + lightingSys.energy consu
energySys.time_of day = mod{time/3800, 24);

S/ Bystem logic
building occupied = occupancy detected;
total_energy consumption = energySys.total_load;

ff Cperating mode
if securitySys.alarm active then

system mode = "SECURITY RLERT";
elseif not building occupied then

system mode = "ENERGY SRVING":
else

system mode = "NORMARL OPERRTION":
end if;

Hinh 4.5. Text-based Model SmartBuilding System



