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LOI CAM POAN

T6i 1a Nguyén Hai Lam, hoc vién cao hoc Iép Cao hoc Hé thdng théng
tin, khda 12. T6i xin cam két rang dé tai thac si mang tén: “Nghién ciru ung
dung mé hinh mo va ly thuyét dai sé gia tir phét hién bat thuong trong mang
may tinh” 1 két qua nghién ciru doc 1ap cua toi, dugc thuc hién dudi sy hudng

dan khoa hoc ciia TS. Nguyén Vin Thién va TS. Hoang Vin Thong.

Toan bo noi dung, két qua nghién ctru va dit liéu trinh bay trong dé tai nay
la trung thuc, chua ting céng bo trong bat ky cong trinh nao khac. Tt ca sé
liéu dung dé phan tich, danh gia déu duoc tdi thu thap tir c4c ngudn ¢4 trich dan
rd rang trong phan Tai liéu tham khao. T6i khang dinh khéng vi pham céc
nguyén tic vé dao duc nghién ciru khoa hoc trong qué trinh thuc hién dé tai.
Céc tai liéu tham khao duoc st dung chinh xac, dung muc dich va theo quy
dinh hoc thuat.

T6i hiéu rang, néu phat hién hanh vi gian 1an nao, tdi s& chiu trach nhiém
hoan toan va cé thé bi xem xét lai két qua hoc tap, theo dung quy dinh phap

luat va quy ché dao tao hién hanh.
Ha Noi, ngay 01 thang 07 nam 2025

Tac gia
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LOI CAM ON

Dé hoan thanh dé an thac s ndy, trudc hét toi xin bay to 10ng biét on sau
sac toi TS. Nguyén Van Thién va TS. Hoang Vin Thong, nhiing ngudi di tan
tinh huéng dan, dinh hudng va ddng hanh cung tdi trong suét qué trinh thuc
hién dé tai. Qua su chi bao cua hai thay, t6i khong chi linh hoi dugc phuong
phap nghién ciu khoa hoc ma con tiép thu nhiéu kinh nghiém quy bau vé tu

duy phan bién va tac phong lam viéc chuyén nghiép.

T6i ciing xin chan thanh cam on quy thay c6 Trudng Cong nghé Thong
tin va Truyén thong — Trudng Pai hoc Cong nghiép Ha Noi da lubn hd trg, tao
diéu kién thuan loi cho toi trong sudt thai gian hoc tap va nghién cuu.

Pic biét, toi xin giri 10i tri &n sdu sac dén bd me, nhitng ngudi ludn 1a diém
tua tinh than viing chic, dong vién va ang ho tdi khéng nging trong moi hoan

canh.

Du d3 nd luc hét strc, dé &n van kho tranh khoi nhirng han ché do gigi han
thoi gian va kinh nghiém. T6i rat mong nhan duoc y kién gop y quy bau tir quy

thay cd va ban bé dé co thé hoan thién hon trong cac nghién ctru sau nay.

To6i xin chan thanh cam on!
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MO PAU
1. Ly do chon dé tai

Khai pha dir liéu va phat hién tri thiac duoc cac nha khoa hoc quan tam
nghién ctu trong nhiéu nam gan day. Ung dung khai pha dir liéu duoc thyuc
hién trong nhiéu linh vuc khac nhau nhu gido duc, y té, an ninh, tai chinh,...
Dic biét, trong thai gian gan day, khai phé dix liéu va phat hién tri thac trong

linh vuc an toan thong tin dang dwoc quan tdm nghién cuu.

Khi ha tang va dich vu mang ngay cang ma rong va hién dai, cac loai hinh
tan cong mang ciing xuat hién véi tan suat ngay cang nhiéu hon va tinh vi hon,
gay ra nhiéu méi nguy hiém dic biét nghiém trong va tiém an trong hé thong.
Niam 2024 va 2025 chung kién su leo thang déng ké vé cac méi de doa an ninh
mang. Tri tué nhan tao (Al) ndi 1én nhu mét yéu té then chdt, vira thic day kha
nang tan cong tinh vi, vira nang cao niang luc phong thu. Trong nam 2024,
ransomware tiép tuc thdng tri, khdng chi ma héa ma con tong tién bang cach
cong khai di liéu danh ciap. Cac cudc tin cong c6 chu dich va tan cong chudi
cung tng gia ting, khai thac 16 hong tir cac nha cung cap bén thir ba. Lira dao
ngay cang tinh vi nho ki thuat xa hoi. LS hong tir thiét bi bién va IoT ciing bi
khai thac rong rai. Thiét hai tai chinh toan cau du kién dat 9,5 nghin ty USD.
Du bdo 2025, Al s& dinh hinh lai b6i canh an ninh mang. Tan céng do Al diéu
khién s& bing nd, loi dung cac md hinh LLM va Deepfake dé lira dao va phat
trién ma doc phuc tap. Nguoc lai, Al ciing s& dugc tich hop sau hon vao céc

giai phap bao mat dé tu dong hoa phat hién va phan ang.

Pé dbi phd, cac t6 chire s& chu trong Kién triac Zero Trust, ting cudng bao
mat dam may va dir liéu nhay cam, dong thoi xay dung kha ning phuc hoi
mang. Trong thoi dai s, viéc nang cao nhan thirc vé an toan thdng tin cing véi
su hop téc gitra cac qudc gia dong vai tro then chét trong viéc bao vé tai san ky

thuat s6. Viéc nghién ciru cac phuong phap phét hién va ngan chan céc hanh vi



tan cdng mang da trd thanh chu dé thu hat sy chd y caa gidi hoc thuat trong
suét nhiéu thap ky. Mot trong nhiing hudng tiép can noi bat 1a phét trién cac hé
théng phét hién xam nhap mang (Network Intrusion Detection Systems —
NIDS).. NIDS dugc chia thanh hai loai: phat hién dya trén diu hiéu va phat
hién dua trén sy bat thuong [1]. Phan loai hé théng phét hién xam nhap (N1DS)
thudng dugc thuc hién dua trén phuong phap tiép can trong viéc nhan dién
hanh vi xdm nhap. Cac NIDS dua trén chir ky (Sigature-based) c6 kha nang
phat hién chinh xac cac cudc tin cong da duogc biét va dinh nghia tir truéc. Tuy
nhién, chi cac hé théng dua trén phat hién bat thuong (anomaly-based NIDS)
méi cO tiém nang phat hién cac méi de doa chua tirng xuat hién hoic cac hanh
Vi tan cdng mai chua c6 mau chir ky twong @ng. Trong linh vyuc an toan mang,
viéc phét hién cac hanh vi bat thuong thuong duoc biét dén véi thuat ngir “phat
hién bat thuong mang” (Network Anomaly Detection — NAD). Trén thuc té,
mot hé théng phat hién xam nhap hiéu qua thuong 1a su két hop giira nhiéu
thanh phan, trong d6 NAD doéng vai trd quan trong ¢ trong hé thdng théng
thuong gom cd: phat hién dya trén chir ky dé xt Iy cac méi de doa da biét va
NAD nham xu ly cac hanh vi bat thuong chua xac dinh. Cét 16i caa nghién ciru
vé NAD la xay dung va téi wu hoa mo hinh bo may phat hién bat thuong, trong
d6 viec mod hinh hoa hoat dong cua hé thong phat hién dong vai tro quan trong
trong viéc nang cao kha nang dé phan biét gitta mau dir liéu bat thuong so voi
binh thuong, tir d6 cai thién hiéu suat phat hién va giam ty & canh bao sai.
Céc phuong phap danh cho viéc phét hién bat thuong theo huéng hoc may
thuong tap trung vao viéc do luong d6 léch giira dit liéu dau vao va mé hinh
hanh vi binh thuong da duoc hoc tir truéc. Muc tiéu la phat hién cac mau dir
licu khong phd hop véi hanh vi hé thng thong thuong — duoc xem nhur 13 cac
dau hiéu caa xam nhap hoic tan cdng mang. Do d6, cac giai phap phat hién
bat thuong yéu cau hé théng c6 kha niang hoc tir di liéu lich st nham xay dung

mo hinh biéu dién trang thai hoat dong binh thudong. Nhiing ki thuat cho phép



hé thdng tu dong hoc va trich xuat tri thuc tir di liéu dau vao dé giai quyét cac
bai toan cu thé duoc goi chung 1a cic phuong phap hoc may (machine
learning). Trong bdi canh an toan thong tin, phat hién bat thuong mang 1a mot
trong nhitng hudng nghién cau nhan dwoc nhiéu su quan tdm, bai nd cung cap
kha nang phat hién cac hinh thirc tin cong méi, chua timg dugc ghi nhan trude
d6 — diéu ma céc hé thdng dya trén chit ky truyén thdng khéng thé thuc hién
duoc. Nhiéu ky thuat hoc may da dugc cac nha nghién ctru ap dung thanh cong
vao thuc té va mang lai két qua dang khich 18 trong linh vuc nay nhu phuong
phap dua trén hoc sau (Deep learning) [17, 36, 37], cay quyét dinh (Decision
tree) [35], My véc to hd tro (Support Vector Machine - SVM) [5], Hé mo
dua trén luat (Fuzzy Rule Based System - FRBS) [3,4,6,9,14-16,33].

Dua trén nén tang ly thuyét tap mo va dai s6 gia tir, hé thong suy dién mo
dua trén luat (Fuzzy Rule-Based Systems — FRBS) d4 duoc phét trién nhu mot
cong cu tinh toan md phong hiéu qua quéa trinh suy luan va ra quyét dinh gan
gidng véi tu duy con ngudi. V6i kha nang xir Iy thong tin mo hd va khong chac
chan, FRBS da chtmg minh dugc tinh wng dung rong rai trong nhiéu linh vuc
thuc tién, dac biét la trong cac bai toan phan loai nhu chan doan y té, danh gia
trong gi4o duc, va cac hé théng hd tro ra quyét dinh trong mai truong dit lidu
khong chac chan. Uu diém cua cac phuong phap tiép can dya trén FRBS la chi
phi tinh toan thap, d& hiéu véi nguoi sir dung. Van dé phét hién bat thuong
trong cdc mang may tinh ban chat Ia bai toan phan loai trang thai cua hé théng
dua trén cac thdng s6 cia mang dé canh bao cho ngudi quan tri thyuc hién giam
sat mang. V&i bai toan nay ching ta c6 thé phét trién cdc mé hinh FRBS dé
phan loai trang thai caa mang mot cach hiéu qua theo thoi gian thuc. Do do toi
da chon dé tai “Nghién cizu ing dung md hinh mor va Iy thuyér dai so gia tir
phat hién bdt thirong trong magng may tinh” 1am dé tai cho dé an. Bé an sé tap
trung nghién ctru cac phuong phap hién bat thuong theo cac hudng tiép can
khac nhau. i sau nghién ctru phuong phap xay dung FRBS duya trén ly thuyét



dai s6 gia tir va nghién ctu tng dung vao phat hién bat thuong trong mang may
tinh.
2. Muc tiéu caa dé tai

Muc tiéu caa dé tai 1a xay dung mot md hinh phét hién bat thuong trong
mang may tinh dya trén hé théng suy dién mo (FRBS) két hop véi dai s6 gia
tar (HA), nhim nang cao do chinh xac va kha niang thich nghi cua hé théng khi
xt 1y cac hanh vi mang bat thuong. Dé tai huéng téi viéc ching minh tinh hiéu
qua ciia md hinh thdng qua thuc nghiém trén tap di liéu thuc té, tir d6 gop
phan dé xuat mot phuong phéap kha thi tng dung trong cac hé théng giam sat

an ninh mang.
3. N¢i dung nghién ciru
- Nghién cttu bai todn bat thuong trong mang may tinh

- Nghién ctru cac phuong phap tiép can khac nhau dé giai quyét bai toan
nay: hoc may co giam sat, hoc may khéng gidm sat, mang mo ron nhan tao, hoc
sau.

- Nghién cttu m6 hinh hé mo dang luat sir dung trong giai bai toan phan
l6p.

- Ly thuyét tap mo, ly thuyét dai so gia tir.

- Nghién ctu phuong phap xay dung FRBS duya trén dai s6 gia tir

- Nghién cau tng dung FRBS dugc xay dung duya tren dai s6 gia tir trong
phat hién bat thuong ctia mang may tinh, nghién ctiru danh gia phuong phap véi
cac m6 hinh khéc.

4. Phuwong phap nghién ciru

- Phuong phap nghién ctiu ly thuyét: Nghién ctiu vé ly thuyét mo, Iy thuyét

dai s6 gia tir, md hinh mo, bai toan phét hién bat thudng ndi chung va bai toan



phat hién bét thuong trong mang may tinh noi riéng dya trén cac tai liéu da

duoc xuat ban va céc tai liéu trén bao khoa hoc.

- Phuong phép thuc nghiém: Xay dung md hinh mo dya trén ly thuyét mo
két hop véi ly thuyét dai sb gia tir tir dit liéu thue té va nghién ciu danh gi tinh
phl hop cta ciac md hinh dbi véi cadc mang may tinh trong thuc té va so sénh

danh gia véi cac phuong phap tiép khac.
5. Két cau dé an

Noi dung dé an tét nghiép gdm phan mé dau, 3 chuong va phan két luan,

cu thé:

Chuong 1 trinh bay tong quan kién thac vé phat hién bat thuong trong
mang may tinh. Cac dinh nghia, cac phuong phap phat hién bat thuong truyén

théng, cac phuong phap dua trén hoc su.

Chuong 2 trinh bay tong quan vé ly thuyét tap mo, ly thuyét dai sb gia ta,
hé mo dua trén luat, cac phuong phap 1ap luan dua trén hé mo cho bai toan
phan 1op, cac tiéu chuan danh gia hé luat.

Chuong 3 trinh bay phuong phap xdy dung hé luat mo dua trén dai s6 gia
tar, mo ta tap dir liéu sir dung dé xay dung hé luat phét hién tan cong DDos,
phan tich, danh gia két qua hé luat thu duoc sau khi huan luyén mé hinh.

Cubi cung dé an rat ra mot s6 két luan va huéng nghién ciru phat trién tiép

theo cua dé an.



CHUONG 1. TONG QUAN VE PHAT HIEN BAT
THUONG TRONG MANG MAY TiNH

1.1. PHAT HIEN BAT THUONG MANG MAY TINH

Chuong nay gidi thiéu tong quan vé dé tai, Iy do chon huéng nghién ctu,
muc tiéu va pham vi trién khai, ddng thoi xac dinh phuong phép tiép can va cau
trdc tong thé caa béo céo. Trong bdi canh cac cudc tan cong mang ngay cang
gia tang vé tan suat, mac do tinh vi va khé nhan dién, nhu cau phat trién cac hé
théng phat hién bat thuong hiéu qua, linh hoat va thich nghi tét véi méi trudng

dir liéu phuc tap tro nén ngay cang cap thiét.

Pé tai tap trung vao viéc nghién cau va tng dung hé thong suy dién mo
dua trén luat (FRBS) két hop véi ly thuyét dai sé gia tir (HA) trong phat hién
bat thuong mang. Phuong phép tiép can nay hira hen khic phuc duoc nhiing
han ché phd bién cua cac hé théng mo truyén thdng, nhu viée thiét 1ap ham
thanh vién va sinh luat thuong phy thuoc chii quan vao chuyén gia. Bang céch
tich hop HA — mét ly thuyét c6 kha ning dinh lwong va sap xép ngit nghia cac
gia tri ngdn ngit — vao FRBS, dé tai ky vong xay dung dugc mo hinh phat hién
bit thudng c6 d6 chinh xac cao hon, d& thich nghi vai céc loai dit liéu thay doi
va kho xac dinh ranh giai r6 rang.

Ngoai ra, chuong 1 ciing lam rd d6i twong, pham vi nghién ctu — cu thé
la céc loai hanh vi bat thuong trong mang may tinh, dic biét 12 tin cong tir chdi
dich vu phan tan (DDoS). Phuong phap nghién citu bao gom ca phan tich ly
thuyét va thuc nghiém, vai dir lidu thuc té duoc xtr 1y va danh gia thong qua

cac chi s phé bién nhu Precision, Recall, F1-score...



1.1.1. Binh nghia

Trong [8] Hawkins dinh nghia "Bdt thwrong chi cac mau dir liéu dwoc quan
sat c6 sy sai léch kha I6n so Véi cde doi twong quan sét khéc nhuw thé né dwoc

tao ra theo mot cach thizc hoan toan khac".

Phét hién bat thuong (Anomaly Detection — AD) 1a mét linh vuc nghién
ctru tap trung vao viéc nhan dién nhitng biéu hién khac thuong trong dir liéu —
tac nhimg diém dir liéu thé hién hanh vi khdng pht hop hoic Iéch dang ké so
v6i xu hudng chung cua toan bo tap quan sat. Cac ddi tuong duoc coi la bat
thuong thuong phan anh céc tinh hudéng khdng pho bién, hiém gap hoic tiém
an rai ro, chang han nhu gian 1an tai chinh, 13i thiét bi, hay dau hiéu cua mot
cudc tan cdbng mang. Viéc phat hién chinh xac nhiing bat thuong nay déng vai
tro quan trong trong cong tac giam sat hé thong, canh béo sém va bao vé dir

liéu trong nhiéu linh vuc.

Su quan tam dén AD ngay cang gia ting, khong chi trong giéi hoc thuat
ma con trong thyc tién cong nghiép, bdi kha nang tng dung rong rai cua né
trong nhiéu nganh nghé nhu cham soéc stc khoe (phat hién bénh Iy), tai chinh
(nhan dién gian lan), cong nghiép san xuat (kiém tra 15i san pham), va dic biét
1a trong linh vuc an toan thong tin. Dé giai quyét bai toan phat hién bat thuong,
nhiéu phuong phép tiép can di duoc dé xuat, trong d6 phd bién nhat 1a céc ky
thuat thong ké, hoc may, va logic mo. Nhitng phuong phap nay khong ngirng
duoc cai tién nham nang cao kha ning phat hién chinh xac cling nhu tang cuong
kha ning tong quat héa mo hinh d6i véi céc tinh hudng chua tirng géap trudc
do.

Ngoai tén goi “phat hién bat thuong”, linh vuc nay con dugc biét dén voi
cac thuat ngir dong nghia nhu phat hién mau méi (novelty detection) hay phéat
hién sai léch (deviation detection). Trong bdi canh an ninh mang, khai niém

AD duoc cu thé hoa dudi dang phat hién bat thuong mang (Network Anomaly



Detection — NAD), nham nhan dién nhitng hanh vi hoic luu lwong truyén théng
khong tuong thich voi dic diém thong thuong cua hé thbng mang dang giam
sat. Cac dau hiéu bt thuong c6 thé phat sinh tir nhiéu nguy@n nhan khac nhau
nhu tin cdng mang cd cha dich, cAu hinh hé thdng khéng dung, hoic hanh vi
nguoi dung khéng tuan tha chinh sach bao mat. Bé hd tro phan tich hiéu qua,
NAD thuong chia cac loai bt thudng thanh ba nhom co ban, dya trén mic do
khac biét va ban chit cua hanh vi phat hién duoc trong dong dir liéu
mang.Trong phat hién bat thuong, ¢ thé phan biét hai dang phd bién dua trén
cach thtc biéu hién caia hanh vi bat thuong: (1) bat thwong theo tap hop mau
— t&c 12 mét hanh vi chi duge nhan dién 1 bat thuong khi xuét hién déng thoi
trong mot nhom cac mau dit liéu; va (2) bat thwong theo ngir canh — khi mot

diém dix liéu chi tré nén bat thuong trong mot ngit canh hoic diéu kién cu thé.

Trong pham vi dé &n nay, cac hanh vi bat thuong dugc dinh nghia 1a cac
dang tan cong mang hoac hanh vi gay réi lam sai léch chic niang thong thuong

cua hé théng. Cu thé:

U2R (User to Root) la dang tan cong leo thang dic quyén, trong dé ké
tan cong cb gang chiém quyén truy cap root tir mot tai khoan nguoi dung binh

thuong;

R2L (Remote to Local) la dang tin cong trong d6 ké tan cong tir xa cd

gang gianh quyén diéu khién hé théng cuc bo;

DoS (Denial of Service) 1a cac tan cong tir chéi dich vu, trong d6 mot yéu
cau riéng lé co thé 1a hop 1¢, nhung khi xuét hién véi sé lugng 16n trong mot
tap hop miu s& gay qua tai va 1am gian doan dich vu — day 1a biéu hién dién

hinh cua bat thuong theo nhom;

Probe la dang tin cong do quét hé théng dé thu thap thong tin, thudng bao

gom cac goi tin hoi/dap giri dén hé théng trong khi cac thdng sé ha tang va dich



vu mang van o6n dinh — do d6 hanh vi nay chi dugc xem 1 bat thuong trong

ngir canh cu thé.

Trong cé4c dang bt thuong mang, dé tai co dé cap téi day du cac loai hinh
phd bién nhu U2R, R2L, DoS, Probe. Tuy nhién, trong pham vi thuc nghiém,
dé tai lya chon tan cong DDoS dé lam truong hop dién hinh nham kiém thir va
danh gia hiéu qua caa md hinh phat hién bat thuong dua trén FRBS va dai s6
gia tir. Pay 1a budc tién dé dé tir d6 co thé mé rong ang dung md hinh cho cac

loai bat thudng khac trong tuong lai.

(
| Anomaly |
NS
| Point | | Collective | | Contextual |
\_._:_/ E——— WE————
Lo i — -
2R ) 2L ) ( Dos ) Probe
& &= 2058 Ly

P ———

[ Network |
| Attack |
N -

Hinh 1.1: Cac nhdm phén loai tdn cong mang va loai bat thuong [27]
1.1.2. Cac phuong phap phat hién bat thuong mang may tinh

CAu trdc tong quan cua hé théng phat hién bat thuong mang duoc minh
hoa trong Hinh 1.2. Theo d6, ludng dit liéu mang thd sau khi thu thap sé trai
qua cac budc trich chon dic trung va tién xt 1y (nhu 1am sach, chuan hoa, va
bién ddi dit liéu). Két qua tién xir Iy nay sau d6 dugc dua vao mo-dun phat hién
bat thuong—mot mé hinh phan 16p NAD—doéng vai tro ¢t 16i trong viéc phan

biét gitta luu lwong binh thuong va céc kiéu tan cong tiém an.
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Hinh 1.2: Khung kién tric 4c md hinh phat trién bat thuong mang [27]

Céac phuong phap xay dung md hinh nham giai quyét bai toan phét hién
bat thuong mang (NAD) da duoc nghién ctu va phat trién theo nhiéu hudng
tiép can khac nhau. Trong d6, huéng ung dung hoc may (machine learning) noi
1én nhu mot trong nhitng giai phap dwoc chi trong va khai thac rong réi nho
vao kha nang hoc tu dong va thich nghi véi di liéu I6n, da dang. Céc thuat toan
hoc may c6 thé duoc phan loai thanh ba nhém chinh: hoc c6 giam sat
(supervised learning), hoc khéng giam sat (unsupervised learning) va hoc ban
giam sat (semi-supervised learning)—mdi nhom cé dic trung va diéu kién ap

dung riéng biét.

Hoc c6 giam sat yéu cau tap dit liéu huan luyén phai duoc gan nhan rd rang cho
ting mau, phan biét gitta hanh vi “binh thuong” va “bat thuong”. Dya vao
thong tin nhan nay, mo hinh hoc ¢d thé tdi uu héa qua trinh phan loai voi do
chinh xac cao. C4c thuat toan tiéu biéu trong nhém nay bao gom: mang no-ron
nhan tao (ANN), may vector ho trg (SVM), K-nearest neighbors (KNN), mang
Bayes, cay quyét dinh (DT) va hé mo suy dién theo luat (FRBS
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- Nguoc lai, hoc khéng gidm sat hoat dong dua trén gia dinh rang phan 16n luu
luong mang 14 binh thuong, con cadc mau bt thuong chi chiém ty 1¢ rat nho.
Cac md hinh thugc nhom nay khdng can dén thong tin nhan trong qué trinh
huan luyén, ma tu dong hoc ciu trac, dic diém phan b cua dir liéu binh thuong,
tir d6 nhan dién nhitng diém léch (outliers) hoac cum dix liéu c6 mat do thap.

- Hoc béan giadm sét két hop wu diém cua ca hai huéng trén bang cach su dung
mot tap nho da gan nhan (thuong chi gdom mau “binh thuong™) va mot tap 16n
khong nhan. Cach tiép can nay giam thiéu ganh ning gan nhan nhung van khai
thac duoc thong tin nhin dé cai thién do chinh xéac. Trong an ninh mang, cac
thuat toan nhu One-Class SVM (OCSVM) [5], Local Outlier Factor (LOF) [20]
hay Kernel Density Estimation (KDE) [22] thuwong dugc ap dung theo mo hinh
ban giam sat, khi chi dit liéu binh thuong duoc ding dé hoc cau trdc, roi bat

thuong dugc phat hién dua trén d6 Iéch so vai mo hinh dob.
1.1.3. Luu lugng mang may tinh

Trong cac hé thng phat hién bat thuong trén mang may tinh, nguén di
liu dau vao chu yéu 1a luu lugng mang (network traffic) duoc thu thap bang
cac cong cu chuyén dung nhu trinh bat géi tin (sniffer). Dit liéu nay thuong bao
gom cac goi tin da dugc xur Iy va dinh dang theo cau trdc chuan, cho phép hé
théng phan tich sdu hon & cac cap d6 khac nhau. Mot s hé théng phat hién
xam nhap dién hinh, chang han nhu Snort [21], thyc hién phét hién bt thuong
truc tiép trén cac goi tin thd ma khéng can tai cau trac luu lugng. Tuy nhién,
trong nhiéu truong hop, cac cudc tin cdng mang chi c6 thé dugc phét hién rd
rang khi phan tich theo cip do phién (session) hoic ludng dir liéu (flow). Diéu
nay doi hoi qua trinh tién xir Iy dix liéu (preprocessing) nham chuyén doi di
liéu thd thanh dang thich hop dé trich xuat dic trung ¢ ca hai cap do: goi va
phién.
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Trich chon dic trung (feature extraction) dong vai tro then chét trong viéc
md hinh hoa cac khia canh quan trong cua luu lwong mang, gilp nang cao hiéu
qua trong viéc phat hién hanh vi bt thuong. Qua trinh nay ¢ thé sir dung nhiéu
ky thuat khac nhau, tir cac phuong phap théng ké don gian dén céc thuat toan
hoc may hién dai. Cac dac trung duogc trich chon tir luu lugng thuong duoc
phan chia thanh hai nhém chinh theo kiéu di liéu: dic trung dinh lugng
(numerical) va dac trung phan loai (categorical). Trong do, dac trung dinh

luong lai dugc chia thanh.

- Dang roi rac (discrete) — thé hién céac thugc tinh c6 thé dém dugc nhu s6

lwgng gai tin hoac sé 1an két ndi

- Dang lién tuc (continuous) — mo ta cé&c gia tri do luong co thé bién thién,

nhu thoi gian két néi hoic ty Ié truyeén tai

Viéc lya chon cac dac trung phu hop 1a budc quan trong trong qua trinh xay
dung mé hinh, khong chi gitp giam chiéu dix liéu (dimensionality reduction)
ma con tang hiéu suat xir 1y, ddng thoi cai thién kha nang giai thich két qua va
phat hién chinh x4c hon. Dya trén ciu trac luu lugng mang, cac dic trung

thuong dugc phan loai thanh ba nhém chinh:

- Pic trung co ban (Basic Features): Bao gom cac thdng tin c6 thé trich xuét
tryc tiép tir phién giao tiép TCP/IP, chang han nhu dia chi IP nguén va dich,
cong giao tiép, thoi luong phién, sé lwong goi guri va nhan. Pay 1a nhitng dic
trung don gian nhung quan trong, giup dinh hinh hoat dong co ban cta mot
két ndi.

- Bac trung Iuu lugng (Traffic Features): Puoc suy luan tir cac truong
trong tiéu dé cua goi tin (TCP/IP header), nhu kich thudc cira s6 (window size),
thé hién dic diém hanh vi truyén thdng trong qué trinh trao d6i dit liéu gitra hai

dau phién két néi.
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- Pic trung ndi dung (Content Features): Pugc lay tir phan dir liu
(payload) cuia goi tin, nhom dic trung nay cung cip thong tin chuyén sau hon
vé ndi dung truyén tai, va thudng dugc khai thac dé nhan dién ddu hiéu tan

cong, ma doc hodc cac hanh vi xam nhap an trong ndi dung phién.

Trong cac hé théng phat hién xam nhap mang (Network Intrusion
Detection Systems — NIDS), dit liéu dau vao thudng dugc xay dung tir cac
ngudn luu lugng mang thuc té hoic md phong, sau d6 ap dung ky thuat trich
chon dic trung phi hop véi muc tiéu phan tich. Muc tiéu cudi cing 1a danh gia
mtrc d6 hiéu qua va do tin cay cua cac thuat todn bao mat trong viéc phan biét
hanh vi binh thudng va céc dau hiéu bat thuong, nham Kip thoi ngin chin céc

mbi de doa mang.
1.1.4. Pau ra cia md hinh xéac dinh bét thuong

Trong cac mé hinh phat hién bt thuong, thong tin dau ra thudng duoc thé
hién du6i hai hinh thic pho bién: diém sé bat thuong (Anomaly Score — AS)
va nhan nhi phan (Binary Label — BL). Diém sb bat thuong 12 mot gia tri lién
tuc phan 4nh mac d6 léch chuan caa mot mau di liéu so véi hanh vi thong
thuong trong tap huan luyén. Trong khi d6, nhan nhi phan phan loai truc tiép

tirng mau 1a "binh thuong” hoic "bat thuong".

Trén thuc té, nhiéu hé théng tng dung uu tién lya chon dau ra theo dang
nhi phan do tinh don gian va dé trién khai. Nguoc lai, dau ra dang diém sb
thuong yéu cau thém giai doan hau xir Iy (post-processing) dé xac dinh ngudng
phan loai phu hop. Viéc thiét 1ap ngudng nay co thé phu thudc vao dic thu bai
toan, yéu cau van hanh hoic kinh nghiém caa chuyén gia, tir d6 lam gia ting
tinh phuc tap va khong dam bao tinh déng nhat trong céc hé thong thuc té. Tuy
nhién, néu dugc diéu chinh tét, diém sb bat thuong lai ¢ thé cung cap thdng
tin chi tiét hon vé mirc 46 nguy co cua mot su kién, hd trg danh gia wu tién

trong qua trinh xu ly canh béo.
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- D6 do bat thuong (AS): M hinh s& gan cho mdi diém dit liéu mot gia tri
x4c suat thuoc khoang (0,1), phan anh muc do bat thuong twong ddi. Tuy nhién,
dé chuyén gia tri nay thanh quyét dinh rd rang vé trang thai binh thuong hay
bat thudng, hé thdng can xac dinh mot ngudng (threshold) thich hop. Viéc lua

chon ngudng khdng tbi wu ¢ thé anh hudng tiéu cuc dén hiéu qua phat hién.

- Nhan nhi phan (BL): V&i dang du ra ndy, mo hinh danh du diém di
liéu 1 “1” néu duoc xem 14 bat thuong va “0” néu binh thudng. Phuong phap
nay hd tro truc tiép cho cac hé thdng giam sat theo thai gian thuc, nho kha nang
dua ra quyét dinh rd rang. Ngoai ra, cac md hinh BL ciing duoc danh gia 1a phu
hop hon trong bai toan phat hién di thuong chua tirng gap trudc d6 va cung cap

thong tin rd rang hon so véi mo hinh dua trén diém sé bat thuong.

T6m lai, trong boi canh trién khai thuc té, hé thong phét hién bat thuong
thuong yéu cau dau ra mang tinh quyét dinh cao, thay vi chi cung cap chi sb

danh gia mirc do di thuong.

1.2. MOT SO PHUONG PHAP PHAT HIEN BAT THUONG
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Hinh 1.3: Phén loai cac k¥ thuat xay dung mo6 hinh NAD [27]
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Céc phuong phéap phat hién bat thuong hién nay chu yéu tan dung cac ky
thuat tir théng ké truyén théng, khai pha di liéu (data mining) va dac biét 1a
hoc may (machine learning) dé xay dung cac mé hinh hiéu qua. Tuy nhién, viéc
phan loai hé théng céc thuat toan AD (Anomaly Detection) van chua dat duoc
su thdng nhat rd rang trong cong dong nghién cau, boi ton tai nhiéu goc nhin
khac nhau ciing nhu sy giao thoa vé mit phuong phap gitta cac trudng phai tiép
can. Trong sé cac hudéng tiép can dang duoc phét trién, hinh 1.2 dwa ra mot
cach nhin tong quat vé cac nhom k§ thuat thuong duoc tng dung trong phéat

hién bat thuong mang (Network Anomaly Detection — NAD).

Pang chu y trong cac k¥ thuat hoc may la nhém phén 16p don (one-class
classification), von duoc xem Ia rat phi hop dbi véi cac ung dung trong linh
vuc an ninh mang. Ly do 1a vi cac hé théng bao mat thyc té thuong chi ¢d san
di liéu vé hanh vi binh thuong, trong khi dit liéu bat thudng (tan cong, bat hop

18) lai hiém, khong day du hodc hoan toan chwa tirng Xuat hién

Phan I6p don cho phép moé hinh hoc duoc ranh gigi mo ta lop “binh
thuong” va phat hién bat ky diém dir liéu nao nam ngoai ranh gisi do 1a bat
thuong. Ngoai kha ning hoat dong tét trong khong gian dic trung c6 sb chiéu
cao, cac thuat toan phan lép don con hd tro hiéu qua qua trinh udc lugng siéu
tham s, tir 46 nang cao do chinh xac trong viéc nhan dién cac mau khéng quen
thudc. Piéu nay dac biét hiru ich khi d6i mat véi cac cudc tin cong dang moi
hoac phan mém doc hai chua timg duoc ghi nhan trude d6, Céc ky thuat phan

I6p don c6 thé chia thanh hai nhém chinh dya trén ban chat thuat toan:

- Phan 16p don truyén théng: Bao gém nhiing thuat toan di dugc kiém
ching nhu One-Class SVM, K-Nearest Neighbors (k-NN), hoac cac phuong
phap dua trén mat do nhu Gaussian hoac Parzen Window. Nhitng phuong phap

nay thuong don gian, dé trién khai va phu hop véi bai toan c6 di liéu gidi han.
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- Phén 16p don dua trén hoc sau: Nhdém nay trng dung cac md hinh mang
no-ron sau (deep neural networks) nhu Autoencoder hoac Generative
Adversarial Networks (GANS), nham hoc biéu dién tiém an cua dit liéu binh
thuong, tir d6 phat hién su khac biét ¢ nhitng quan séat bat thudng chua tirng

thay.

Trong kién trlc téng thé cua cac hé thong NAD, cac thuat toan phan 16p
don c6 thé dugc str dung nhu thanh phan 16i dé truc tiép xt Iy di liéu dic trung
dau vao. Ngoai ra, chung ciing thuong duoc tich hop sau cac budc giam sb
chiéu dic trung (dimensionality reduction), dong vai trd nhu mot md-dun phan
tich tinh, gitip ting cuong kha nang tach biét giira cac mau dir liéu bat thuong

va binh thudng mot cach tbi uu hon.
1.2.1. Mdt s6 phuong phap phan I6p don truyén thong

Cac thuat toan phan 16p don truyén théng da cho thay hiéu qua rd rét trong
viéc nhan dién céac hanh vi bat thuong trong moi truong mang. Nho kha ning
xu ly tot dir lidu co dic diém phac tap va khong gian dic trung nhiéu chiéu,
mot s6 phuong phap kinh dién dudi day da duoc tng dung phé bién trong cac

hé thong phét hién xam nhap mang:

Local Outlier Factor (LOF) [20]: Pay la mot ky thuat dac biét hiéu qua
d6i voi céac tap dir lieu co chiéu khong gian cao. LOF danh gia mirc do bat
thuong cua mot diém dua trén mat do cuc bo caa khu vuc 1an can, bing céch
so sanh mat do cua diém dang xét véi mat do caa cac diém xung quanh né.
Nhitng diém c6 mat do thap hon dang ké so véi hang x6m s& duoc gan 1a bat
thuong

Kernel Density Estimation (KDE) [22]: KDE la mét phuong phap hoc
khong giam sat hoat dong bang cach udc lugng ham mat d6 xac suat cua dir

lieu ma khdng can gia dinh cu thé vé hinh dang phan phéi nén. Nho vao tinh
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linh hoat trong viéc mé hinh héa phan b4, KDE dic biét phi hop vai cac tap

dix liéu mang c6 cau trdc phan tan phuc tap hodc khéng tuyén tinh

One-Class Support Vector Machine (OCSVM) [5]: La mét bién thé cua
SVM, OCSVM dugc thiét ké riéng cho bai toan phat hién bét thuong bang cach
xay dung mot siéu mat phan tach sao cho phan Ion dit liéu “binh thuong” nam
trong bién an toan, trong khi cac diém nim ngoai ving nay duoc xem la bat
thuong. Nho kha nang tong quét hoa tét, OCSVM c6 thé thich nghi vai nhiéu

loai dit liéu khac nhau va dugc st dung trong nhiéu linh vuc @ng dung

Nhin mot cach tong thé, cac phuong phap phan 16p don truyén théng co
thé duoc phan loai dya theo nguyén Iy cét I8i caia ching thanh hai nhém chinh:
phuong phap dua trén khoang cach (distance-based methods) va phuong phap
dua trén mat do (density-based methods) [34].

- Cac phuong phap dya trén khoang cach danh gia su bat thuong
théng qua viéc do luong do 1éch gitra mot diém dix lidu véi cac diém
lan can—khoang cach cang 16n, kha ning 1a diém bét thuong cang
cao

- Nguoc lai, cac phuong phap dua trén mat do tap trung vao viéc phat
hién cac diém nam trong viing c6 mat do thap hon dang ké so véi
ving xung quanh, vi dy 1a dac diém pho bién cua cac bat thuong

trong phan bd dir liéu thyc té
a. Phuwong phap phén lép don dua trén khoang cach

Céac phuong phap phat hién bat thuong dua trén khoang cach (distance-
based anomaly detection) khai thac ¥ tuwéng rang cac diém dir liéu bat thuong
thuong co vi tri cach biét rd rét so véi phan lén cac diém con lai trong khong
gian dic trung. Pé do ludng mirc do léch nay, cac thuat toan thuong sir dung
cac ham do khoang cach nhu khoang cach Euclid hodc cac ham twong ty nham

dinh luong su khac biét gitta cac quan sat. Y tudng trung tm cua hudng tiép
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can nay 1a: néu mot diém dir liéu nam & khoang cach 16n so véi cac cum di

liéu binh thuong, thi diém d6 c6 kha ning cao 1a bat thudng.

Mot ki thuat dién hinh trong nhém nay 1a phuong phap lang giéng gan
nhat (Nearest Neighbor — NN), trong d6 muc d6 bat thudng ciia mot quan sat
duogc xac dinh bang khoang cach dén cac diém dix liéu 1an can gan nhat. Phuong
phap nay dua trén gia dinh rang di liéu binh thuong thuong phan bd day dic
va gan nhau, trong khi cac diém bat thuong s& xuat hién roi rac va nam xa viing
mat do cao. Do d6, mot diém cang xa cac “lang giéng” ctia n6 thi cang c6 xéac

suat 1a bt thuong.
Cac thuat toan trong nhém nay phu thudc vao hai yéu té chinh:

Pinh nghia vé quan hé lang giéng (neighbor definition): C6 thé thiét lap
theo nhiéu cach, pho bién nhat la dua trén khoang cach truc tiép gitta cac diém
dir liéu (distance-based kernel) — nhu trong K-Nearest Neighbors (KNN), hoac
dua vao mat do lan can (local density-based kernel) — nhu thuat toan Local
Outlier Factor (LOF). Trong trudng hop tha hai, thuat toan khong chi xét dén
khoang cach ma con phan tich mie do mat do twong doi giira diém dang xét va
khu vuc xung quanh né, giup ting kha ning phat hién bat thuong trong céc

viing phan bé khong ddng déu.

S6 luong K lang giéng gan nhat: Tham sb nay anh huong truc tiép dén do

chinh xac va do nhay cua thuat toan.

Tuy nhién, cac phuong phap dua trén khoang cach thuong gap kho khan
khi 4p dung véi dit liéu c6 kich thudc 16n hoic khong gian dic trung nhiéu
chiéu (high-dimensional data), do chi phi tinh toan khoang cach ting theo cap
s6 mil va hién tugng “curse of dimensionality”. Viéc xac dinh gia tri K ti uu

cling 1a mot thach thirc chua c6 101 giai pho quat.

Trong sé cac phuong phap phat hién bat thuong mang, Local Outlier
Factor (LOF) [20] dugc xem & mot thuat toan noi bat nho kha nang két hop
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gitra hai yéu té quan trong: khoang céch hinh hoc va mat do cuc bo cua dir liéu.
Mic du thudng dugc xép vao nhém ki thuat duwa trén mat do, LOF van s dung
co ché tinh k-lang giéng gan nhét (k-nearest neighbors) nhu mét phan cot 16i
trong viéc danh gia muac d6 bat thuong cua ting diém dit lidu.

Thuat toan LOF van hanh theo mot chudi cac budc tinh toan nhu sau:

1. Khéi tao va xac dinh lan can:

Gia sir c6 mot tap dix lieu huan luyén P = {p1, p2, ..., pn} € RY, trong d6
dist(p, q) 1a khoang cach giita hai diém bat ky p, q € P. Goi Di(p) 1a khoang
cach tir diém p dén lang giéng thir k, con Li(p) 1a tap gom k diém gan nhat véi
p.

2. Xac dinh kha nang tiép can (reachability distance):

Véi mbi cap (p, q), trong d6 q € Li(p), khoang céach tiép can dugc dinh
nghia la:

Ri(p, @) = max(dist(p, q), Du(p))  (1.1)

3. Tinh trung binh kha ning tiép can (average reachability distance):

Mt do tiép can trung binh cia diém p, ky hiéu 1a AR.(p), dugc tinh nhu
sau:

AR(p)=(1/|Lp))) * X Ru(p,0) voi 0 € Li(p)  (1.2)

4. Tinh chi s6 LOF:

Hé s6 bat thuong cuc bo caa mot diém p, tac Local Outlier Factor, phan

anh murc do biét 1ap cua diém d6 so véi céac lang giéng, duoc tinh bang ty Ié

giira gia tri trung binh kha nang tiép can cta cac lang giéng va chinh diém do:

LOFi(p) = (¥ AR(0)) / (|Li(p)| X ARW(p)) véi 0 € Li(p)  (1.3)
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Néu chi s LOF ctia mot diém I6n hon dang ké so vé6i ngudng cho trudc,
diém d6 c6 thé dugc xem 14 bat thudng. Nguoc lai, cac diém co gié tri LOF gan

1 thuong 1a binh thuong.

Thuat toan LOF cho phép danh gia bat thuong mot cach linh hoat ma
khong can gia dinh vé phan b dit liéu. Tuy nhién, hiéu qua cua phuong phap
nay phu thudc nhiéu vao ngudng phan loai dugc chon thu céng — mot budc van
can dén sy diéu chinh tir chuyén gia nham dam bao can bang giira phat hién

dung va tranh bao dong gia.

Mic du LOF c¢6 kha nang phat hién hiéu qua cac diém bat thuong trong
cac vung dit liéu c6 mat do thay d6i, nhuoc diém chinh caa né nam & chi phi
tinh toan cao, dac biét 1a trong cac tap di liéu 16n véi s6 chiéu cao. Cu thé, viéc
tinh toan gia tri Ri(p, q) va danh sach lang giéng doi hoi nhiéu phép do khoang
cach, anh huong dén hiéu suat toan hé théng. Trong thuc té, LOF thuong duoc
két hop véi céac ky thuat giam chiéu, tién xu Iy hoac hoc sau dé cai thién hiéu

qua van hanh trong cac hé thong NAD hién dai [38].

DAu vay, LOF van gap kho khan khi ap dung cho dix liéu c6 tinh chat phan
tan va chiéu cao (sparse and high-dimensional), bén canh dé, viéc xac dinh

ngudng van khéng thé hoan toan tu dong héa ma can su hd tro tir chuyén gia.
b. Phwong phap phéan l6p don dwa trén mat do

Céac phuong phap phat hién bat thuong dwa trén mat do (density-based
anomaly detection) van hanh theo nguyén ly rang dit liéu “binh thudng” thuong
c6 xu hudéng tap trung tai cac viing cd xac suat xuat hién cao, trong khi cac
diém bat thuong thuong xuat hién & nhitng khu vuc hiém gap, ¢6 xac suat thap.
Do d6, bang cach udc lugng ham mat do xac suat caa phan phdi dit liéu huan
luyén va thiét 1ap mot ngudng loai trir (threshold), hé théng c6 thé phan biét
cac diém co6 kha ning 1a bat thuong néu gia tri xac suat twong ung cua ching

nam dudi ngudng da chon. Mot diém dang chu y 1a trong qué trinh huan luyén,
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chi dix liéu binh thuong duoc sir dung dé xay dung mé hinh hoc, nhiam tao nén

mét biéu dién dang tin cay cho hanh vi hop 18.

Mot trong nhitng thach thac 16n nhat cia hudng tiép can nay nam & viéc
udce luong chinh xac ham mat do xé&c suat caa dit liéu binh thuong — dac biét
khi khong biét trugc dang phan phdi. C6 hai ki thuat noi bat thuong duoc sir
dung dé giai quyét bai toan nay: Md hinh Hn hop Gauss (Gaussian Mixture
Models — GMMSs) va Phép xap xi Mat ¢ Nhan (Kernel Density Estimation —
KDE).

Trong nghién ctiru cua M.P. Wand va cong su [22], KDE dugc trinh bay
nhu mét phuong phap ude lwong mat d6 mém déo, sir dung cac ham nhan
(kernel functions) dé udc luong mat do tai ting diém quan sat. Khac vai cac
phuong phap tham sé truyén thong, KDE cho phép mé hinh phéan b cua dir
liéu theo cach tu nhién va linh hoat hon, phu hop véi cac tap dir liéu co dac

diém phuc tap hozc phan bd phi tuyén.

Vi kha ning thich ung cao va khdng yéu cau cau tric phan phdi ¢é dinh,
KDE di ching to tinh hiéu qua trong cac bai toan phat hién bat thuong dang
phan lép don (one-class classification). Pac biét, trong cac hé théng an ninh
mang hién dai, KDE thuong duoc sir dung nhu mot thanh phan quan trong dé
xay dung mé hinh nhan dién hanh vi bat thuong, nhd vao kha niang mé phong
chinh xac céc viing mat do cao ciing nhu phat hién cac mau léch chuan nam
ngoai bién phan phéi dit liéu huan luyén.

Gia str c6 mot tap dit lidu y = {y1, y2, ..., ya} € R¢ duwoc ldy mau tir mot
phan phdi xac suat chua biét truéc, vai ham mat do xac suét tuong ung 1a p(y).
Muc tiéu ctia phuong phap Kernel Density Estimation (KDE) 1a xay dung mot
ham wéc lugng mat d6 xac suat p(y) tai diém y, duge xac dinh théng qua cong

thiec:

p(y) = (1/n) X Ki(y - ¥i) (1.4)
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trong d6 K, 1a mot ham nhan (kernel function) véi tham sé diéu chinh h
goi la bang thong (bandwidth). Ham Kn: R — R ¢6 vai trd xac dinh mac anh
huong cua timg diém dit lidu y; ddi véi diém dang xét y.

Hiéu qua cua KDE phu thudc dang ké vao hai yéu té chinh: loai ham nhan
duoc lya chon va gié tri cia tham sb bang thong h. Trong thuc té, mbi diém di
liéu trong tap huan luyén dong gop mot thanh phan vao tong mat do théng qua
ham nhan dit tai chinh diém d6. Mét s6 ham nhan phé bién bao gém Gaussian,
Uniform va Exponential. Trong nghién ctru nay, ham nhan Gaussian dugc sir

dung do kha ning tao ra phan bd muot va 6n dinh, duge dinh nghia nhu sau:

Ki(y) = exp(-y?/ (2h?)) (1.5)

Tham s6 bang thong h kiém soat sy danh doi giita d6 1éch (bias) va phuong
sai (variance) cua mo hinh. Khi h 16n, ham mat d¢ tré nén muot ma hon, giap
giam phuong sai nhung c6 thé gy ra do léch Ion. Nguoc lai, néu h qué nho,
phan bé tra nén nhon va nhay hon véi bién dong di liéu, 1am ting phuong sai
nhung giam do léch. Viéc lya chon gia tri h téi vu 1a yéu t6 then chdt ¢é mo
hinh KDE dat hiéu ning cao nhat.

Trong nhitng nam gan day, KDE d duoc ung dung rong rai nhu mot thanh
phan cét 18i trong cac hé théng phat hién bat thuong mang (NAD). Khi duoc
huan luyén véi dit liéu hoan toan binh thuong, mé hinh cé thé udc lugng mat
d6 xac suit cho cac diém méi trong giai doan kiém thir. Néu xac suat ude luong
ciia mot diém thap hon ngudng xac dinh trude, diém do s& duoc gan nhan 1a

bat thudng.

Tuy nhién, ciing giéng nhu nhiéu md hinh phan 16p don khac, viéc xac
dinh ngudng quyét dinh phi hop trong thuc té khdng hé don gian. Ngudng nay
anh huong truc tiép dén d6 nhay va do chinh xac caia hé thong va can duoc tinh

chinh can than dé dap ung yéu cau hoat dong trong méi trudng thyc.
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Mic du duge danh gia cao vé do chinh xac trong nhiéu trudng hop, mot
s6 nghién ctru thuc nghiém da chi ra rang KDE c6 thé hoat ¢ong khong 6n dinh
khi xtr Iy c&c tap dir liéu c6 s6 chiéu Ion hodc ciu tric phuc tap [38]. Biéu nay
dit ra nhu cau phat trién céc bién thé KDE hodc tich hop thém cac ki thuat hd

tro nham tang tinh kha thi va hiéu suét trong tng dung thyc té.
c. Phwong phap Centroid

Centroid (CEN) [38] dugc coi la mét trong nhitng phuong phap don gian
nhét trong linh vuc phét hién bat thudng. Phuong phap nay xay dung mot mé
hinh phat hién bat thuong mang (NAD) tir dit liéu huan luyén bang cach sir

dung ham nhan Gauss (Gaussian kernel function).

Cu thé, cho tap di liéu huan luyén X = {x1,x2...x.} € R4, véi n 1a s6 luong
diém dix liéu va d 1a s6 chiéu (sb thudc tinh). B4i voi mdi thude tinh thix j, ching
ta xac dinh gié tri trung binh wva d6 léch chuan o;. Sau do, tap di licu X s&
duogc chuan hoa (normalized) sir dung chi sb z (z-score). Chi s6 nay dugc tinh
toan theo cong thirc 1.8. Qué trinh chuan hoa nay giup dam bao rang tat ca cac
thudc tinh déu c6 cung thang do, ngan chan cac thugc tinh co gié tri 16n hon chi
phdi qua trinh tinh toan khoang cach hoac mat do trong mé hinh.

Lij — Hj

aj (1.8)

Zij =

trong d6 x;1a gia tri cua thudc tinh thir j ctia diém di liéu x;, va z;1a chi sé z
twong (g cua nd. Thir nghiém, khoang cach Euclidean tir mot diém dir lidu
kiém thir dén diém dit liéu trung tam (centroid) cua tap dit liéu huan luyén duoc
tinh todn va st dung 1am d6 do bat thudng (anomaly score) cho diém dir liéu
d6. Cac nghién ctru da chi ra rang viéc tich hop (lai ghép) CEN véi cac phuong
phap phat hién bat thuong khac thuong mang lai hiéu qua tét. Mot vu diém
dang cha y cua CEN 1a n6 1a mot trong sé it cac phuwong phap phat hién bat

thuong khdng yéu cau tham sd, gitip don gian hda qua trinh trién khai va toi uu



24

hoa. Mic du vay, CEN hiém khi duoc str dung nhu mot phwong phap doc 1ap
dé phat hién bat thuong trong cac nghién cau chuyén sau, chi yéu do han ché

vé kha nang nhan dién cac kiéu bat thudng phic tap.
1.2.2. Phuong phap phan l6p don dua trén hoc sau

Hoc sau (Deep Learning) la mot nhanh quan trong trong linh vuc hoc may,
d3 va dang thu hat sy chd y rong réi trong cong dong khoa hoc dit liéu nho vao
tiém ning hoc biéu dién manh mé tir dix liéu cd cau tric phic tap. Khéng giéng
nhu cac phuong phap hoc truyén thdng, hoc sau khai thac céc kién triic mang
no-ron nhiéu tang (deep neural networks — DNNs), cho phép mé hinh phan tich

va triru tuong hoa thong tin dau vao qua nhiéu cap do biéu dién lién tiép.

Vé ban chat, mdi tang trong mot mang hoc sau co thé hoc duoc mot biéu
dién trung gian khac nhau, gitip mod hinh hiéu sau hon vé cau trdc caa di liéu.
Piéu nay dic biét hiéu qua trong cac bai toan co dir liéu dau vao cé chiéu cao
hoac c6 tinh phi tuyén cao, nhu hinh anh, chudi thoi gian hodc luu luong mang.
Mot khao sat gan day [17] cho thay rang mac du hoc su khéng thé hién wu thé
rd rang khi dix liéu huan luyén con han ché, nhung khi ap dung trén cac tap dix
licu 16N, hiéu suat va kha nang khai quat ctia hoc sau vuot troi so voi cac phuong

phap truyén théng.

Mot sb kién tric hoc sdu tiéu biéu bao gom Mang no-ron tich chap
(Convolutional Neural Networks — CNNSs), cé kha nang khai thac cac dac trung
khdng gian va méi quan hé cuc bo trong dit liéu théng qua cac tang loc tich
chap. CNN dic biét hiéu qua trong viéc xu ly anh va dit liéu chudi nho kha

nang phat hién cac mau hinh Iap lai & nhiéu mitc d triru tuong.

Ngoai ra, Mang ddi khang sinh (Generative Adversarial Networks —
GANGs) ciling 1a mot hudng tiép can tién tién, trong d6 hai mang no-ron — gom
mo hinh sinh (generator) va mé hinh phan biét (discriminator) — cung tham gia

huan luyén theo co ché canh tranh. GAN da mo rong dang ké kha ning ctia hoc
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sau, dac biét trong cac tng dung tao dir liéu gia lap nhu hinh anh, video hoac

van ban, thuong dugc goi 1a “deepfake”.
Cac mo hinh hoc sau cé thé duoc chia thanh ba loai chinh:

1. Dang hoc khdng c6 nhén (generative learning models): Cac m6 hinh
trong nhom nay dugc huan luyén tir dir liéu dau vao khéng gan nhan, véi muc
tiéu hoc ra phan bé tiém an hozc cu trdc noi tai caa dit liéu. Vi du dién hinh 12

AutoEncoder hoic céc bién thé cia GAN

2. M0 hinh phan biét (supervised hoac discriminative learning modDang
hoc c6 nhan (discriminative learning models): Pay 1a nhitng mo hinh hoc tur
cac cap dir liéu — nhan nham muc dich t6i wu héa kha ning phan loai hoic du
doan. CNN, RNN la dai di¢n tiéu bicu

3. Dang két hop (hybrid models): La su pha tron giira kha niang hoc biéu
di&n va phan biét, cho phép mé hinh vira khai thac cau trtc dit liéu vira tan dung

thong tin nhdn mot cach hiéu qua

Trong ngit canh phét hién bat thuong, mot hudng nghién ciu ndi bat 1a
phan 16p don hoc su (Deep One-Class Classification — Deep OCC), tap trung
Vvao viéc phét hién diém di thuong trong tinh huéng chi c6 di ligu tir mot 16p
(thuong 12 16p binh thuong). Céc kién trac thudng dugc sir dung cho muc tiéu
nay gom: Mang niém tin sau (Deep Belief Network — DBN), Mang no-ron hoi
quy (Recurrent Neural Network — RNN), va dac biét la AutoEncoder (AE).

AutoEncoder 1a mot kién tric hoc sau truyén thang (feedforward neural
network) hoat dong theo co ché hoc khdng giam sét, vai muc tiéu chinh 12 tai
tao dir liéu dau vao. Mang bao gom hai thanh phan: bé ma hoéa (encoder) chiu
trach nhiém nén thong tin vao khong gian an, va bo giai ma (decoder) tai tao
lai dir liéu goc tir biéu dién d6. Piém manh cua AutoEncoder nam & kha ning
phat hién cac diém bat thuong théng qua 13i tai tao — tirc 13 d6 sai khac gitra dit

liéu dau vao va dau ra sau giai ma.
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Nho kha ning hoc dic trung ty dong, khir nhiéu va dinh lugng sai léch
mét cach truc tiép, AutoEncoder di chimg minh duoc tinh hiéu qua cao trong
phat hién bit thuong, dic biét trong cac trudng hop dir liéu c6 cau tric phic

tap hodc s6 chiéu 16n nhu lvu lwgng mang trong hé thdng an ninh thang tin..
a. Kién tric mang no-ron AutoEncoder

AutoEncoder (AE) 1a mot kién tric mang no-ron nhan tao thudc nhém hoc
khong giam sat, duoc thiét ké véi muc tiéu hoc biéu dién nén cua dir liéu dau
vao bang céch tai tao lai chinh n. Mang AE bao gom hai thanh phan chinh: bo
ma hoa (encoder) va bo giai ma (decoder), hoat dong lién tiép dé thyuc hién qua
trinh m& hoa va giai ma thong tin.

Cu thé, véi mot dau vao x € R», bdo ma hda thuc hién bién d6i dit liéu sang
mot khdng gian tiém an z € R (v6i m < n), thdng qua mot ham anh xa phi
tuyén:

2=f 8(x) = 5(Wx + b) (1.6)
Trong d6, W 1a ma tran trong s6, b 1a vector dich, ¢ 1a ham kich hoat

(activation function), va 8 = {W, b} 1a tap tham sé huan luyén. Biéu dién z chira

cac dic trung an cia x da duoc triru twong hoa.

Sau do, bd giai ma nhan dau vao 1a z va ¢ gang tai tao lai dit liéu ban dau

thdng qua mot ham anh xa nguoc:

X=0_0(z) =o' (W'z + b (1.7)

Trong d6, ¢ = {W’, b’} 1a tap tham s ciia b giai ma. Muc tiéu huan luyén
AutoEncoder 12 tdi thiéu hoa sai sb gitra dau vao gdc x va dau ra tai tao X, théng

gua mot ham mat mat dién hinh nhu sai s6 binh phuong:

L(x, X) = ||x - X|]? (1.8)
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Trong qua trinh huan luyén, mang hoc céch sao cho biéu dién z giir duoc
thong tin quan trong nhat dé tai ciu trac dau vao. Khi ap dung vao phéat hién
bit thuong, AutoEncoder dugc huan luyén chi véi dir liéu binh thudng. Trong
giai doan kiém thtr, néu mot diém dix liéu méi tao ra 15i tai tao 16n vuot ngudng

cho phép, diém d6 duoc xem 1a bat thuong.

Nho kha niang hoc biéu dién ty dong va nhan dién sai 1éch théng qua 15i
tai tao, AutoEncoder d3 tré thanh mot cong cu hiéu qua va pho bién trong céac
hé théng phat hién bat thuong, dic biét trong cac mién dit liéu co sé chiéu 16n

nhu luu lvgng mang.
b. Phwong phap Shrink AutoEncoder (SAE)

Trong md hinh Stacked AutoEncoder (SAE), mot bo diéu chuan
(regularizer) duoc thém vao ham mat mat géc caa AutoEncoder nham dinh
hudng qué trinh hoc tap sao cho céc biéu dién an (latent vectors) cua dit liéu
binh thuong hoi tu vé gan gbc toa do trong khong gian ma hoa. Qua trinh huan
luyén SAE chi st dung dir liéu thudc 16p binh thuong, va regularizer chiu trach
nhiém “kéo” cac vector an nay vé tam, nho d6 tang cuong kha nang dy doan
chinh x&c. Trong cong trinh cua Cao cung cong su [38], SAE dugc thir nghiém
trén nhiéu bo di liéu chuan trong linh vuc phat hién bat thuong mang (NAD)
va cho két qua chinh x&c phat hién cai thién rd rét so voi cac phuong phap
truyén théng. Ham mat mét cia SAE, xuat phét tir biéu thire (1.9) cua AE, dugc

M rong nhu sau:
Losssae (0) = Lossre (0) + Regularizer (6) (1.10)

Trong biéu thirc (1.10), thanh phan dau tién biéu dién do 15i tai tao
(Reconstruction Error — RE), phan anh murc d6 sai léch gitta dau vao va dau ra
duoc tai tao boi md hinh. Thanh phan tha hai 1a diéu kién diéu chuan
(regularization term), duoc thiét ké dé din huéng cac vector biéu dién an tai

tang c6 chai hoi tu vé gbc toa do trong khong gian dic trung an. Cu thé, ham
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muc tiéu (loss function) cia mé hinh Stacked AutoEncoder (SAE) ¢ thé duoc

dinh nghia nhu sau:

m m

1 Y 2 1.11

Losssag (0) = — (Z (z; — %) +a Z Iz ( )
i=1 i=1

trong d6 m 14 luc lwong cua tap huan luyén; z va x tuong Gng l1a vector

I6p an ung véi diém dir liéu quan sat x; va gia tri tai tao; tham sé diéu chinh

muc d6 can bang giira hai thanh phan cia ham mat mat a.

Mac du Stacked AutoEncoder (SAE) Ia mot trong nhitng mé hinh hoc séau
noi bat dugc tng dung rong réi trong phéat hién bat thuong mang may tinh,
phuong phap nay van tén tai mot s han ché nhat dinh. Tha nhat, SAE c6 xu
huéng nén toan bo dir liéu binh thuong vao mot cum duy nhat trong khdng gian
biéu dién an, do d6 mo hinh hoat dong khong hiéu qua khi dit liéu huan luyén
c6 cau tric phan cum (multi-cluster). Tha hai, mic du SAE dat hiéu qua cao
trong nhiéu kich ban, nhung lai t6 ra thiéu nhay véi mot sé loai tan cong, dién
hinh nhu kiéu tin c6ng Remote-to-Local (R2L). C4c mau tan cong nay khi dugc
ma hda bang SAE thuong co biéu dién an nam gan goc toa do — tuong tu Véi

dir liéu binh thuong — gay kho khan trong viéc phan biét gitra hai lop.

Nguyén nhan chinh c6 thé xuét phét tir co ché hoat dong cia SAE: md
hinh dugc thiét ké dé ép dit liéu binh thuong hdi tu vé mot ving gan goc toa do
trong khong gian dic trung an. Do vay, néu dit liéu tan cong c6 dic diém gan
gidng di lidu binh thuong, SAE ¢6 xu hudng tai cau tric ching vé ciing ving
khong gian, lam giam hiéu qua phat hién di thuong. Pay 1a mdt trong nhiing
han ché tiéu biéu cua md hinh NAD dua trén AutoEncoder trong viéc nhan dién
cac di thuong tinh vi.

Tong két lai, phan nay da khao sat cac phuong phap phan 16p don tiéu
biéu duoc ung dung cho bai toan NAD trong nhitng nam gan day. Két qua cho

thay cac phuong phap nay, dac biét 1a cac k§ thuat hoc sau, thé hién tiém niang
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I6n trong béi canh dit liéu ngay cang l6n va phic tap. Tuy nhién, ngay ca nhiing
mo hinh tién tién nhu SAE van chua giai quyét triét d¢é duoc toan bo thach thic
dit ra. Do d6, nghién ctu va cai tién lién tuc trong linh vuc NAD la yéu cau tat
yéu nham nang cao nang luc phong tha truéc cac méi de doa mang dang ngay

mot phat trién.

1.3. PO PO PANH GIA MO HINH PHAN LOP

Pé danh gia chat luong thuc nghiém cua mét méd hinh phat hién bat
thuong, hai yéu té then chét can dugc xem xét 1a tap dix liéu kiém thir va céc
tiéu chi danh gia hiéu qua ciaa mo hinh,

Nhin chung, cac chi s danh gia trong linh vuc phéat hién bat thuong (AD)

c6 thé duoc chia thanh hai nhém 16n:

- Chi s6 vé hiéu niang (Performance Metrics): Phan anh muc do tiéu thu
tai nguyén caa hé théng trong qua trinh van hanh thuat toan, bao gém thai gian
xt ly, muc sir dung CPU va dung luong bd nhé. Pay 1a cac chi sb ¢o lién quan

dén tinh kha thi va chi phi trién khai trong méi trudng thyc té.

- Chi s vé hiéu qua (Effectiveness Metrics): Puoc st dung dé danh gia
kha nang cua mo hinh trong viéc phat hién cac diém di liéu bat thuong. Nnoém
chi s6 nay thuong do luong mirc d6 chinh xac trong viéc phan biét giira dix liéu
binh thuong va bat thuong, ciing nhu kha ning duy tri d6 on dinh khi thir

nghiém véi céc tap di liu khac nhau hoic trong cac diéu kién thay doi.

Véi su tién bo nhanh chong cua cong nghé phan cing — dac biét 1a su
phd bién cua cac bd xtr Iy hiéu ning cao — trong tdm nghién ciu hién nay c6
xu hudng wu tién cai thién do chinh xac va kha ning phat hién hon 13 t6i wu hoa

chi phi tinh toan.
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Ngoai ra, tily vao dang dau ra cua hé théng NAD (chang han: diém sb bét
thuong hoic nhan nhi phan), céc chi s6 danh gia s& duoc lra chon sao cho phu

hop nham dam bao phan anh dung dic trung ctia phuong phap duoc &p dung.
1.3.1. Céc chi s6 danh gia danh cho dau ra dang nhan nhij phan

Trong cac mé hinh hoc may, d6 chinh xac (Accuracy — ACC) la moét chi
sb quan trong, duoc sir dung rong rai dé danh gia kha nang phan loai dung cua
hé théng trén toan bo tap di liéu kiém thir. Doi véi céc bai toan phan 16p don
trong phat hién bat thuong, chi sé ndy phan anh mac d6 ma mé hinh c6 thé
nhan dién chinh xéc ca cac trudng hop "binh thuong" 1an "bat thuong” trong
tong s6 mau da kiém tra.

Cu thé, do chinh xac dugc tinh nhu ty Ié giita s6 luong mau duoc phan
loai ding va tong s6 mau trong tap dir liéu, cho thay hiéu suat chung ciia mo

hinh khi xtr Iy dau ra nhi phan. Céng thuc tinh toan ACC dugc mo ta nhu sau:

TP+TN
Accuracy(ACC) =
ccuracy(ACC) TP+ FP+ FN TN (1.12)

Trong qué trinh danh gia hiéu suat caa md hinh phan 16p don, cac khai
niém TP (True Positive), FP (False Positive), TN (True Negative) va FN (False
Negative) dugc xac dinh tir ma tran nham 13n (confusion matrix). Khi sir dung
do6 chinh xac (Accuracy — ACC) nhu mét tiéu chi danh gia, mo hinh c6 gia tri
ACC cang cao dugc coi 13 ¢6 ning luc phan loai tong thé tot hon. Tuy nhién,
ACC chi phan anh phan trim mau duoc phan loai ding, ma khong thé hién
duoc su phan bd cua ting loai sai sét — chiang han nhu phan loai sai mau bat

thuong 1a binh thuong va nguoc lai.

Pé c6 cai nhin day dt hon vé chat lugng du doan, ma tran nham lan thuong
duoc sir dung nhu mot ¢éng cu bo tro quan trong. Trong ma tran ndy, cac hang
thé hién gia tri thuc caa dit liéu (ground truth), trong khi cac cot twong tng Voi

két qua phan loai do mé hinh du doan.
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Déi véi cac mé hinh phat hién bat thuong trong linh vuc an ninh mang,
nhiém vu chinh 14 tch biét gitra ludng dit liéu mang binh thuong va ludng dix
liéu bat thuong. Trong thiét 1ap phan 16p don, cac mau thudc 16p "binh thuong”
dugc gan 1a &m tinh (negative), con cac mau bat thuong — khéng thudc vao 16p
huan luyén ban dau — dugc xem 1a duong tinh (positive). Cach tiép can nay cho
phép xac dinh cac chi s6 danh gia nhu Precision, Recall va F1-score, gitp phan
anh rd rang hon hiéu qua caa md hinh trén tirng khia canh cu thé cua qua trinh
phat hién.

actually positive  actuslly negative

FNg

TN | Precision = TJi_fFP =

(]
Q‘Q
@

[
Recall = TPIFN —

@‘Q

> classified (or found) as positive

Hinh 1.4: Ma tran 16i (Confusion Matrix).
Cac chi s6 TP, FP, TN, FN 1a co sd dé tinh toan cac tiéu chi danh gia quan
trong nhu Accuracy, Precision, Recall, va F1-Score, gitp dinh lugng hiéu qua

cua hé théng phét hién bat thuong trong thuc té.

Bén canh d6 chinh xac tong thé (Accuracy — ACC), hai chi s6 quan trong
thuong duoc st dung dé danh gia hiéu qua ctia mé hinh phan I6p trong bai toan
phat hién bat thuong 1a Ty 1¢ phat hién (Detection Rate — DR) va Ty Ié canh
béo sai (False Alarm Rate — FAR).

- Ty 1€ phat hién (Detection Rate — DR), con duoc goi la True Positive
Rate (TPR), do ludng kha ning cia hé thong trong viéc phat hién chinh xac cac
mau dit lidu bat thuong hoic tan cong. DR duoc dinh nghia 1a ty 1é giita 6
lwong tan cong duoc phét hién dung va tdng sb tan cong thuc té trong tap dix

liéu.:
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TP

PR=Tprn (1.13)

- Ti 1€ bao dong gia (False Alarm Rate - FAR) dugc dinh nghia 1a ti 1€
gitra s6 lugng diém di liéu binh thudng bi hé thong gan cd canh bao nham véi
tong s6 diém dir liéu binh thuong. Chi s FAR dugc tinh theo cong thirc sau:

rp

FAR= wp 7w (1.14)

Khi so sanh cac mé hinh phat hién bat thuong & cing mot muac do Ty I¢
canh bao sai (False Alarm Rate — FAR), m6 hinh nao dat Ty I€ phét hién
(Detection Rate — DR) cao hon s& duoc xem la ¢6 hiéu suét phat hién tét hon.
Tuy nhién, viéc danh gia mo6 hinh duya trén chi s6 DR hoiac FAR don 1¢ ¢6 thé
chua phan anh day du hiéu qua tong thé, dac biét trong cac bai toan c6 phan b

dir lieu khong can bang.

Trong céc kich ban thyc té, chang han nhu phét hién bat thuong mang, dit
liéu thuong bi mit can d6i nghiém trong gitra s6 lvgng mau binh thuong va bat
thuong. Quan trong hon, viéc phét hién sai cac mau bat thuong (false negatives)
thuong c6 tac dong nghiém trong hon so véi viéc du doan sai cac mau binh
thuong. Do d6, cac chi s6 nhu Accuracy (ACC), Detection Rate (DR) va False
Alarm Rate (FAR) c6 thé khong di nhay trong viéc danh gia chinh xac hiéu

nang mo hinh trong bdi canh nay [7].

Pé khac phuc céc han ché néi trén, chi s6 F1-Score dugc dé xuat nhu mét
d6 do thay thé hiéu qua hon. F1-Score 1a trung binh diéu hoa (harmonic mean)
gitra Precision (ti 1€ dung trong cac canh bao duong tinh) va Recall (chinh la
DR — kha nang phat hién bat thuong). Fl-score dic biét phi hop dé danh gia
c4c md hinh trong méi truong dit liéu khéng can bang, gitp can bang giira kha

nang phat hién va mic d6 chinh xac ctua canh bao.

e Precision (D6 chinh x4c dwong tinh) dugc dinh nghia 1a ty 18 giita s6

lugng mau duong tinh that su (True Positive — TP) va téng sé6 mau dugc mo



33

hinh phan loai 1a duong tinh (bao gdm ca TP va False Positive — FP). Precision
phan anh mirc @6 chinh x&c ciia mo hinh khi dua ra du doan bat thuong.

TP

precision = ————
preaision = w5 Ep (1.15)

Recall (Ty Ié phat hién hay Do nhay) duoc dinh nghia 1a ty 1& gitra s6
lwgng mau duong tinh that sy (TP) va tong sé6 mau thuc sy thudc 16p duong
tinh (gdm TP va False Negative — FN). Recall phan anh kha nang ctia mé hinh
trong viéc phat hién cac bat thuong hién dién trong dit liéu.

recall = ki
ccall = Fp TN (1.16)

Cong thuc tinh F1-score nhu sau:

1 2 - precision - recall
F1 — score = 2 = P i !

1 L_ " precisiol
+ precision + recall (1.17)

precision recall

F1-score 1a mot 6 do tdng hop, phan anh sy can bing gitra hai chi s6
Precision va Recall trong danh gia hiéu qua ctia mod hinh hoc may. Vi bai toan
phat hién bat thuong co 2 16p, F1-score duoc xem la chi sé danh gia quan trong

hang dau, dic biét trong cac tinh hudng dix liéu khong can bang.

Giéa tri F1-score cang cao cho thay md hinh khéng chi ¢ kha ning phat
hién chinh xac (recall cao) ma con dua ra it canh bao sai (precision cao), tur d6

phan anh nang luc nhan dién bt thuong mot cach hiéu qua va déng tin cay hon.
1.3.2. Chi s6 danh gia véi dau ra 1a diém s bat thuong

Déi voi cac phuong phap phat hién bat thuong ma dau ra 1a mot gia tri
lién tuc biéu thi mirc d6 bat thuong (anomaly score), thay vi nhan nhi phan,
viéc danh gia hiéu qua mé hinh doi hoi cac cong cu phan tich chuyén biét hon.
Trong truong hop nay, duong cong ROC (Receiver Operating Characteristic)
va dién tich dudi duong cong ROC (Area Under the Curve — AUC) la hai chi

s6 danh gia duoc sir dung rong rai.
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Cu thé, dudng cong ROC I1a mot biéu d thé hién kha nang phan biét gitta
hai loai dir liéu — binh thudng va bt thuong — & cac ngudng phan loai khac
nhau. Pudng cong ndy vé méi quan hé giira ty I& phat hién (True Positive Rate
— TPR) va ty Ié canh béo sai (False Positive Rate — FPR). Viéc thay dbi ngudng
ap dung cho diém s6 bat thuong s& lam thay d6i cac gia tri TPR va FPR, qua
d6 tao thanh mot duong cong ROC mé ta toan b phd kha ning phan loai cua
mo hinh.

Chi s6 AUC déng vai trd 1a dai luong dinh luong cho chat lugng cua
duong cong ROC. Gia tri AUC cang tién gan dén 1 cho thdy md hinh c6 kha
nang phan biét tét giira hai 16p. Nguoc lai, AUC xap xi 0.5 cho thiy md hinh

khong tét hon viéc phan loai ngau nhién.

Viéc sir dung ROC va AUC dic biét phu hop trong céc tinh hudng ma
ranh gigi phan loai khdng rd rang va can danh gia hiéu qua mé hinh trén toan

bo dai ngudng, thay vi mot gia tri cé dinh.

Mdi diém trén dudng cong ROC twong tng Vi mot ngudng cu thé, tir do
xac dinh dugc cap giatri (DR, FAR) cia mo hinh tai ngudng d6. ROC cho phép
danh gia muc d6 can bang gitra kha ning phat hién tan cong va mac canh béo
sai ma hé thdng tao ra. Gia tri AUC — tac dién tich dudi dudng cong ROC —
cung cap mot dai lwong tong quat hda muac do hiéu qua caa md hinh; AUC gan
1 cho thay hiéu suat phan loai cao, trong khi AUC x4p xi 0.5 phan &nh hiéu qua
ngau nhién.

P(z|positive)

ROC = P(z|negaitive) (1.18)

Trong biéu dién duong cong ROC (Receiver Operating Characteristic),
dinh 1y twong ctia dudng cong nam gan goc toa do [0, 1], phan &nh md hinh c6
thé phat hién cac bat thuong trong dir lidu véi Ty 1& phat hién (True Positive
Rate — TPR) cao va Ty Ié canh bao sai (False Positive Rate — FPR) thap. Mo
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hinh ¢6 dudng cong ROC cang tién gan dén goc nay dugc xem 14 hoat dong
cang hiéu qua.

Chi s6 AUC (Area Under the Curve) biéu thi dién tich duéi dudng cong
ROC va dugc xem la thude do tong quat cho kha ning phan biét giira hai 16p
dir liéu caa md hinh hoc may. AUC phan anh hiéu suat phan loai trung binh
trén toan bo cac ngudng phan tach co thé cd. Mot mé hinh c6 gia tri AUC tién
gan vé 1 cho thay kha nang phan biét cac diém dir liéu binh thuong va bat

thuong mot cach manh mé va 6n dinh.

Chi s AUC dic biét hitu ich trong cac truong hop mo hinh dua ra dau ra
dang diém s6 (anomaly score) thay vi nhdn nhi phan c¢é dinh, do d6 chua thé
xéac dinh ngudng quyét dinh cu thé. Nho tinh doc 1ap véi nguong va kha ning
so sanh gitra cac mo hinh, AUC duogc str dung trong viéc danh gia va lya chon

thuat toan cho cac hé thong phét hién bat thuong.
1.3.3. Do 6n dinh cia mé hinh

Do 6n dinh (stability) ciia mé hinh trén cac méi truong mang khac nhau
dugc xem 1a mot tiéu chi danh gia quan trong trong cac hé thong phét hién bat
thuong mang. Mot mé hinh cé thé duogc xem 1a dang tin cay néu duy tri dugc

hiéu suat phat hién cao trén nhiéu tap di liéu c6 dac diém khéc nhau.

Cu thé, khi so sanh hiéu qua gitta cac mé hinh NAD, néu mét giai thuat
thé hién cac chi s danh gia nhu F1-score hoic Accuracy (ACC) c¢6 do bién
thién thap va duy tri hiéu nang 6n dinh trén nhiéu bd dir liéu kiém ther khac
nhau, khi d6 mé hinh duoc danh gia 1a c6 tinh tong quat va kha ning thich ung
cao hon so voi cac md hinh con lai. Tinh 6n dinh nay dac biét quan trong trong
bdi canh cac moi trudng mang ngay cang da dang va c6 hanh vi dir liéu phic

tap.
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1.4. KET LUAN

Chuong nay tap trung trinh bay khai niém bat thuong trong mang may
tinh, dong thoi tong quan céc ki thuat phét hién bat thuong & muac do tong quét
va cac phuong phap tiép can dua trén phan tich luu luong mang. Noi dung duoc
dé cap bao gém phan loai cac ki thuat truyén thdng nhu dya trén luat, thong
ké, cling nhu cac phuong phap hién dai si dung hoc may va hoc sau. Bén canh
d6, chuong con gidi thiéu cac chi s6 danh gia hiéu suat thuong ding nham do
ludng mirc do chinh xac, d6 bao phua va ty & phét hién cua hé thdng phét hién
bat thuong. Nhitng néi dung ndy mang lai cai nhin tong quat va cap nhat vé
linh vuc dang nghién ctu, gidp hiéu rd cac hudng tiép can pho bién cling nhu
dic diém cua timg phuong phép trong viéc xir Iy bai toan phat hién bat thuong

trong dix liéu mang hién nay.
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CHUONG 2. LY THUYET TAP MO, PAI SO GIATU
VA PHUONG PHAP XAY DUNG HE PHAN LOP MO

Noi dung chuong nay trinh bay cac co s& Iy thuyét nén tang cho viéc xay
dung md hinh phat hién bat thuong mang may tinh bang hé théng suy dién mo
(FRBS) két hop véi dai s gia tir (HA). M& dau chuong 1a phan tong quan vé
ly thuyét tap mo, mo ta cach thac biéu dién céc gia tri khong chac chan va céac
ham thanh vién tuong tng. Sau d6, chuong di sau vao 1y thuyét dai s6 gia ta
(HA), mdt cong cu toan hoc dung dé dinh luong céc gia tri ngdn ngi, giip mo

hinh hda céac khai niém mo maot cach c6 hé théng va cé tha tu ngit nghia.

Hé thong suy dién mo duya trén luat (FRBS) von ¢6 uu diém trong xur ly
dir liéu mo hd va ra quyét dinh tuong tu con ngudi, tuy nhién khi 4p dung trong
bai toan phan 16p vai dit liéu phuec tap, kha nang dinh lugng cac khai niém ngon
ngit va xay dung luat md van con han ché. Pai so gia tar (Hedge Algebra—HA)
duoc tich hop nhu mot cong cu bd sung manh mé, gidp md hinh héa ngit nghia

cuia c4c tir ngdn ngit mot cach dinh lwong, chinh xac va cé hé théng hon.

Viéc két hop HA vao qué trinh xay dung FRBS cho phép tu dong sinh luat mo
dua trén cu trac dai s6 cua ngén ngit, khic phuc diém yéu vé tinh chua quan
trong viéc thiét 1ap luat thu céng & hé mo truyén théng. Ngoai ra, HA hd tro
kha ning phan hoach mo t6i wu (OPHA), tir 46 nang cao hiéu qua trong viéc
phan biét giira dit liéu binh thudng va bat thuong trong mang. Su két hop nay
vi vay khong chi nang cao d6 chinh xac cua hé thong phét hién bat thuong ma
con dam bao tinh kha thi khi trién khai thuc té trong méi trudng mang dong va

phtc tap.

2.1. COBAN VE LY THUYET TAP MO

Ly thuyét tap mo (Fuzzy Set Theory), do Lotfi A. Zadeh dé xuat vao nam

1965 [39], dd mo rong khai niém truyén thdng cua tap hop trong todn hoc.
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Trong ly thuyét nay, thay vi mét phan tt chi ¢ thé hoan toan thudc hoac khdng
thudoc mot tap hop nhu trong 1y thuyét tap hop c6 dién, tip md cho phép biéu

dién muc d6 thudc theo céach lién tuc.

Cu thé, gia sir U 12 tap vii tru gdm céc phan tir, mot tap mo A duoce dinh
nghia théng qua mot ham thanh vién p_A: U — [0, 1], trong d6 p_ A(x) thé hién
murc 6 ma phan tir x thudc vao tap A. Khi gié tri i A(x) cang gan 1, muac do
thudc cta x vao A cang cao; nguoc lai, gid tri gan 0 biéu thi mac do khéng
thuoc.

Piém khéc biét then chét gitra tap co dién va tap mo nam & gia tri caa ham
dic trung: trong khi tap c6 dién chi cho phép gié tri 0 hoic 1 (thudc hoac khdng
thuoc), thi tap ma cung cap mot pho lién tuc, cho phép biéu dién cac méi quan
hé khong rd rang, mo ho hoic trung gian.

Cach tiép can nay 3 mo ra kha nang mé hinh hoa va xir Iy cac tinh hudng
chtra théng tin khong chic chan hoidc chua day du, tir d6 trd thanh nén tang
quan trong trong nhiéu tng dung nhu diéu khién mo, hé chuyén gia, va xi ly
ngdn ngir tu nhién..

2.1.1. Binh nghia tap mo

Pinh nghia 2.1: [39]

Gia str U 1a mot tap hop chira cac phan tir x, tac U = {x}. Mot tap mo B
trén U dugc dinh nghia 1a mét tap hop cac cap (x, p_B(x)), trong d6 x € U va
u_B1a mot anh xa tir U vao doan [0, 1]:

WB:US[0,1] (2.1)

Anh xa p_B duogc goi la ham thanh vién (membership function) cua tap

mo B. Tap hop U duoc coi 1 tap nén (universe of discourse) caa B. Tap mo B

duoc ky hiéu la:

B={(x, n B(x)|x €U}
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Gia tri cua u_B(x) thé hién mtrc 6 ma phan tir x thudc vao tap mo B. Khi
i B(x) tién gan dén 1, diéu d6 cho thay x c6 muc do thudc vé B cao hon. Nguoc

lai, néu u_B(X) gan 0, mirc d6 thudc cua x vao B 1a thap.

Tap mo 1a mot sy mé rong khéi niém cua tap hop c6 dién. Trong truong
hop tap hop ¢6 dién, ham dic trung p_B(x) chi nhan cé4c gid tri roi rac: 1 néu x
thuoc B va 0 néu khong thudc. Tuy nhién, trong tap mo, ham thanh vién co thé
nhan bat ky gia tri thuc nao trong khoang [0, 1], qua d6 cho phép mé hinh hoa
c4c trang thai “thudc mot phan” — diéu khong thé hién dién trong ly thuyét tap

hop ¢o dién.. Hinh 2.1 vi dy db thi caa mot ham thanh vién.

1
0.5

0
0 0.2 0.4 0.6 0.8 1

Hinh 2.1. Mot ham thanh vién dang hinh thang cua tap mo A

2.1.2. Xay dung ham thanh vién

Khi x&y dung ham thanh vién (membership function) cho mét tap mo B,
gia tri caa ham phai nam trong khoang [0, 1] & phan &nh muc do thudc cua
ting phan ta trong tap vii tru. Trén thuc té, tly thudc vao dic thi caa bai toan
va tinh chat dit liéu, c6 mot sé dang ham thanh vién phé bién thudng duoc ap
dung trong Iy thuyét tap mo, bao gom: ham tam giac (triangular), ham hinh
thang (trapezoidal), va ham Gaussian. Mdi dang ham mang dén muc do linh

hoat riéng trong viéc biéu dién tinh mo.

- Ham thanh vién dang tam giac: uz(x) = max(min (:2__‘;11,%) ,0),

trong d6 ay, @y, a3 lan luot 1 chan bén trai, dinh va chan bén phai cua tam giéc.
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- Ham thanh  vién dang hinh  thang: pup(x) =

x—al a4—x
a2-a1’ a4—a3’

max(min ( 1),0), trong d6 as, a lin luot 1a 1a dinh dudi bén trai,
bén phai, a,, as lan luot 1a dinh trén bén trai, bén phai caa hinh thang.

(a-x)?

- Ham thanh vién Gauss: ug(x) = e 22 , trong d6 ¢ la d6 rong va a vi

tri dinh cta ham.

Trong s cac dang ham thanh vién duoc sir dung dé biéu dién tap mo, ham
tam giéc (triangular membership function) Ia loai duoc ap dung phé bién nhat
trong thuc tién. S¢ di nhu vay 1a vi ham nay cé cau trdc hinh hoc don gian, dé
trién khai va triuc quan dbi voi nguoi ding. Viée xac dinh tham sé caa ham tam
giac ciing khong phuc tap, phi hop véi céc hé théng suy luan mo doi hoi hiéu

nang tinh toan cao ma van dam bao kha nang dién giai tot..
2.1.3. Bién ngén ngit

Theo khai niém dugc dé xuat boi Zadeh [40], mot bién ngdn ngir
(linguistic variable) 1a loai bién dic biét ma gié tri cua nd khdng phai & nhiing
con s6 chinh xac, ma la cac thuat ngir ngdn ngit — nhitng tir hodac cum tir cO y
nghia dinh tinh, duoc biéu dién trong ngdn ngit ty nhién hoic ngdn ngi hinh

thirc.

Chang han, xét thudc tinh chiéu cao cua tré nho, cé thé dinh nghia mot
bién ngdbn ngit mang tén “Chiéu cao” (Height). Bién nay c6 thé nhan cac gia tri
ngdn ngit nhu “Rat thip”, “Thap”, “Trung binh”, “Cao”, v.v. Mdi gia tri ngén
ngir duwoc gan véi mot ham thanh vién (membership function), nham dinh lugng
mutc d6 ma mot gié tri cu thé (vi du: chiéu cao do duoc) phi hop voi mo ta
ngbn ngir trong ung.

Gia sir mién gia tri cua chiéu cao nam trong khoang tir 0.5m dén 1.2m.
Cac gia tri ngbn ngir ké trén s& duoc sinh ra tir mot tap cac ham thanh vién, c6

thé dugc thiét ké tha cong hoic hoc tir dir liéu huan luyén.
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Pinh nghia 2.1: [40]

Mot bién ngén ngir L duoc dic trung boi b bdn thanh phan L = (T(L), U,
G, M), trong do:

- T(L): La tap hop cac thuat ngit ngdn ngir (term set) ma bién L c6 thé

nhan, vi du: Rat thap, Thap, Trung binh, Cao.

- U: La tap nén (universe of discourse), c6 thé 1a roi rac hoic lién tuc, biéu

dién khong gian gia trj s6 thuc té caa thudc tinh, vi du: [0.5, 1.2] cho chiéu cao.

- G: La tap céc quy tac cu phap (syntactic rules), dung dé tao ra nhirng gia
tri hop 1€ trong T(L).

- M: L& tap c&c anh xa (mappings) lién két mdi thuat ngir trong T(L) Vi

mot ham thanh vién cu thé xac dinh trén khong gian U.

Trén nén tang ly thuyét tap mo va khai niém bién ngén ngi, linh vuc 1ap
luan x4p xi (approximate reasoning) da dwoc phét trién nham mo phong céach
con ngudi suy luan véi thdng tin khong rd rang hoic khong day du. Cot 16i caa
ly thuyét nay 1a kha ning dua ra két luan dua trén biéu dién ngén ngir két hop

véi miae do khong chac chan.

Mot trong nhimg hudng (ng dung noi bat 1a md hinh hé thong mo dua
trén luat. Hé nay sir dung tap céac luat IF-THEN dang m& d¢é mé hinh hoa tri
thirc chuyén gia, di kém véi co ché suy dién mo dé dua ra két luan tir dix lidu
dau vao. Pac diém ndi bat caia md hinh 1a kha nang dién giai rd rang, dé diéu
chinh va dic biét phd hop vai cac tinh hudng ra quyét dinh trong méi trudng

khong chac chan.
2.1.4. Phan hoach mo

Phan hoach mo (fuzzy partitioning) 1a mot khai niém cét 18i trong Iy thuyét
tap mo, duoc st dung dé chuyén mién gia tri cia mot bién ngén ngit thanh céac

viing md chdng 14p nhau. Mdi vung duoc xac dinh théng qua mot ham thanh
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vién cu thé, cho phép mot gia tri trong mién dau vao c6 thé thudc vé nhiéu tap

mo v6i cac mire do khac nhau.

Muc tiéu chinh ctiia phan hoach mo 1 hd tro viéc biéu dién dix liéu sé dudi
dang ngdn ngir mo, phuc vu cho qua trinh suy luan trong cac hé thong mo. Mot
phan hoach m& hiéu qua phai ¢dam bao tinh lién tuc (continuity), bao phu day
da khéng gian gia tri (completeness), dong thai cho phép md hinh hoa tbt cac

tinh chat khéng chac chan vén c6 trong dix liéu thuc té.

Gia st U = [c, d] 12 khong gian nén lién tuc trong tap sé thuc R, véin diém
6 dinh x1 < X2 < ... < X, thudc U, déng vai trd 13 cac diém moc. Mot tap gom
m tap mo Y = {Bi, Bo, ..., Bn}, V61 cdc ham thanh vién tuwong ung p_{B:},
i {B2l, ..., u_{Bm}, tao thanh mot phan hoach md cia U néu thoa mén cac

diéu kién sau véi moi k=1, ..., m:
1) p {Bk}(x k)=1
2) Néu x ¢ [x_{k—1},x_{k+1}]thip {Bk}(x)=0
3) p_{Bk}(x) la ham lién tyc trén U

4) u_{Bk}(x) don diéu tang trén doan [x_{k—1}, x_k] va don diéu giam
trén doan [X_k, x_{k+1}]

5) Véi moi x € U, ton tai it nhat mot k sao cho i {Bk}(x) >0

Néu phan hoach mo con thoa man diéu kién:

6)Y {k=1}"mp_{Bk}(x)=1 véi moix € U

thi duoc goi la phan hoach mo manh (strong fuzzy partition).

Trong truong hop phan hoach con thoa mén thém:

7) Khoang cach gitra cac diém moc 1a hang s6: h k =x {k+1} —x k1a
khong doi véi moi k # m

8) Cac ham thanh vién 1a d6i xtiing
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9) Céc ham thanh vién c6 hinh dang hinh hoc gidng nhau

thi phan hoach d6 duoc goi 1a phan hoach mo déu (uniform fuzzy

partition).

Theo dinh nghia 2.3, mdi phan hoach md ¢6 thé dugc xem nhu mot muc
thé hat (granularity) trong khdng gian thugc tinh. Néu phan hoach chi ton tai ¢
mét cap do chi tiét, ta goi d6 1a phan hoach md don thé hat (single granularity).
Nguoc lai, néu bao gom nhiéu cap do chi tiét twong ng voi nhiéu thé hat khac
nhau, thi duoc goi la phan hoach ma da thé hat (multi granularity).

Viéc lya chon cap do thé hat phi hop c6 anh huong 16n dén hiéu qua biéu
dién tri thirc va suy luan mo, bai mdi mic granularity cho phép hé théng tap
trung vao nhitng khia canh ngir nghia khac nhau cia dir li¢u, tir do cai thién

tinh chinh xac va kha nang giai thich cia mé hinh.

D

1.0 r

[N

0.0 1.0
1.0
1ot
(= nS? ML |
(] [ Ra]
0.0 1.0 .

Hinh 2.2. Cau trac phan hoach don  Hinh 2.3. Cau trac phan hoach da thé
thé hat [14] hat [14]

2.2. COBAN VE PAI SO GIATU

Ké tir khi duoc gisi thiéu, ly thuyét tip mo da trai qua qua trinh phét trién
manh mé& va dugc ung dung rong rai trong nhiéu linh vuc, véi muc tiéu chinh

la xay dung cadc mod hinh c6 kha nang mé phong cach con ngudi suy luan trong
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diéu kién khéng chéc chin. Tuy vay, ly thuyét nay van con ton tai mot s6 han
ché, dic biét trong viéc dién dat mot cach day du céac khia canh ngir nghia va
c4u trGic cia mién gia tri ngdn ngir — yéu té then chét trong giao tiép va lap luan
tu nhién. Trén thyc té, cho dén nay van chua tdn tai mot khung ly thuyét hinh
thirc ndo c6 thé md ta mot cach nhat quan va dinh luong duoc ngir nghia cua

cac thuat ngr ngbn ngr mot cach toan dién.

Nham khac phuc han ché nay, vao nam 1990, Nguyén Cat H6 va W.
Wechler [29, 30] da dé xuat mot cach tiép can méi, dya trén cau tric ngit nghia
tu nhién ciia mién gia tri cua cac bién ngdn ngir. Cac tac gia nhan thay rang tap
gia tri cta bién ngdn ngir thuong ton tai quan hé thir tu ngit nghia noi tai — vi
du: “chdm” nhé hon “nhanh”, hay “ngin” nho hon “dai” theo nghia ngén ngir
hoc. Dya trén méi quan hé nay, ho xay dung nén mot mé hinh dai s6 c6 cu
trdc — goi 1a dai s6 gia tar (Hedge Algebra — HA) — trong d6 mién gia tri cua

bién ngdn ngir duoc xem nhu mot tap hop cd cau trac dai So.

Ly thuyét HA dua ra mot phuong phap tiép can theo hudng dai s6 nham
mo hinh hoa cau tric ngit nghia bén trong ciia cac thuat ngir trong bién ngén
ngir. N6 thiét 1ap mot khung ly thuyét chit ché cho viéc két noi giita ngir nghia
dinh luong — thuong thay trong ly thuyét tip mo — va ngir nghia ngir phép von
c6 ciia ngdn ngir ty nhién. Mo hinh nay dugc xay dung dwa trén nén tang logic
tién dé va hinh thirc toan hoc, gilp nang cao kha ning biéu dién va xt ly théng
tin mo hd hoic khéng chic chin trong cac hé théng suy luan mé mot cach chinh
Xac va c6 hé thong hon.

2.2.1. Khéai niém dai sé gia tir

Pai so gia tir (tiéng Anh: Hedge Algebra — viét tat: HA) 1a mot Iy thuyét
toan hoc dung dé mé hinh hoa va dinh luong cac gié tri ngdn ngir mo nhu “rat
cao”, “kha thip”, “trung binh”, v.v... mot cach cd hé thdng va chinh xéc. Khang

gidng nhu cac phuong phap mo truyén thong von chi gan gid tri cho tir ngir mot
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cach cam tinh théng qua ham thanh vién, HA cho phép xay dung mét cau tric
dai s6 dua trén c4c toan tir ting cuong (hedges) va tht tu ngit nghia gitra cac
tir. Nho vay, HA mang lai kha nang tu dong hda viéc sinh luat, phan hoach va
dinh nghia cac mtrc 46 mo, déng thoi phan anh duwoc mire d6 tin cay hoic cuong

do6 cua cac gia tri ngbn ngir theo cach tuong tu tu duy ctia con nguoi.

Viéc ap dung HA dic biét hitu ich trong cac hé théng can suy luan dua
trén dix liéu ngdn ngit khdng chac chan, nhu chan doan, phan loai hoic canh
bao — dién hinh 1a trong bai toan phét hién bat thuong mang, noi cac trang thai
cua luu Iwgng mang thuong khong ré rang va kho xac dinh ranh gidi dat khoat.

Pinh nghia 2.2 [32]: Mot ham HA (Hedge Algebra) dugc xac dinh nhu
mot bo 4 thanh phan va dugc ky hiéu 13 AX = (X, G, H, <), trong d6:

- X: La tap hop cac thuat ngit ngon ngir (terms).

- G: La tap hop cé4c phan ti sinh (generators), dong vai trd nhu cac thanh
phan co s& dé xay dung nén cac thuat ngir ngdn ngir khac. Tap G thuong bao
goém céc phan tir dic biét sau:

+ 0: Pai dién cho gia tri nho nhat, thudng mang ¥ nghia cuc tiéu hoic
vang mit.

+ 1: Dai dién cho gié tri 16n nhit, thuong thé hién mac d6 toi da hoic
day du.

+ W: La phan ta trung hoa (neutral), biéu thi gié tri trung binh hoic trang
thai khong wu tién.

- H: La tap cac gia tir (hedges), tac la cac phép toan ngdn ngir dung dé
diéu chinh hoic bién doi mac d6 ngir nghia cia mot thuat ngir. Cac gia tir cho
phép tao ra nhiéu sic thai nghia khac nhau nhu "rt", "hoi", "kha", v.v.

- <: La quan hé tht tu ngit nghia (semantic order) dugc xac 1ap trén tap X,

phan anh céch cac thuat ngir lién két véi nhau vé mat ngir nghia.
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Tap H bao gém hai tap con:

- H™: La tap cac gia tor &m (negative hedges), lam giam cuong do ngi

nghia. H = {h-1 <h-= <... <h-q}, vi du: “slightly”, “less”, “somewhat”.

- H*: La tap céc gia tir duong (positive hedges), lam tang cuong do ngir

nghia. H" = {h: <h: < ... <hy}, vi du: “very”, “more”, “extremely”.

Khi &p dung mot gia ti h € H 1én mot phan tir u € X, ta thu duoc thuat
ngir moi ky hiéu la hu. Vi mdi u € X, H(u) la tap hop cac tir dugc tao thanh
tir u bang céach ap dung cac gia ter trong H. Néu u = hy...hix v6i hy, ..., hi € H,

n > 1, thi biéu thirc nay goi la biéu dién chinh tac cua u.

Biéu thire hn...h1x 1 biéu dién chinh tic néu mdi gia tir thuc sy thay doi
ngwr nghia, tac la vai moi i <n, hi...h1x # hi-i...h1x. D dai cua mot thuat ngir
ngdn ngit u, ky hiéu 1a I(u), duoc dinh nghia 1a s6 luong gia tir xuat hién trong

biéu di&n chinh tic cua nd, cong thém mét.
2.2.2. Tinh chat cua HA tuyén tinh

Pinh ly 2.1: [32] Cho tap H- va H* 1a cac tap sap tha tu tuyén tinh cua
HA AX = (X, G, H, <). Khi d6 ta co:

i) V&i mdi x e X thi H(x) |a tap sap tha tu tuyén tinh.

i) Néu X duoc sinh tir G boi cac gia tir va G 1a tap sap tha tu tuyén tinh
thi X ciing 1 tap sap th tu tuyén tinh. Hon nita néu x <y, va x, y 1a doc lap voi

nhau, tic 1a x ¢ H(y) vay ¢ H(x), thi H(X) < H(y).

Dinh 1y dudi day trinh bay co s& ly thuyét cho viéc so sénh thir tu ngir
nghia gitra hai tir ngdn ngir bat ky trong mién gia tri ngon ngir cua bién X. Cu
thé, dinh ly khai thac cau tric tht tu tuyén tinh duoc xac 1ap trong dai b gia
tir, cho phép xac dinh mdi quan hé ngit nghia gitra cac tir ngon ngir sinh ra tir
cac phan tu sinh khac nhau (hoic cling mot phan ti) théng qua cac to hop gia

tu.
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Pinh Iy 2.2: [32] Binh Iy 2.2 [32]: Gia sit u = hy...hux va v = k.. kix 12
hai biéu dién chinh tic trong (g cua céac thuat ngit ngdn ngir u va v dua trén
phan tir sinh x. Khi d6, ton tai mot chi 6 j sao cho j <min{n, m} + 1 va cac gia

tir tai nhitng vi tri trude j 12 giéng nhau, tie 1a by = ki’ véi moi j' <j.

Trong truong hop j = min{n, m} + 1, diéu kién dugc mo rong nhu sau:

néun+ 1 <mthih;1atoan tar don vil, hodc nédum+ 1 <nthik;=1.

Khi d6, quan hé ngir nghia gitta u va v dugc xac dinh theo cac diéu kién

Sau.

i) u < v khi va chi khi hj(u;) < ki(v;), trong d6 u; = hy-1...hix 1a phan con lai

cua biéu thirc u tinh dén vi tri j - 1.
i) U = v néu va chi néu n = m va vai moi chi o, h(u;) = ki(v)).
iii) u va v khéng thé so sanh véi nhau néu va chi néu cac biéu thire hy(u;)

va ki(v;) khong thé thiét 1ap dugc quan hé thi ty gitra ching.

Dbinh 1y nay giap xac dinh rd rang quan h¢ th ty gitta cac thuat ngir ngon

ngir thdng qua cau trdc cua biéu dién chinh tic va céc gia ta tao thanh ching..
2.2.3. Bo do tinh m¢ cua cac tu ngdn ngir

Khai niém do luong mirc d6 mo (fuzziness) cta mot tir ngodn ngir 1a mot
van dé phutc tap va khong dé xac dinh bang truc giac. Do d6, dd c6 nhiéu
phuong phap tiép can khac nhau dugc dé xuat dé lwong héa tinh chat nay. Trong
bdi canh ly thuyét tap mo truyén thdng, cac ky thuat dinh luong thuong dya
vao dic diém hinh hoc cua ham thanh vién — vi du nhu d6 rong caa tap mo,
mttc d6 chong lap véi cac tap 1an can, hoic dién tich dudi dudng cong biéu dién
ham.

Nguoc lai, trong khudn kho dai s6 ngén ngit hoc (HA), mot phuong phap
tiép can méi duogc gidi thiéu nham xac dinh tinh mo cua tir ngdn ngit dya trén

Iap luan logic va y nghia ngir nghia. Theo [32], mirc d0 Mo cia mot tir ngon
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ngit u phan anh kha ning bién d6i ngit nghia cua x khi cac phép bién doi ngén
ngir (gia tr) duoc ap dung. Noi cach khéc, tir ngdn ngit ndo cang dé bi tac dong
bai cac gia tir nhu “very”, “more”, “slightly” thi mirc d6 mo cta nd cang cao,
boi ngit nghia cua tir khéng cé dinh ma d& bi thay d6i boi cac anh hudng tir bén
ngoai.

Tap hop cac tir ngdn ngit sinh ra tir mot tir gbc x thdng qua viéc ap dung
cac phép gia tir tao nén tap H(u), phan anh phé bién d6i ngir nghia cua tir x. Do
d6, H(u) co thé duoc sir dung nhu mot mo hinh dai dién cho tinh mo cua tir
ngdn ngir u. Bo 16n (s6 phan tir) caa tap nay dugc xem 1a mot chi s6 do luong
dinh luong cho tinh mo cua u.

Pinh nghia 2.3 [32]: V&i mot HA tuyén tinh AX = (X, G, H, <), 4nh xa
fz: X — [0, 1] dugc goi la d6 do tinh mo néu théa man:

(i) fz 1a day du, nghia 1a fz(c-) + fz(c+) = 1 va ¥ (h € H) fz(hu) = fz(u), voi
moi u € X;

(i) fz(u) = 0 néu H(u) = {u}; va fz(0) = fz(W) = fz(1) = 0;

(iii) V&i moi u, v € X va h € H, ky hiéu p(h) = fz(hu)/fz(u) = fz(hv)/fz(v),
thi p(h) 1a ty s6 khdng phu thudc vao u va v, goi 1a d6 do tinh mo cua gia tir h.

- biéu kién (i) ¢&am bao tinh toan ven cua tap phan tir sinh G va tap gia tur
H, cho phép md hinh hoa day du céc gid tri ngit nghia.

- biéu kién (ii) dam bao mdi tir ngdn ngir duoc dinh danh rd rang vé mat
ngir nghia.

- Piéu kién (iii) gia dinh rang mdi gia tir c6 tac dong thong nhat 1én moi
tir ngdn ngir trong tap X, khdng phu thudc vao ngit canh cu thé.

Hinh 2.4 12 minh hoa truc quan thé hién tap tir ngdn ngit duoc sinh tir gia
tri TRUTH bing cac phép gia tr, qua d6 giup hinh dung muc do bién doi ngi

nghia va tinh m¢ tuong ng.
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Hinh 2.4. B do tinh md cua bién Truth [32]
Mbt s6 tinh chét cia do do tinh mé d6i véi tir ngdn ngit va céc phép gia
tr c6 thé duoc mé ta théng qua cac ménh dé hinh thic, dong vai tro thiét lap
C4c quy tac dinh lwong ngit nghia trong khudn kho dai s6 gia tir. Nhitng ménh

dé nay thuong phan anh céc nguyén ly sau:

Ménh dé 1.1: [32] Vi do do tinh mo fz va p da dugc dinh nghia trong
Dinh nghia 2.3, ta co:

(1) fz(c—) + fz(ct)=1va )Y {h € H} fz(hu) = fz(u);
(i) 2 _{=-a3-1} wh_j)=a, 2 _{j=1"{p} wh_j)=p,véia, f>0va

atfB=1

(iii) Y {x € X k} fz(x) = 1, trong d6 X k la tap cac tir ngdn ngir c6 do
dai dung bang k;

(iv) fz(hu) = p(h) x fz(u), voi Yu € X;

(v) Cho fz(c—), fz(ct) va w(h) vai vh € H, khi d6 véiu=h_n .. h_1c,
trong do6 c € {c—, c+}, thi 0 do tinh m¢ cua u dugce tinh nhu sau:

fz(u) = w(h_n) x ... x u(h_1) x fz(c).
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2.2.4. Binh lugng ngit nghia caa tir ngon ngi

Theo phuong phap tiép can cua ly thuyét tap md, mdi tap mo cd thé duoc
gan mot gid tri dinh luong duy nhéat théng qua qua trinh khir mo
(defuzzification), thuong la gia tri dac trung nhu trong tdm (centroid) cua ham
thanh vién tuong tung. Day 1a cach tiép can pho bién dé chuyén doi dir lieu mo

sang gia tri s6 cu thé trong cac hé thong diéu khién hoac suy luan.

Tuy nhién, trong ly thuyét dai sé gia tir, cac gié tri ngdn ngit dugc sap xép
theo mét thr ty ngir nghia noi tai. Dua trén ciu trdc nay, HA xay dung mot ham
dinh lugng ngit nghia (semantic quantification function) 4nh xa médi tir ngon
ngir vé mot gia tri thyuc trong doan [0, 1]. Him nay dam bao tinh don diéu ting,
tac 14 néu mot tir c6 ¥ nghia “manh hon” vé mat ngit nghia thi s& duoc gan gia
tri 16n hon.

Nho vay, HA cho phép anh xa dinh luong gitra cac gia tri ngén ngi va
khong gian sé6 mot cach nhat quan, hd tro hiéu qua trong viéc suy luan va tinh
toan vai dir liéu ngodn ng.

Pinh nghia 2.6: [32] Cho AX = (X, G, H, <) la mot HA tuyén tinh. Anh
xa Q. X — [0,1] duoc goi 1a mot ham dinh lugng ngir nghia cia AX néu Qy 1a
anh xa 1-1 tur tap X vao doan [0, 1] va bao toan tha tu trén X, tuc 1a Vu, v € X,
U<V = Qxu) < Qx(v) va Qx(0) =0, Qx(1) = 1.

Dua trén hai diéu Kién co s¢ ndy, cac tac gia trong [32] da dé xuat mot
ham dinh lugng ngtr nghia cho cac tir ngbn ngir ngdn ngir duwoc sinh ra tir HA.
Phuong phap nay cho phép dnh xa mdi tir ngdn ngir vé mot gia tri s6 trong doan
[0, 1], dong thoi dam bao giit nguyén quan hé tha tu va cudng do ngit nghia

gitra cac tur.
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Truéc khi di dén ham dinh lwong ngit nghia, ta can xét dén khai niém “dau
cua tir ngbn ngir” — mot thanh phan cét 18i trong viéc thiét 1ap thir tu va huéng
tac dong cua cac pheép gia tir.

Pinh nghia 2.7: [32] Mot ham dau Sg: X — {-1, 0, 1} 1a mét anh xa duoc
dinh nghia dé qui nhu sau, trong d6 h, h' € Hva ¢ € {c-, c+}:

(i1) Sg(c-) = -1, Sg(c+) = 1;

(i2) Sg(hc) = -Sg(c) néu h am d6i vai c; Sg(hc) = Sg(c) néu h duong dbi
Véi C;

(i3) Sg(h'hu) = -Sg(hu), néu h'hu # hu va h' am dbi véi h; Sg(h'hu) =
Sg(hu), néu h'hu # hu va h' dwong ddi véi h;

(i4) Sg(h'hu) = 0, néu h'hu = hu.

Tir dinh nghia ham dau, chung ta co tiéu chi dé so sanh hu va u.

Ménh dé 2.2. [32] Véi bat ky h va u, néu Sg(hu) = 1 thi hu > u; néu Sg(hu)
= -1 thi hu < u va néu Sg(hu) = 0 thi hu = u.

Tu ménh dé trén ta co:

- H(u) < H(v), véi bat ky u va v, tac la u € H(u) va v & H(v), dic biét 1,
0<Hu)<1 (2.2)

- Sgn(hyu) = +1 = H(h-qu) < H(h-q+1u) < ... < H(h-1u) <u < H(h) <
H(hou) < ... <H(hyu) (2.3)

- Sgn(hpu) = -1 = H(h-qu) > H(h-q+1u) > ... > H(h-1u) > x > H(hiu) >
H(hzu) > ... > H(hyu) (2.4)

Pinh nghia 2.8: [32] Cho fz 1a mot 6 do tinh mo trén X ciia mot dai s6
gia tir tuyén tinh AX. Anh xa Qx: X — [0, 1] duoc xac dinh dya trén d6 do tinh

mo fz duoc dinh nghia bang dé qui nhu sau:
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(1) Qx(W) = 0 = fz(c-), Qx(c-) = 0 — afz(c-) = B.fz(c-), Qx(ct) =0 +

afz(ct);

(i) Qx(hu) = Qx(x) + Sign(hu){Y[i=sign() to j] p(h)fz(u) -
o(hu)n(huwtz(u)}, (2.5)

véimoi j, —q<j<pvaj+#0,trong d6: w(hju) = 1/2[1 + Sg(hju)Sg(hyhju)(B
-o)] € {a, B};

Véi dinh nghia da néu, ham dinh lugng ngit nghia dugc ching minh la
thoa man day du cac tiéu chuan can thiét caia mot anh xa dinh luong trong

khudn khé dai s gia tir. Cu thé, ham nay dam bao:

- Tinh hop 18 vé mat hinh thic, tic 12 né 1a mot ham don anh tir tap cac tur

ngbn ngir AX vao doan [0, 1].

- Bao toan quan hé thir tu ngir nghia gitra cac tir ngdn ngir: néu mot tur

ngdn ngir mang ngir nghia manh hon, né sé& dugc gan gia tri sé 16n hon.

- Tinh tru mat (density) trong [0, 1], nghia la cac gia tri dinh lugng cua tap
tir ngdn ngit AX phan bd déu va lién tuc trong toan bo mién dinh nghia, cho

phép md hinh biéu dién ngit nghia mot cach chi tiét va muot ma.

Nho @6, ham dinh Iwgng ngir nghia khong chi la cong cu dinh lugng don
thuan, ma con déng vai trd nén tang trong viéc thiét 1ap co s toan hoc dé md

phong va suy luan trén khong gian ngbn ngir cé tinh mo.
2.2.5. Khoang tinh mo (fuzziness interval)

Khoang tinh mo ciia mot khai niém mo déng vai tro then chét trong viéc
phan tich va phat trién cac mé hinh tng dung trong cac hé thdng xu Iy ngon
ngir mo. Pay 1a khoang gia tri dinh lwong nham biéu dién pham vi dao dong
nglr nghia cta mat tir ngdn ngir khi chiu tac dong cua cac gia tir. Goi I([0, 1])

la tap cac doan con trén doan [0, 1], ky hiéu || 1a d6 dai cua doan “*”.
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Pinh nghia 2.9: [33] Khoang tinh m¢o caa cac tir ngdn ngir u € X, ky hiéu
Afz(u), 12 mot doan con cua doan [0, 1], Afz(u) € 1([0, 1]). Néu n6 c6 do dai
bang do do tinh mo, |Afz(u)| = fz(u), va duge xac dinh bang qui nap theo d6 dai

cua u nhu sau:

(i) Vé6i @6 dai cuia u bang 1 (I(u) = 1), tic 1a u € {c—, c+}, khi d6 |Afz(c-)|
= fz(c—), |Afz(c+)| = fz(c+) va Afz(c—) < Afz(c+);

(if) Gia str u c6 d6 dai n (I(u) = n) va khoang tinh mo 4fz(u) da duoc dinh
nghia véi |Afz(u)| = fz(u). Khi d6 tap cac khoang tinh mo {4fz(hju): -q<j<p
vaj# 0} € Itv([0,1]) dugc x@y dung sao cho no 1a mot phan hoach cua 4fz(u),
va thoa man |Afz(hju)| = fz(hju) va c6 thi ty tuyén tinh twong ung véi thir ty
cua tap {h—qu, h—q+1u, ..., hpul, tic 1a néu h—qu > h—q+1u > ... > hpu thi
Afz(h—qu) > Afz(h—g+1u) > ... > Afz(hpu) va nguoc lai (xem hinh 2.5). D& dang
thay rang hé phan hoach nhu vay ludn ton tai dya vao tinh chat i) trong Ménh
de 2.1.

ALTP) oty I oy A VTF)
s e i N S s

(LT  HPLT) AP HMPTr J(IMTY) Z(MMTr J(IVE)  S(MVTr
SMLTY)  JALTY) HEPPT) SH(PT) SH(PMIr JZ(VMTr  HZPVE) S0V
Hinh 2.5. Khoang tinh mo cta cac tir ngdn ngit cta bién TRUTH [33]
Mot khoang tinh mo duoc goi 1a khoang mo muc k néu do dai cua u bang

k, khi d6 ta ky hiéu la Ji(u) thay cho J(u).
2.2.6. H¢ khoang mo tuong tu

Gia sir k 1a mot s6 nguyén duong biéu thi d6 dai toi da cho cac tir ngbn
ngir dugc xét. Mot khia canh quan trong khac trong ngir nghia dinh lugng cia
c4c tir ngbn ngir 1a khoang mo tuong tu cap do k. Bé xay dung khai niém nay,
ta xem xét tap hop cac tir ngdn ngir c6 d6 dai khong vuot qué k, ky hiéu la:
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XK)={ueX:|ju<sk}
va mét anh xa dinh luong ngir nghia Qx da dugc Xac lap trudce do.
Muc tiéu la xay dung mét tap hop cac khoang { S®(u) : u € X(k) } trong
doan don vi [0,1], sao cho cac khoang ndy thoa méan hai diéu kién sau:
1. Tinh bao ham ngit nghia: M&i gié tri dinh luvong Q.(u) phai nam trong
khoang tuong tmg S®(u), tac la:
Qx(u) € S®(u)
Cac gia tri thuoc khoang nay duoc xem 1a "tuong ty" Vé ngir nghia voi
Qx(u) & mirc do triru tuong K.
2. Tinh phan hoach: Tap cac khoang { S®(u) } tao thanh mgt phan hoach
trén doan [0,1], nghia la:
- Cac khoang khong giao nhau (hoac chi giao tai bién),
- Hop cua tat ca cac khoang bang doan [0,1].
Truong hop cu thé: [H| = [H'| =1
Gia st tap cac phép gia tir am va duong chi chira mét phan ta, tac 1a:
-H = {L} (vidu: “less”),
-H*={ V } (vidu: “very”).
Trong tinh hudng nay, viéc sinh ra c4c tir ngdn ngit trong X (k) s& don gian

hon, vi mdi tir chi ¢6 thé duoc tao tir cac to hop 1ap lai cua céc gia tar L va V ap
dung lén hai phan tir sinh ¢~ va c*.

Pé xay dung cac khoang mo twong tu muc k cho céc tir ngdn ngit thudc
X(K), ta sir dung ngit nghia topo — duoc hiéu 1a su sap xép thir tu va moi lién
hé ngir nghia lién tuc gitta cac khoang tinh mo $_fz(u) twong (ng véi cac tu
trong X(k+2). Muc tiéu 1a dam bao rang cac khoang twong tu vira phan anh moi
lien hé ngir nghia, vira bao pha khéng gian ngit nghia mot cach nhat quéan va
khong chong lap tly tién.
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Hé khoang tuong tu 1a mot cdng cu hitu dung dé phan hoach mién tham
chiéu cua céc bién, va duoc st dung trong cac thuit toan sinh luat cua cac

phuong phap tiép can dua trén HA.

s { §3(0)  8,(VC) 83(C) SaLC) SaLct)  Fs(ch)  §y(Vch) 43_3@

@ t —t—t— —t—+— —t—t— f —+—
= Ve : Lc : Lc* : Vc* :

X(Z) [ : |
0 c W c* 1

Hinh 2.6. Minh hoa h¢ khoang tuong tu murc 2

2.3. HE MO DUA TREN LUAT
2.3.1. C4c thanh phan caa hé mo
Mot hé théng ma dién hinh bao gom bdn thanh phan co ban nhu sau:

1. Co so luat (Rule Base): Day 1a tap hop cac luat mo dang “IF-THEN”, phan
anh tri thac chuyén gia. Mai luat c6 dang:

IF x1 is Ai* AND Xz is A2X AND ... AND x, is A.* THEN y is Bk

Trong do:

- X1, Xa, ..., Xn 12 c4c bién dau vao,

-y 1a bién dau ra,

- Ak va Bk la céc tap mo tuong tng dai dién cho cac khai niém ngbn ngir.

2. Co s¢ dir liéu (Database): Chtra cac ham thanh vién mé ta tap mo. Nhitng
ham nay xéac dinh y nghia ngit nghia cta cac thuat ngir trong luat mo. Cu thé,

mai tap mo nhu A; hay Bk duoc dic trung boi mot ham p: X — [0, 1], veéi:

i A(x) = mirc d6 ma x thudc tap mo A.
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3. Bo suy dién m& (Fuzzy Inference Engine): Thanh phan nay thuc hién qué
trinh suy luan dua trén co sé luat va co s¢ dir liéu. NO ap dung mot ky thuat
nhu Max-Min hoic Max-Product dé két hop cac luat va xac dinh tap mo két

qua cho bién dau ra.

4. B6 giai mo (Defuzzifier): C nhiém vu chuyén doi két qua mo thanh mot gia
tri cu thé, d& hiéu. Mot sé k¥ thuat giai mo phé bién gdm: phuong phap trong
tam (centroid method), gia tri trung binh cta cuc dai (mean of maxima), va

phuong phap gia tri 16n nhat (maximum membership).

T6m lai, mot hé thdng mo van hanh dya trén viéc két hop giira luat ngir nghia,
ham thanh vién, va co ché suy luan dé xir Iy thdng tin khdng chac chan va dua

ra quyét dinh gan gidng nhu con ngui.
2.3.2. Muc tiéu khi xay dung FRBS

Trong qué trinh thiét ké hé mo dya trén luat, hai muc tiéu then chét can
dugc can bang 1a: (i) do chinh xé&c thuc thi va (ii) tinh giai thich duoc
(interpretability). DAy 1a hai muc tiéu mau thuan, khi ting cuong mot yéu to

thuong 1am giam yéu t6 con lai.

D6 chinh xac di c6 thé dinh lwgng bing cac chi sb thong ké hoac ham mat
mat. Tuy nhién, tinh giai nghia 1a mdt khai niém phuc tap, chiu anh huong boi
nhiéu yéu té nhu sb luong luat, ¢o phu va tinh don gian cua tap luat. Tham chi,
thuat ngir diing dé mé ta dac tinh nay hién van chua dugc thdng nhét trong cong

ddng nghién ctu.

Phan sau s& trinh bay cac phwong phép tiéu biéu di dugc dé xuat dé danh

gia va can ddi hai muc tiéu nay trong FRBS.

1) Panh gia do chinh xac cia FRBS
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Dbi voi hé mo dua trén luat, hiéu qua thue hién cd thé duoce danh gia bang
cac cong thuc toan hoc xac dinh rd rang. Trong bai toan phan 16p, d6 chinh xac
dugc do bang ty 1& phan traim sé mau duoc phan loai dungtrén tdng s6 mau, va

cang cao thi hé thng cang hiéu qua.
acc = % * 100% — max (2.9)

trong d6 N 1a s6 mau dix liéu duoc phan 16p va Nac 12 s6 mau dit liéu duoc phan

I6p chinh xé&c.
2) Tinh giai nghia dwgc cua FRBS

Tinh giai nghia (interpretability) cia FRBS la mdt khai niém phuec tap va
mang tinh triru tuong, phu thudéc vao nhiéu yéu té khac nhau. Viéc xac dinh
mét thude do chuan hda cho tinh giai nghia hién van la chu dé nghién ciu mé.
Mot s cong trinh di dé xuat phuong phap danh gi tinh giai nghia ctia hé théng
dua trén luat mo bang cach phan loai cac hé théng nay, dong thoi thiét lap mot
tap hop cac rang budc ¢ nhiéu cap do. Hé thong mo dya trén luat (FRBS) nao
dap tmg dugc cang nhiéu rang budc thi duoc coi la c6 mac d6 giai nghia cang
cao. Theo Gacto et al. [10], hién nay ton tai hai hudng tiép can chinh trong viéc

dinh nghia tinh giai nghia:
1. Tinh gidi nghia dwoc duwa trén do phuc tap
Hudng tiép can nay dugc phan thanh hai muc:

+ Do phuc tap & mic co so luat mo (fuzzy rule base level): Thuong su

dung cac d¢ do sau:
-S4 lugng luat: Hé thdng nén c6 cang it luat cang tét.
- Do dai luat: MJi luat nén cang ngin cang tét (it ménh dé tién
de).



58

+ B§ phac tap & muc phan hoach mo (fuzzy partition level): Thuong su

dung cac d do sau:

S6 thugc tinh/bién: Viéc sir dung it thudc tinh hoac bién s& 1am ting
tinh giai nghia duoc cuaa hé luat.

S6 ham thanh vién: Sb lwong ham thanh vién duoc sir dung trong
phan hoach md khong nén vuot qua 7+2 [25], theo nguyén tic cua
Miller [25].

2. Tinh gidi nghia dwoc dua trén ngir nghia

Hudng tiép can nay ciing dugc chia thanh hai mic:

+ Ngit nghia & mc phan hoach mo (muc tir - word level):

Mién xac dinh cua céac bién phai dugc phi hoan toan boi cac ham
thanh vién cua cac tap mo.

Thudc it nhat mot tap mo: Tat ca cac diém dit liéu phai thudc vao it
nhat mot tap mo.

Ham thanh vién chuan: Cac ham thanh vién phai thudc loai chuan
(normal fuzzy sets), tirc 1a mdi ham thanh vién phai c6 it nhat mot
diém dit liéu trong mién xac dinh cta bién c6 d6 thudc bang 1 (dinh
cua ham).

Phan biét ngir nghia: Cac ham thanh vién biéu thi ngir nghia cua cac
tap mo phai ¢ kha ning phan biét rd rang vai nhau, tranh su chéng

l4n qua mirc 1am giam tinh rd rang cua cac khai niém.

+ Ngir nghia & mtc co so luat (rule base level):

Tinh nhit quan: Co s& luat khdng chira cac luat mau thudn (tac 1a
cac luat c6 cung két luan thi phai ¢ cing phan tién dé).
S6 luat bi @6t chay: Sb luong luat dugc kich hoat (fired) béi mot

mau dit liéu dau vao cu thé cang it cang tét.
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Khi xay dung céc thuit toén tién hoa (evolutionary algorithms) dé xay
dung cac hé mo dua trén luat tir dix liéu, cc hudng tiép can thuong dat muc
tiéu dat duoc cac rang budc vé tinh giai nghia dwgc bang viéc két nhap cac chi
s6 lién quan dé tao ra mot chi s6 tong hop. Va no tré thanh muc tiéu tinh giai
nghia dugc can duoc tdi wu hoa ctia hé luat trong qué trinh tién hda. Duéi day
1a mot sé cach két hop céc chi sb thé hién tinh giai nghia duoc cua FRBS bao

gom:

1) Bo phurc tap cua hé luat
Comp = YM_, length(R,,) = min (2.10)

ii) Trung binh d6 dai cua luat trong co s¢ luat

M
ave = Zm:llezlgth(Rm) - min (1.11)

1ii) Chi caa Nauck [28]
Inauck = Comp x Part x Cov (1.12)

Trong do:

- Comp (Chi s6 d6 phuc tap) duoc tinh bang ty 1& gitra s6 16p dau ra va
tong sé diéu kién tién dé cua céc luat trong FRBS. Chi s6 nay phan anh muc do
rdt gon hoic chdng lap gitra cac lut.

- Part: la gia tri trung binh s6 tap mo dugc gan cho mdi bién dau vao, biéu

thi mirc do chi tiét cia mién gia tri:

Part = n] (1.13)
véi Tj 1a s6 tap mo caa phan hoach cia bién thi j.

- Cov (Coverage index) 1a chi sb biéu thi gi4 tri trung binh cua cap d6 pha
(degree of coverage) trong toan bo phan hoach ma. Chi sé ndy phan anh muc

d6 ma céc tap mo chong l1an va bao phi khong gian gia tri cua cac bién.
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Tinh giai nghia duoc cua FRBS hién van 1a mot van dé nghién ciru con bo
ngo, véi nhiéu cach tiép can va tiéu chi danh gia khac nhau chua thdng nhat.
Do d6, van can phai tiép tuc nghién ctru dé cai thién dic tinh giai thich cua
FRBS.

2.4. KET LUAN CHUONG 2

Chuong 2 dé an da tong hop céc kién thac nén tang phuc vu cho qué trinh
nghién cau, bao gom:

Ly thuyét tap mo: trinh bay cac khéi niém co ban vé tap mo, bién ngon
ngt, phuong phap xay dung tap mo, phan hoach mo va hé mo dua trén luat.

Tong quan vé dai s6 gia tir (HA): dé cap dén céac khai niém cét 16i nhu dai
sb gia tir tuyén tinh, tuyén tinh day du, phan tt sinh, gia tt, 46 do tinh mo,
khoang tinh mo va khoang tuong tu.

Hé luat mo: gioi thiéu cau tric luat mo, phuong phap 1ap luan trong bai
toan phan 16p, cling cac chi s6 danh gia hiéu qua hé thong.

Nhitng ndi dung nay dong vai tro lam co s& cho viéc xay dung hé mo phat

hién bat thuong trong mang may tinh duoc trinh bay & Chuong 3.
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CHUONG 3. XAY DUNG FRBS DUA TREN HA PHAT
HIEN BAT THUONG TRONG MANG MAY TINH

Chuong nay trinh bay qua trinh thiét ké va trién khai mo hinh phat hién
bat thudng trong mang may tinh, dya trén hé thong suy dién mo (FRBS) két
hop véi dai sb gia tir (HA). M6 dau chuong 13 phan mé ta tong quan kién trac
ctia hé théng, bao gom cac khdi chirc nang chinh: tién xur 1y dir liéu, phan
hoach md, xdy dung hé luat, co ché suy dién va danh gia két qua.

Tiép theo, chuong di siu vao timg budc trong qua trinh xay dung mo hinh.
Phan tién xtr Iy tap trung vao viéc xur 1y dit liéu thd, chuan hoa dau vao va lua
chon dac trung phu hop tir tap dir liéu KDD. Sau do, cac gia tri dau vao dugc
phén hoach mo bang cach sir dung dai so gia tir dé xay dung cac tip ngdn ngir
c6 cau trac va y nghia r0 rang. Cac luat mo duge sinh tu dong tir tap dir liéu
huan luyén bang cach két hop cac gia tri ngobn ngir trong mién vao va mién ra,
gitip mo6 hinh phan anh dugc mbi quan hé giira cac thong sé6 mang va hanh vi
bat thuong.

3.1. GIAI BAI TOAN PHAN LOP BANG FRBS VA HA
3.1.1. Téng quan vé giai bai toan phan 16p bang FRBS

Phuong phap giai bai toan phan 16p bang hé mo dua trén luat 1a xay dung
mot tap hop S céc luat md nham phan loai hoic 4nh xa cic mau di liéu thuoc
tap U vao nhiing gia tri nhan 16p twong ung trong tap C. Mdi luat trong hé S ¢6
cau trac nhu biéu thie (3.1), trong d6 vé phai cua luat chinh 12 mot nhan 16p

thuoc tap C

Trong béi canh bai toan phan 16p , muc tiéu 1a xay dung mot hé thong dua
trén luat mo, ky hiéu 1a S. Hé thdng nay thuc hién anh xa cac mau dix liéu tur
khong gian dau vao U dén tap hop céc nhan 16p C. Céc luat trong S duoc biéu
dién dudi dang cong thtc (3.1), trong d6 vé phai cia mdi luat 1a mot nhan 16p
cu thé tir tap C. Piéu nay c6 nghia 1a mdi luat mo trong hé théng sé& lién két mot
tap hop cac diéu kién mo ¢ phan tién dé (antecedent) véi mot du doan 16p duy

nhat & phan két luan (consequent).
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ri: IFX;isAip & ... & X, 1S Ain then X+ isCivai i=1,.., N (3.1)
viét tat la ri: Aj = Ci.

Trong thiét ké hé mo dua trén luat, hai muc tiéu quan trong can dat duoc
1a: @6 chinh xéc suy luan va tinh giai thich duoc cua hé thong. Tuy nhién, day
1a hai muc tiéu thuong mau thuan véi nhau: cai thién d6 chinh xac c6 thé 1am
giam tinh giai nghia va nguoc lai. Dé giai quyét mau thuin nay, cac phuong
phap t6i wu hoa tién hoa da muc tiéu da duoc dé xuat nham ty dong sinh hé luat
FRBS, dong thoi dat sy can bang (trade-off) gita hai tiéu chi trén. Trong cac
nghién ctru nay, tinh giai nghia thuong dugc dic trung thong qua cac thude do
d6 pharc tap caa hé luat, chang han nhu sé luong luat, diéu kién tién dé, hoic

cau tric phan hoach me.

Qua trinh phat trién cac thuat toan giai bai toan phan I6p bang FRBS gom

ba budéc chinh:

- Thiét ké phan hoach mo, nham xéac dinh ngit nghia tinh toan ctia cac
thuat nglr ngobn ngtr.

- Sinh tap luat mo Gng ctr, tir khéng gian cac bién dau vao va phan
hoach tuong ng.

- Tbi vu hoa hé luat mo S tir tap ang cir, véi muc tiéu:
+ Toi da hoa d6 chinh X4c fae(S) — ty 16 phan traim mau dugc phan

16p dung , facc(S) — max;
+ T4i thiéu hoa do phuc tap hé théng théng qua:
- Sb luwong luat f,(S)
- Trung binh d¢ dai luat f4(S) — min

e Thiét ké phan hoach mé
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Trong nghién citu nay, cac phan hoach mé cho bién ngdn ngir duoc xay
dung bang cach sir dung dai s gia tir dé sinh céc tir ngdn ngi, sau d6 xac dinh

ngt nghia tinh toan cua chdng théng qua cac tap mo twong (ng.

e Bai toan sinh luat @ng cir

Cac dé xuat dua trén ly thuyét tip mo thuong xay dung luat bing cach to
hop tat ca cac gia tri ngon ngir caa cac bién dau vao. Mdi to hop tuong tng Vi
mot luat mo ¢o dang (3.1), nhu da ap dung trong c&c nghién ciu cta Cordon
[6], Gacto [9], va Ishibuchi [14,15].

Trong mot hé dua trén luat mo, 16p két luan (C;) cia mot luat r; duoc xéac
dinh dya trén sy phan bé cua cac mau dix liéu trong tap huan luyén. Do dot chay
cua luat ry ddi véi mét mau dir lieu dau vao p; dugc tinh todn nhu sau: :
ta,(pj) = IMie=1 tay, (i), trong d6 iy, () & ham thanh vién cua tap mo
tuong ung voi tir ngdn ngir A;j. Lop két luan C; caa luat r; duoc xac dinh theo

cong thuc (3.2) dudi day:

C; = argmax{conf(4; = C;,)} (3.2)

c,ec

Zpkech ﬂAl(pk)

la d6 tin cay cuaa luat. Viéc chon
le?:z KA

trong d6 conf = (4;=Cy) =

loc céc luat mo Gng cir duoc thuc hién dya trén mot tiéu chi danh gia cu thé.
Trong cac nghién cau cua Ishibuchi [14, 15], luat duoc chon dya trén tich cua
d6 hd trg (coverage) va do tin cay (confidence) cua luat. Tuy nhién, nhugc diém
chinh caa céch tiép can nay 1a s6 luong luat sinh ra ting theo cap s6 mii khi sb
luong thudc tinh trong tap dir liéu tang cao, gay kho khan cho qua trinh suy
dién va téi uru hoa.

Véi tap dit liéu c6 n chiéu, mdi thudc tinh dugc phan hoach bang T tap mo va
tmax 12 chidu dai toi da cua luat khi d6 khong gian luat phai xem xét 13 T™ «

tmax
21’:1 Z C‘rt;.'
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Trong [3, 4, 33] Nguyén Cat H6 va Duong Thing Long dé xuit phuong
phap sinh luat dya trén mau dit liéu. Céc tac gia s dung dai s6 gia tir dé phan
hoach cac mién tham chiéu cua cac bién va xay hé khoang mo tuong tu trén
cac bién. Tur d6 xay dung cac siéu hop. Dé sinh luat, thuat toan duyét qua ting
mau dit liéu, mdi mau dit liéu s& roi vao 1 siéu hop. T d6 sinh ra mot luat co
d6 dai n, sau dos sinh ra cac luat c6 do dai | < n bing céch thay thé ngau nhién
mot s tién dé bang Don’tcare . Khi d6 khong gian luat toi da phai xem xét
theo phuong phap sinh luat nay la v = ¥;mexct, phuong phap sinh ludt nay da
lam lam giam khéng gian luat phai xem xét di nhiéu so v&i phuong phap sinh
luat bang t6 hop, mac du vay khong gian luat phai xem xét van con rat Ién so

véi phuong phap sinh luat caa Mansoori trong [19].

Trong [19] Mansoori dd dé xuat mot giai thuat di truyén sinh hé luét ang
ctr goi 14 SGERD. Viéc chon ra hé luat téi wu tir hé luat tng cir dua trén trén do
thich nghi cua luat. Uu diém cuaa thuat toan nay co 1a s luong cac luat ang cur
sinh ra rat it, va thuat giai di truyén c6 sé thé hé hitu han. Tuy nhién hé luat téi
ru cudi cting chi lya chon theo kinh nghiém, hon nita cac tir ngdn ngit sir dung
trong hé luat chi la cac nhan gan véi cac tap mo tam giac c6 dinh va khong
dugc diéu chinh thich nghi véi ting tap di liéu. D6 14 mot trong cac nguyén
nhan quan trong lam cho cac FRBS duoc sinh ra bang thuat toan SGERD c6
hiéu qua phan 16p khdng cao.

Tiép can dya trén dai so gia tir, dugc dé xuat bai Nguyén Cét Ho [4, 33]
va Duong Thing Long [3], cho phép sinh luat tir trng mau dit liéu: mdi mau
tao ra mot luat d6 dai n, tir 46 sinh cac luat ngan hon véi do dai t < n. S luong
luat wng cir can xét theo phuong phap nay 1a N « ¥tmex ct. DU nho hon déng ké
S0 v&i phuong phap t6 hop day du, s6 lugng luat van con rat 16n so véi huéng

tiép can caa Mansoori [19].
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Dé giam sé lugng luat can xét, Mansoori dé xuét thuét toan di truyén
SGERD, sinh hé luat tng ctr véi s6 luong rat it va sb thé hé hixu han. Tuy nhién,
viéc chon luat téi wu chi dua trén danh gia heuristic va sir dung cac nhdn ngon
ngit ¢ dinh (tap mo tam giac khong diéu chinh theo di liéu), dan dén hiéu qua
phan 16p caa FRBS sinh ra khong cao.

e Vin dé toi wu héa hé luat mo

Pé t6i wu hoa hé théng FRBS, hau hét cac phuong phap hién nay déu sir
dung giai thuat di truyén, nhu trong cac nghién ctu cia Duong Thing Long
[3], Corddn [6], Gacto [9], Ishibuchi [14,15], va Nguyén Cat Hé [4,33].

Pé &n nay ap dung thuat toan OPHA-SGERD duoc dé xuat trong [4].
Trong d6, tap luat ung cir dugc sinh bang thuat toan HA-SGERD, phat trién tix
SGERD cua Mansoori [19], nhung str dung ngir nghia tinh toan dua trén dai s6
gia tir (HA). Thuat toan khac phuc dugc mot sé han ché cua cac phuong phap
truge do, cu thé:

- Khéng gian tim kiém tham sé duoc rat gon, nho tdi wu ngi nghia tir ngbn
ngtt qua HA.

- Sb lwong luat ung cir giam dang ké so voi phuong phap t6 hop toan bo
khong gian ngir nghia.

CAu tric thuat toan gom hai pha chinh:

- Pha 1 — Thiét ké phan hoach mo: bang cach di tim bo tham sé tinh mo
t6i uu hda cia HA str dung thuat toan di truyén OP-PARHA.

- Pha 2 — Tim kiém hé luat t6i vu: Dya trén bo tham sé tir pha 1, &p dung
thuat toan HA-SGERD dé sinh tap luat tng cir R; sau d6, thuat toan di truyén
HA-OFRB dugc sir dung dé chon hé luat tbi uu.

3.1.2 Thuat toan OPHA-SGERD

1) Thiét ké phan hoach mé (ngir nghia tinh toan cia tir)
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Phan hach m¢ cau céac bién X; duogc xay dung tur cic tap mo cua cac tur
ngon ngit A;i (i=1,..,]Xj[), duoc sinh ra tir dai sé gia tr tuyén tinh HA, AX;. Ham
thudc cua cac tir duoc biéu dién bang cac tip mo tam giac (triangular fuzzy

sets), duoc t6 chuc thanh mot phan hoach dang don thé hat.

Chung ta gia dinh rang mdi HA AX; ¢ hai phan tir sinh, mot gia tir dwong
V;j (Very), c6 tac dung tang cuong ngir nghia. Mot gia tir &m L (Little), c6 tac

dung lam giam ngtr nghia.
Tap mo cua Aji dugce xac dinh nhu sau:

- Gia tri dinh luong Qx(A;i) cua tu A; la 16i (core) cua tap mo;
- Gia tri dinh luong Qu(Aji-1)) cua tir lién ké bén trai Aj 1a diém chén
bén trai.
- Gia tri dinh luong Q«(Aji+1)) Cua tir lién ké bén trai Aji 1a diém chén
bén phai.
T hang 0, diém bén trai nhat ctia 6 hd tro s& tring voi 16i cua nd. Tu
hang 1, diém bén phai nhat cia do hd tro s& tring vai 18i cia nd. Hinh 3.1 minh
hoa mét vi du vé phan hoach mo duoc xay dung theo phwong phap nay, véi cac

tur c6 do dai khdng qua 2.

1 0 Ve- Cc- Lc- w  Lct i+ Vet 1
0

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Hinh 3.1. Mot phan hoach m& don thé hat dugc xdy dung dua trén HA
2) Tiéu chuan chen luat
Pé t6i wu hoa qua trinh tim kiém va chi giir lai cac luat c6 chét luong cao
trong mot hé luat, cac thuat toan can ap dung mét tiéu chuan chon luat trong

qua trinh sinh tap luat tng cir. Gia s f (4; = C;) 1a @6 do cia mot tiéu chuan
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chon luat cho mét luat i cu thé. f (4; = C;) c6 thé dugc dinh nghia theo mot

s6 cach, trong d6 mot phuong phap phd bién va hiéu qua la:

Dua trén hiéu sb do a6t chay: Tiéu chuan nay xac dinh f (4; = C;) bang
hiéu gitra tong d6 d6t chay cua luat d6i véi cac mau dir liéu dugc phan loai
dung va tong do d6t chay caa luat d6i véi cac mau dit liéu bi phan loai sai [19].
Pay 1a mot tiéu chuan dugc sir dung rong rdi va chitng minh hiéu qua trong

nhiéu nghién ctu.
f(Ai = Ci) = ZpkeClassCi ﬂAi(pk) - ZpkEClassCi luAi(pk) (3-3)

- Mansoori et al. [19] d4 chi ra ring mdi luat mo ludn xac dinh hai khéng
gian quan trong: khong gian phu (covering space) va khéng gian quyét dinh
(decision space). Cac mau dit liéu ma luat d6 duoc dét chay dugc goi la khdng
gian phu cua luat. Cac mau dir liéu duoc phan lép chinh xac duoc goi la khong
gian quyét dinh cua luat.

Do céc luat gan nhau khdng gian phi caa chiing c6 thé giao nhau, viéc xac
dinh chinh xac khéng gian quyét dinh caa mot luat trong qué trinh sinh luat 13
mot thach thic. Bé vuot qua van dé nay, Mansoori et al. [19] dé xuét sir dung
mot ngudng (z) cho mdi luat r;. Theo d6, cac mau dir liéu co6 do d6t chay 16n
hon ngudng (7) s& duge udc luong la thuoc vé khdng gian quyét dinh cua ri.

Tur d6, [19] da dé xuat tiéu chuan chon luat sau:

f(A; = C;) = Yp,eclassc; a,(Px) — Lpeclassc; Ba,(Pr) +Vi(1 —1;) (3.4)
trong d6 7 1a s6 mau dir liéu co6 do dot chay luat ri cao hon 7. 7 1a tham s
ngudng dugce xac dinh nhu sau t; = 0. 5%v6i | 1a do dai cuaa luat r;.

Trong nghién cau cuaa [4], cac tac gia chi ra rang viéc st dung mot gia tri
ngudng cb dinh dé xac dinh liéu mot mau dix liéu co thudc vé khdng gian quyét
dinh ciia mot luat hay khong 1a chua t6i wu. Ly do 1a mat d6 (density) va phan

bé (distribution) cua cac mau dir liéu khac nhau déng ké gitra cac tap dix liéu.
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Diéu nay ham y rang, tham sé ngudng can phai phu thudc vao tung tap di liéu
cu thé dé phan anh chinh x4c dic diém cua dix liéu.

Do d6, [4] da d& xuat mét tiéu chuan chon luat cai tién (Cong thuc 3.5),
phat trién tir tiéu chuan (3.4). Trong tiéu chuan méi nay, gia tri xac dinh ngudng
1a mot ham phu thudc vao tham sé p, véi p €(0,1). Gia tri cua r duge xac dinh
tdy chinh cho ting tap dit liéu, dong thoi véi qua trinh tim kiém tham sé mo téi
uu cua HA. Céch tiép can nay gidp tiéu chuan chon luat tré nén linh hoat va
hiéu qua hon trong viéc Xt ly cac tap dir ligu da dang.
f(Ai = Ci) = ZpkEClassCi MAi(pk) - Zpke:‘ClassCi #Ai(pk) + Vi(l - pli) (3-5)

Trong (3.5), 7 1a s6 mau dix liéu co d6 @6t chay luat r; 16n hon ph.

3) Thuat toan sinh hé luat ng cir

Trong nghién cau [4], cAc tac gia da phat trién mot thuat toan mang tén
HA-SGERD. Thuat toan nay duoc thiét ké dé sinh cac luat ung cur (candidate
rules) bang céch tich hop thuat toan SGERD cua Mansoori [19]. Biém dac biét
ctia HA-SGERD Ia tap tir ngdn ngit duoc st dung cho mdi bién duogc tao ra boi
HA, va ngir nghia tinh toan cua mdi tir duoc xac dinh dya trén ngit nghia vén
c6 cua chung.

MGbi cé thé cua quﬁn thé 13 mot luat mo r ¢6 n diéu kién tién dé va 16p két
luan trong C, r,: Ay = C,, trong d6 A, = (A [1], ..., Ag[n]), A,[i] 1 diéu kién tién
dé thir / ciia luat va nhan gia tri trong tap tir ngdn ngir Xj) duoce sinh ra tir HA
AX; va {Don’tcare} VOI ppoyeae(x) = 1. Ta goi cac bién ung voi diéu kién tién dé
cé gia tri Donteare 1a cac bién khéng diroe kich hoat, cac bién tng véi diéu

kién tién dé co gié trj thude Xy, 1a céc bién durgc kich hoat ciia luat.

Trong cac phuong phap t6i vu hoa dya trén quan thé, mdi ca thé dai dién cho
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mot luat mo ri. Luat nay c6 n diéu kién tién dé va mot 1op két luan tur tap C,

duoc biéu dién dudi dang ri: Ai—Ci.

Trong mé hinh nay, mdi luat dugc biéu dién thong qua mot vector diéu
kién tién dé, ky hiéu 1a Ai = (A[1], A[2], ..., Ai[n]). M&i phan tir Al[j] thé hién
diéu kién tién dé thtr j twong tng véi bién dau vao X;. Gia tri cia A[j] co thé
thuoc tap tir ngon ngtr X(k;) — duoc sinh boi ham dinh Iwong HA tuwong g

Vvéi bién X; — hoic c6 thé nhan gia tri dac biét 1a “Don’t care”.

Dua trén gia tri caa cac diéu kién tién dé, cac bién trong luat dugc phan

thanh hai loai:

- Bién khong kich hoat: La cac bién co diéu kién tién dé 1a “Don’t care”,

tac khdng anh hudng dén viéc luat d6 ¢ duoc kich hoat hay khong.

- Bién kich hoat: La cac bién c6 diéu kién nam trong tap tir ngdn ngi
Xi(k;), dong vai tro chinh trong viéc xac dinh sy phl hop cta luat véi mau dir
lidu.

Trong mdi thé hé tién hoa, mot tap téi da Q luat c6 d6 do thich nghi cao
nhat duoc lya chon tir tap luat ang cir, cho tirng 16p, dé tao thanh quan thé hién
tai. Do do thich nghi nay dugc xac dinh theo mot tiéu chi danh gia da dugc xac

lap tir trudc.

Tt quan thé hién tai, qua trinh tao luat con duoc thuc hién. Mai luat con
c6 d6 dai 16n hon cha me mot don vi — tac 1a duge mé rong them mot diéu kién
tién d&. Nhitng luat con nao c6 do do thich nghi cao hon luat gbc s& duoc gitr
lai cing v&i toan bo quan thé hién tai, & hinh thanh tap luat ang cir cho vong

tién hoa tiép theo.

Quan thé ban dau duoc hinh thanh tir tat ca cac luat c6 chiéu dai bang mat,

bang céch liét ké moi két hop c6 thé gitra cac gia tri ngdn ngir trong Xi(k;) véi
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j=1,...,n. Cach khai tao nay dam bao tinh da dang can thiét cho qua trinh tién

héa luat mo..

Mt s6 ky hiéu: |R(C,)|,| R(C,)| 1an luot 14 s6 luat ciia tap luat R(C,) va
R(Cy); R(C,), R(Cy), R'(C,) 1a cac tap luat cé cung 16p két luan C,; X 1a tap
luat tng cur; R 1a tap céac luat cua quﬁn thé hién tai, R’ la tap luat b6 trg cho qua
trinh tao sinh; r,.fitness va r,. Class 1a @6 do thich nghi va 16p két luan cua luat
r.. Trong bai toan phat hién bat thuong trong mang r,. Class nhan mét trong 2

gid tri 1a 0 hogic 1, 0 —la binh thuong, 1 - 1a bat thudng.

Ham Sort(#(Cy)) thuc hién sap xép céac luat trong tap luat %(Cq) theo do do

thich nghi caa luat giam dan.

Algorithm HA-SGERD(D, m, n, O, luw X, )
Input:
- Tap mau dit lidu D = {(p; C): i = 1,..,N}, s6 16p m, s6 thudc tinh n
-S4 luat O dwge chon tmg véi mdi 16p, tap cdc tap tir ngdn ngit X =
{){f(;ﬁr') = 1,..,!?}
- D6 dai téi da ctia [udt: 7
- Do do thich nghi fcua luat (st dung 1 trong 3 tiéu chuan (3.3), (3.4)
hoac (3.5))

Oultput:

- Tap luat md K c6 t6i da m*Q luat

Method: Phuong phap tién hoa sinh hé luat
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Begin
1. Khéitao & bangrong;
2. for j ¢« 1ltondo

for each x in Xj,) do

3. Sinh luat r, c6 A,[7] = Don’tcare v6il = 1,.,n néu I#j va A,[j] = x

4 néul= 7

5 rq.Class earcggax{conf (Aq = Cy)}; //xac dinh lop két lugn
h

6 refitness <« firy); //tinh do do thich nghi ciia luat r

7. R« R {1y},

8 endfor

9. endfor

10. g«1;

11. Khéitao R’ bang tap luat rong; //R’ Ia tdp bé tro' sir dung trong qua trinh

12. tao sinh

13. repeat

14. for each C;in C do

15. Khéi tao R(C,) bang tap luit rong;// R(C,) chita cac ludt trong X
16. ¢ vé phdi la C,:

17. for each r in £ do

18. if ».Class = C, then R(C,) « R(C,) v {r};

19. endfor

20. Sort(R(C,)); //scip xép tap luat R(C,) theo dé do thich nghi ciia
21. ludt giam dan

22. endfor

23, Khéi tao R bang tap luat rong;

24. for each C,in C do

25. if g> 1 then

26. Diat R(C,) gom min{Q,| R(C,)|} luat dau tién ctia K(C,);

27. else
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28. O « min {0, | R(Cy)|/2}
20, bat R(C,) gSm O luat dau tién trong R(C,);
3(). R(Cy) « R(Cy)\R(C,);/! Loai cac luat co trong R(C,) ra khoi
3. R(C,)
32. Piat R’(C,) gom O lut dau tién trong R(C,); //xdc dinh tap
33. bo tro R’ ciia lép C,
34. R« R’ UR(Cy);
35. endif
36. R <« R UR(C,);
endfor
g« gtl;

if g </, then & <— Reproduce(R, R’, D, m, n, X, f); //thirc hién thuat

toan tao sinh

until (g > /,,») or (X trung R);

return &;

End

Qua trinh tao sinh luat cho thé hé ké tiép duogc thyuc hién théng qua thuat toan
Reproduce. Thuat todn nay sur dung cac luat tir quan thé hién tai R va quan thé
bo tro R’ dé tao ra mot tap hop cac luat tng ctr (candidate rules). Tap nay bao
gom tat ca cac luat tir R va cac luat con méi co do do thich nghi cao hon luét

cha me da sinh ra ching.

Déi vai mdi luat ry co 16p két luan C, trong quan thé R, qua trinh tao sinh
dién ra nhu sau:

Chon luat cha thir hai: Ngau nhién chon mot luat r, tir tap hop cac luat
trong R ¢6 cung I6p két luan C,.

Xu Iy tring lap: Néu r, tring véi rg, chon lai r, mot cach ngau nhién tir
céc luat c6 cung 16p két luan C, trong quan thé bo tro R'.

Chon bién dé tao sinh: Ngau nhién chon mot bién X; tir cac bién dugc kich

hoat cua luat rp.
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Kiém tra va tao luat con: Néu bién X tuong tmg trong luat r, ¢d gia tri 1a
"Don't care", thuat toan sé& tao ra cac luit con cua rq bang cach thay thé gia tri

"Don't care" d6 bang mot gia tri ngdn ngir bat ky tir tap X().

Lop két luan cua cac ludt con nay duge xac dinh theo cong thire (3.2), va
do thich nghi cua chiing dugc tinh theo tiéu chuan chon luat di néu trong muc
2. Chi nhitng luat con nao c6 do do thich nghi cao hon luat », mai duoc gitr lai
dé 1am luat tmg ctr cho thé hé ké tiép. Néu bién X, twong Ung trong luat rq cd

gia tri khac "Don't care", s€ khong thuc hién tao sinh trén luat r,.

Cac ham hé tro duoc st dung 1a: Random(R, Cp): Chon ngau nhién mét
luat tir tap luat R c6 cung 1ép két luan C,. Randomactive(r,): Chon ngau nhién

chi s6 cuia mét bién tr cac bién dugc kich hoat ctia luat r,.

Algorithm Reproduce(R, R’, D, m, n, X, f)

Input:
- Tap luat mo R, tap luat mo bd tro R, tap mau dit liéu D = {(p; C): i =
1,..,.N}
- S616p m, s6 thudc tinh », tap cic tip tir ngdn ngr X = {Xj@ =
l,..,n}
- Do do thich nghi fcta luit (st dung | trong 3 tiéu chuin (3.3), (3.4)
hodc (3.5))
Output:

- Tap lvat mo ®
Method: Tao sinh hé luit tng ctt cho quin thé ké tiép

Begin
1. R R;
2. for each 7, in R do

3. rp <— Random(R, Cy);
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4. if 7, = ry then r, < RAndom(R’, Cy);

5. J < Randomactive(ry);

6. if 4,[j] = Don’tcare then 1A, la vé trdi ciia ludt 1,

7. for each x in )(}(kj) do

8. Sinh lvat r vo1 A[l] <~ A /] vorl = 1,..n;

9. A[j] < x; I1A la vé tréi ciia ludt r
r.Class < argmax{conf (A, = Cy)}

10. CLEC
r.fimess<«— f(r); //tinh dé do thich nghi cua ludt

11. if r.fitness > r,.fitness them R «— R U {r};

12. endfor

13. endif

14. endfor

15. return &;

16.

End

4) Thuat toan OP-PARHA thiét ké ngon ngir [4]

Pé cai thién kha ning phéan loai cua hé théng luat mo trong nghién cau,
viéc tinh chinh cac tap mo trong Hé luat Ngon ngir (Linguistic Rule-Based
System) cho phi hop vai tirng bo dir liéu cu thé 13 mot yéu to then chét. Trong
khuén kho nay, cac tap md dugc xay dung trén co so ngit nghia noi tai cia cac
biéu thirc ngbn ngir, thdng qua viéc dinh lugng hda bang ham dinh lwong ngit

nghia HA (Ham HA — Heuristic Approximation).

Thay vi xay dung thu cdng cac ham thanh vién cho ting truong hop, cach
tiép can nay cho phép chuan héa biéu dién mo dya trén mot khung ngit nghia
nhat quan. Do d6, nhiém vu diéu chinh hé théng me chu yéu quy vé viéc tdi uu
cac tham sé6 mo trong ham dinh nghia HA, tir d6 nang cao kha ning thich (ing

cua hé théng véi dix liéu huan luyén cu thé.
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Gia sir mdi bién dau vao X; duoc gan voi hai khai niém ngdn ngir doi lap:
mot gia tri tich cuc (ky hiéu 1a Vj) va mot gia tri tiéu cuc (ky hiéu la Lj), duoc
ap dung théng nhat trén toan bo céc bién dau vao. Khi d6, bai toan hiéu chinh
hé théng mo s& twong dwong vai viéc tim kiém mot bo tham sé tdi vu — duoc
goi 1a vector tham s6 op — dé diéu khién sy phan bé cua céc tap mo do ham

HA xac dinh :
- Néu sir dung tiéu chuan chon luat (3.5), 0p = {(0p},c_.0H1, OK;

0p):]=1,.,n}.
- Néu sua dung cac tiéu chuan chon luat (3.3), (3.4), op

:{(OM}mc_,oui, okj) : j=1,..,n}.
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Pé tim bd tham s6 mo t6i wu cho HA, ching t6i da thiét ké mot thuat giai
di truyén (Genetic Algorithm) véi so d6 ma hoéa nhi phan. Ham muc tiéu
(objective function), ky hi¢u la perf(R,D), danh gia hi¢u qua phan 16p cua hé
luat R trén toan bd tap mau dir liéu D (str dung phuong phap "Test All"). Hé
luat R duoc sinh ra tir thuat toan HA-SGERD. Cac toan tir dot bién (mutation),
lai ghép (crossover) va lwa chon quan thé (population selection) cho thé hé ké

tiép duoc thira ké tir [2]. Thuat toan chi tiét duoc trinh bay trong [4].

o(ctrl) ~
Algorithm OP-PARHA(D, m, n, Q, f, PAR, Npop, Gmax, Pmu, Pcross,
Ichrom)
Input:

- Tap mau dit lidu D= {(p; C)): i = 1..N }, s6 16p két luan m, s6 thude
tinh » ' B

- S0 luat O duoc chon to1 da trén moi lop (

- DG do thich nghi fcia luat (str dung 1 trong 3 tiéu chuan (3.3), (3.4)
hoac (3.5)) ’

- Tap cac rang budc tham s6 tinh mo cia HA PAR = {(minul,,,_,
maxul, ., minul, maxul, mink;, maxk): j = 1,.,n}, v4i tiéu chuan
(3.5) thém rang budc {minp, maxp} o ,

- Npop la s6 ca thé trong quén thé, Gmax 1a s6 thé h€ tién hoa, Pmu la xac
suat dot bién, Pcross la xac suat lai ghép, Ichrom la chieu dai gen

QOutput:

- B¢ tham s6 toi wu op ={(0pi},, _.0l;. 0ky 0p): j = 1...,n } v6i tiéu
chuan chon ludt (3.5) hodc op ={(ou},,._.oul, ok): j = 1,..n } véi cic
tiéu chuan con lai. ,
Method: Phuong phap t61 uu tham s6 tinh mo cia HA
Begin
1. i« 0; ‘ ,
2. Khoi tao quan thé POPy= {po1, ..., PoNpop};
3.  op.objvalue < 0; //khoi tao gia tri ham muc tiéu cia bién luu bo tham
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4. 50 16i uu
5. repeat
6. for each p in POP; do

Xay dung tap cdc tap tr ngoén nglt X' = {Xjp,: j = 1,..,n} bing
7. HA vdi1 bo tham s6 tinh mo cua p;

8. R <« HA-SGERD(D, m, n, O, X, f') ; //tao hé ludt R vdi tdp cac
9. tap tr ngon ngir X )
10. p.objvalue < perf(R, D) ; //tinh gid tri ham muc tiéu ciia cd thé
11. p
12. if op.objvalue < p.objvalue then op < p;
13. endfor
14. i—itl;
15 if i < Gmax then '
16. Thuc hién lai ghép, dot bién;
17. Lua chon quan thé cho thé h¢ ké tiép: POP;;
endif

until i > Gmax;
return op; //tra lai bg tham so (o1 wu
End

5) Thuit toin HA-OFRB t6i wu héa hé luit
Sau khi xac dinh dwoc bod tham s6 t6i wu thong qua thuat toan OP-PARHA,
ching ta sir dung bo tham sé nay trong thuat toan HA-SGERD dé sinh ra mxQ
luat img ctr, ky hiéu 1a R. T tap luat img ctr R, thach thic tiép theo 1a tim kiém
mot hé luat con tdi wu S nham dat duoc déng thdi cac muc tiéu sau:
- Tbi da hoéa £,(S)— max
- Téi thiéu héa f,(S)—min
- Tbi thiéu héa f;(S)—min
bay la mot bai toan tdi wu héa da muc tiéu, dé cé thé ap dung hi¢u qua
thuat toan di truyén, chung ta can chuyén doi bai toan nay thanh mdt bai toan
don muc tiéu bang cach két hop cac muc tiéu riéng 18.
Dé giai quyét van dé nay, trong [4], cac tac gia da thiét ké thuat toan HA-
OFRB. Thuat toan nay dua trén mét giai thuat di truyén véi so dd ma hoa nhi
phan. Ham muc tiéu f(S) cua HA-OFRB duoc két hop tir ba myc tiéu da néu

trén, sir dung phuong phap dé xuat bai Ishibuchi va cong su. trong [15].
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f(S) = Wp.fo(S) + Wn.fa(S) ! + Wa.fa(S)* — max
trong d6 0 < Wp, Wn, Wa < 1 va WptW,+w, = 1.

Trong phuong phap nay, mdi ca thé trong quan thé duoc st dung dé ma
héa mot hé thdng luat. S6 luong luat toi da ma mot ca thé cd thé biéu dién —
hay sb luat trong mot hé luat tng vién — duoc gisi han bai mot tham sé dinh
tredc, ky hiéu 1a Nr_max. Do d6, mdi ca thé s& bao gdom Nr_max bién dai dién

cho muc tiéu chon loc luat, ky hiéu lan luot 1a 11, 12, ..., r_{Nr_max}.

MJi bién r; mang gia tri thuc duoc chuan hoa trong khoang [0,1]. Cach lua
chon luat dé dua vao hé luat cudi cing dugc thuc hién duwa trén chi s vi tri,
tinh bang cdng thac: |r; x |R|], trong d6 |R| 1a sb lwong luat trong tap luat ang
ctr, va |.] biéu thi ham 1am tron xuéng (floor). Tap luat dugc chon sé& bao gom

cac luat tai cac chi sb trong tng ndy, vai i chay tir 1 ¢én Nr_max.

Qua trinh tién hoa cua quan thé duoc thyuc hién théng qua cac phép toan
di truyén co ban nhu lai ghép (crossover), dot bién (mutation), va chon loc
(selection). Cac phép toan nay duoc trién khai twong tu nhu quy trinh dugc

trinh bay trong tai liéu tham khao [2].

3.2. XAY DUNG HE LUAT MO PHAT HIEN BAT THUONG
TRONG MANG MAY TiNH

M6 hinh kién tric tong thé cua hé thong

. Két qua .
Tien x Iy Phan hoach mir (HA) Sinh ludt (FRES) Binh thudng/ Bat
thirérng

Dif liéu d&u vao KDD
CIC-IDS

Hinh 3.2. M6 hinh kién trac téng thé caa hé thong thuc nghiém

M0 hinh hé théng phat hién bat thuong trong mang mdy tinh dugc thiét
ké dua trén nguyén 1y cta hé suy dién mo (FRBS) két hop véi co ché hoc tap
va xur ly ngén nglt mo thong qua dai 5O gia tu. Dir ligu dau vao dugc lay tir
cac tap dir liéu mang tiéu chuan, qua budc tién xtr Iy nham chuan héa va trich
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chon céc dac trung phu hop. Sau do, dir liéu dugc dua vao mo hinh FRBS dé
thuc hién phan tich va phan loai.

Trong mo6 hinh FRBS, cac luat m¢ duogc xay dung dya trén ngdn ngir
dinh luong tir HA, gitp mo hinh dién dat cac khai niém mo nhu "cao", "thép",
"nguy co", "binh thuong" mdt cach 16 rang va c¢6 co so toan hoc. B phéan hoc
tap gitip tinh chinh hé luat va ham thanh vién nham cai thién hiéu qua suy
dién qua timg vong huan luyén.

Dt li€u sau khi dugce xtr Iy qua FRBS s€ dugc danh giad mac do bat
thudng va phan loai thanh dau ra twong tmg (binh thuong hoic bat thuong).
Mo hinh nay c6 kha nang thich nghi véi dit liéu phtrc tap, khong chac chan va
mang lai hiéu suat 6n dinh trong cac bai toan phat hién tdn cong mang.

3.2.1 Chuan bi dit liéu

Trong phan nay t6i sir dung hwong phap xay dung hé luat mo trong muc
3.1 dé tién hanh xay dyng cac hé mo phat hién bat thuong trong mang may tinh
dua trén cac tap mau dix liéu dugc lay tir http://cicresearch.ca/ CICDataset/
CIC-IDS-2017/Dataset/CIC-1DS-2017/CSVs/MachineLearningCSV.zip.  Toi
tién hanh xay dung FRBS trén tap dir liéu trén céac tap dit liéu md ta & bang 3.1.
Trong d6 #Class 1a s6 16p, #N 1a s6 mau dit liéu binh thuong, #AN s mau dix

lidu bat thuong, #All tong s6 mau dir liéu.

Bang 3.1. Danh séch cac tap dir liéu xay dung FRBS

ST Tén tap dir liéu Loai hinh | #Clas

A #N #AN #All
tan cong S

1 | Friday-WorkingHours-
Afternoon- DDos 2 97,690 | 128,025 | 225,715
DDos.pcap_ISCX

2 | Friday-WorkingHours-
Afternoon- PortScan 2 127,537 | 158,930 | 286,467
PortScan.pcap_ISCX
3 | Friday-WorkingHours-
Morning_Bot_.pcap_ISC Botnet 2 189,067 | 1,966 | 191,033
X
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4 | Thursday-WorkingHours-
Afternoon- Infiltration 2 288,566 36 288,602
Infilteration.pcap_ISCX
CAc tap dir liéu c6 78 thudc tinh, chi tiét trong bang dudi day.
Bang 3.2. Danh sach cac thugc tinh caa dir liéu
STT Ter;l,:]l;]uqc Y nghia STT | Tén thugc tinh Y nghia
. |Thoi gian luu S6 lugng gbi forward
1 |Flow Duration lrong 40 |Fwd PSH Flags ¢6 c& PSH duoc bat.
I S6 luong goi
2 ngtt'”a“on Céng dén 41 |Bwd PSH Flags |backward c6 co PSH
» duoc bat.
Tong sd goi tin z .
Total Fwd Lo S6 luong gobi forward
3 Packets dlI(_)’S gui tir phia| 42 |Fwd URG Flags ¢6 ¢ URG duoc bat.
nguon
Total Tong so goi tin So lugng goi
4 |Backward dugc gui tu phia| 43 |Bwd URG Flags|backward c¢6 co URG
Packets dich duoc bat.
Total Length of Tgon% d? dal,.Cl.la Fwd Header Tf).n g 40 dai phan d?u
5 tat ca cac goi tin| 44 go1  (header) cua
Fwd Packets Length
forward. forward packets.
Total Length of | 01 46 dai cta Bwd  Header| O d0 dai phan dau
6 tat ca cac goi tin| 45 gé1 cua backward
Bwd Packets Length
backward. packets.
Do dai 16n nhat ) .
7 Fwd — Packet trong cac goi tin| 46 |Fwd Packets/s Toc d('):. forward
Length Max packets moi gidy.
forward.
D¢ dai nho nhat « 5
8 Fwd Pa cket trong cac goi tin| 47 |Bwd Packets/s Toc do:. b.afkward
Length Min packets moi giay.
forward.
Fwd  Packet|DQ ddi trung binh Min  Packet|P¢ dai nho nhit trong
9 |Length Mean |CU2 cdc g tin| 48 1) 00, tat ca cac goi tin
g forward. g & '
Fwd  Packet|DQ léch chudn do Max  Packet|D¢ dai 16n nhét trong
10 dai cac goi tin| 49 X o e e
Length Std Length tat ca cac goi tin.
forward.
Bwd  Packet| D dai 16n nhat Packet Length| P dai trung binh cua
11 trong cac goi tin| 50 NPT
Length Max Mean cac goi tin.
backward.
1, |Bwd  Packet Egn daééghoéin}?r: 5y |Packet Length|Do léch chuén d¢ dai
Length Min g cac g Std goi tin.

backward.
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Bwd  Packet| , . Packet Length|Phuong sai d6 dai cac
13 cua cac goi tin| 52 . PR
Length Mean Variance gol tin.
backward.
Do léch chuan do : .
Bwd  Packet| ;% 7 AP SO luong go6i cd co
14 Length Std dai cac goi tin| 53 |FIN Flag Count FIN duoc bat.
backward.
Toc o truyén S6 luong gbi cb co
15 |Flow Bytes/s |bytes moi - gidy 54 |SYN Flag Count YN d'uqc bat.
trong luong.
Toc do  truyen S6 luwong goéi cb co
16 |Flow Packets/s |packets moi gidy 55 |RST Flag Count RST dirqc bit.
trong ludng.
Thoi gian trung z s
Flow IAT | . o g SO lugng goi cod co
17 Mean b}ﬂh gitra cac goi 56 |PSH Flag Count PSH duoe bat.
tin trong ludng.
Do léch chuan : .
AN ACK Flag (SO lugng goi c6 co
18 |Flow IAT Std th’(.n gian gilra cic 57 Count ACK duoo bat.
g0i trong ludng.
Thoi gian gitra hai X PPN
A X URG Flag|So luong goi co co
19 |[Flow IAT Max |géi tin ‘Alon nhat| 58 Count URG duoc bat.
trong ludng.
Thoi gian gitra hai 1 AP
. e . 1A CWE Flag (S0 lugng goi c6 co
20 |Flow IAT Min |g6i tin ‘Anho nhat| 59 Count CWE dugc bat.
trong ludng.
Tong thoi gian S6 luong goi cb cd
21 |Fwd IAT Total |gitra cac goi tin| 60 |ECE Flag Count ECE dirqc bit.
forward.
Thoi gian trung Ty 18 luu luong tai
22 |Fwd IAT Mean |binh gitta cac goi| 61 |Down/Up Ratio Y, . rong
tin forward. xuong so voi tai lén.
Do léch chuan , . N
23 |Fwd IAT Std  |thoi gian gitia cac| 62 |/\Verage Packet|Kich thude trung binh
L Size cua cac goi tin.
goi forward.
Khoang thoi gian , . N
24 |Fwd IAT Max |16n nhét giira cac| 63 Qg’gmem Sizi""d K};h ;h‘?z;“fmr%v zlr‘éh
goi forward. g cua cac coan 1o )
Khoang thoi gian Av Bwd Kich thudc trung binh
25 |Fwd IAT Min |nhd nhat gilta cac| 64 g . cta cac doan
i, Segment Size
goi forward. backward.
Tong thoi gian Fwd Av Trung binh s bytes
26 |Bwd IAT Total |gitra cac goi tin| 65 9/mdi knéi dir liéu
Bytes/Bulk
backward. forward.
g7 |BwWd IAT gﬁf}? igéincaim%gi 66 |~Wd Avg ;%Jinglgig? S?i&gmlitélg
Mean mh g & Packets/Bulk i
tin backward. forward.
Do léch chuan ‘
AT Fwd Avg Bulk|Toc d¢ trung binh cua
28 |Bwd IAT Std |thoi gian gilta cac| 67 Rate khéi dit licu forward.

goi backward.
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Khoang thoi gian Bwd Av Trung binh sO bytes
29 |Bwd IAT Max |16n nhat giira cac| 68 9/mdi khbi dir liéu
. Bytes/Bulk
goi backward. backward.
Khoang thoi gian Bwd Av Trung binh s0 goi tin
30 [Bwd IAT Min |nho nhét giita cac| 69 9\méi khéi dir licu
. Packets/Bulk
goi backward. backward.
S6 luong gobi tin L X ,
act data_pkt f |dit liéu thuc su Bwd Avg Bulk TOE .do trunig binh cua
31 we e 10 khoi dur liéu
wd dugc g di tr Rate
. A backward.
phia nguodn.
min_seg_size Kl(:’h thu;OC doan Subflow  Fwd So luong géi ftin
32 nho nhat trong| 71 forward trong
forward Packets
forward. subflow.
Thoi gian trung 2 ;
33 |Active Mean |binh giiia cic hoat| 72 |SuPflow  Fwd|Tong so byte forward
a6 X on Bytes trong subflow.
ong truyen tai.
Do léch chuan S6 lugng go1  tin
34 |Active Std thoi gian hoat| 73 Subflow  Bwd backward trong
A A ens Packets
dong truyen tai. subflow.
Khoang thoi gian Tong 5O byte
35 |Active Max  |hoat dong dai| 74 Subflow  Bwd backward trong
A Bytes
nhat. subflow.
Khoang thoi gian . . . o o A
36 | Active Min hoat dong ngan| 75 Init_Win_bytes Kgch thudc cura sO ban
X forward dau forward.
nhat. -
Thot gian nhan . . , a2
37 |1dle Mean /5 trung binh| 76 Init_Win_bytes Kgch thudc ctra s0 ban
i~ 1o _backward dau backward.
gitta cac ludng.
A 1a 2 Thoi gian nhan rdi
38 |Idle Std D(:). 1.¢Ch Fhugp 77 |ldle Min ngin nhat giita céc
thoi gian nhan roi. X
luodng.
Thoi gian nhan N
39 |ldle Max roi dai nhat gitta| 78 |Label Nhan ciia mau dir liéu
cac luong.

Tap dit liéu s& dugc chia ngau nhién thanh 2 phan 90% dé huan luyén (data

training) dung dé xay dung FRBS, 10% dé kiém tra (data test). Mo ta cac tap

dir lieu huan luyeén, kiém tra tra trong bang dudi day.

Bang 3.3. S6 mau dit liéu huan luyén va kiém tra

Tap huén luyén Tap kiém tra
STT Tap dir licu (10%0) (90%)
#N #AN #N #AN #All
DDos 114,999 | 88,145 | 13,026 | 9,545 | 225,715
2 PortScan 11,733 | 15,893 | 115,804 | 143,037 | 286,467
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3 Botnet

17,961

197

171,106 | 1,769

191,033

4 Infiltration

27,413

261,153 32

288,602

3.2.2. Thiét lap cac tham s thi nghiém

Qua trinh xay dung FRBS duoc thyc hién gom hai pha:

- Pha thé nhat: Tim bd tham sé tinh mo téi wu cua HA bang thuat toan

OP-PARHA, ¢ pha nay dé tinh gia tri ham muc tiéu ching ta thuc hién véi

phuong phap thir nghiém Test-All. Thiét 1ap cac tham s thuc hién pha thi nhat

trong bang 3.4 dudi day.

Bang 3.4. Thiét 1ap cac tham s6 toi vu héa OP-PARHA

- S6 ¢4 thé caa quan thé
- S6 thé hé tién hoa

Tham sb Gia tri
Nhom tham s6 | - Xac xuat lai ghép Pcross = 0.85
thuat  giai  di | - Xac suat dot bién Pmu = 0.05
truyén - Chiéu dai mdi gen Ichrom = 24

Populations = 300
NGenerations = 200

sb gia tir

Tham s6 cua dai | Tham s6 d6 do tinh mo:
- Phan tu sinh c-
-Cuagiate L

- Do dai tdi da cua tir K

0.3<p) <07 V6ij=1,..,n

0.3<u/<0.7 v6i j=1,..,n
1<kj <3 Vi j=1,..,n

todn SGERD

Tham s6 thuat | - Tham sb ngudng p
- Chiéu dai toi da cua luat

03<p<07v6ij=1,.n
Imax: 15

Trong nghién ciu [19], Mansoori va cong su da chi ra rang gia tri coa

tham s6 Q c6 vai trd quyét dinh dén d6 chinh xéac cua cac hé luat duoc xay

dung. Cac tac gia da lua chon gia tri Q dya trén ¥ tudng rang kich thudc coa

quan thé chinh va quan thé bo trg phai bang mot ntra s6 luat dugc khai tao ban

dau co do dai 1.
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r ’ r ~ r . Z?:llxj(kj)|
Do do, Q duogc tinh toan theo cong thuc: O = o

. Trong do6: | Xyl
14 s6 lrong tir ngdn ngit duoce sit dung cho bién X;, # 1a sé thudce tinh (chiéu dit
liéu), m 1a s 16p (trong nghién ciru ndy m=2).

Tuy nhién, véi cac tap dit lidu ¢ sb chiéu 16n, gia tri ctia O ¢6 thé tré nén
rat 16n, dan dén ting dang ké thoi gian tinh toan cuia thuat toan. Dé khic phuc
nhuoc diém nay, gia tri ciia Q duoc han ché khéng vuot qua 20. Piéu nay gitp
kiém soat chi phi tinh todn ma van duy tri duoc hiéu qua tim kiém, nhu vay Q

n
j=1 IX](k})l

)
duoc xac dinh theo cong thitc sau day Q@ = min ( PYo— 20).

- Pha thi hai: Hé luat t6i vu duoc xac dinh bang thuat toan HA-OFRB,
ap dung trén tap luat rng ¢t R do thuat toan HA-SGERD sinh ra. Tap luét nay
duoc tao ra dua trén bo tham sd tinh mo cia HA va ngudng, ca hai déu da duoc

tdi wu trong pha thir nhit cua quy trinh.

3.2.3. Két qua thi nghiém
Pé danh gia hiéu qua caa mé hinh phat hién bat thuong, dé tai st dung
mot s6 do do pho bién trong linh vuc hoc may va an ninh mang, bao géom:
« Accuracy (P9 chinh x4c): Phan &nh ty 1¢ tong thé cac du doan dung trén
toan bo tap dir liéu.
« Precision: Cho biét trong s6 c4&c mau duoc md hinh du doan 13 bat
thuong, ¢6 bao nhiéu mau thuc su 12 bat thuong.
« Recall (Ty I¢ phat hién): Bo luong kha nang cua mé hinh trong viéc
phat hién dung tat ca cac trudng hop bat thuong thuc su ¢é trong dit liéu.
« F1-Score: La trung binh diéu hoa gitra Precision va Recall, giup can

bang gitra hai tiéu chi nay trong truong hop dit liéu mat can doi.
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Cac chi s6 nay dugc tinh dya trén ma tran nham Ian (confusion matrix) va
duoc st dung dé danh gia toan dién kha nang phan loai caa mé hinh trong ca

hai chiéu: phat hién chinh x4c va tranh bao dong sai.

Két qua thuat toan HA-OFRB dugc tong hop trong céc bang 3.5, 3.6.

Bang 3.5. o chinh Acc, TP, FP, TN va FN trén tap huan luyén va trén tap

kiém tra
Tap kiém tra (10%) Tap huan luyén (90%)
ST | s s
T Tap dir liéu
TP FP TN FN ACC TP FP TN FN ACC
1 DDos 11,250 | 1,013 | 8,756 | 1,552 | 88.64% | 97,453 | 6597 | 81,324 | 17,770 88.01%
2 | portscan | 14321 | 702 | 11,081 | 1,572 | 91.77% 1377*86 12,479 103;32 5170 | 93.18%
3 | Botnet 182 | 1727 | 16234 | 15 | 90.41% | 1653 | 7,684 163;42 116 95.49%
_ 253,26
4 | Infiltration 3 3,099 | 24,314 1 | 88.69% 28 7,888 c 4 96.98%
Bang 3.6. B do Precision, Recall, F1-Score cua cac hé luat
Tap kiém tra (10%) Tap huan luyén (90%)
STT | Tap ditliéu
Precision Recall F1-score Precision Recall F1-score
1 DDos 0.92 0.88 0.90 0.94 0.85 0.89
2 PortScan 0.95 0.90 0.93 0.92 0.96 0.94
3 Botnet 0.10 0.92 0.17 0.18 0.93 0.30
4 Infiltration 0.001 0.75 0.002 0.004 0.88 0.007

Két qua tha nghiém md hinh Fuzzy Rule-Based System (FRBS) trén cac
loai tan cdng mang khac nhau trinh bay trong bang 3.6 cho thay kha ning phat
hién tan cong ctia mo hinh 1a khong dong déu, phan anh su phu thudc vao dic
trung cua ting loai tin cdng. Cu thé, dbi véi hai loai tan cong phd bién 12 DDoS
va PortScan, md hinh FRBS hoat dong tuong ddi hiéu qua. Cac chi sé nhu
Precision, Recall va Fl-score déu dat muc cao (trén 0.89), chitng minh kha

nang nhan dién chinh xé4c va 6n dinh. Diéu nay cho thidy FRBS c6 thé hoc tét
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cac mau dic trung rd rét va 1ap lai trong dit liéu, dac biét 1a cac cudc tin cong

c6 tan suat 16n va dau hiéu nhan biét rd rang nhu DDoS va PortScan.

Tuy nhién, d6i v&i cac dang tan cong tinh vi hon nhu Botnet va Infiltration,
hiéu qua caa mo hinh giam dang ké. Trong truong hop Botnet, mic du Recall
dat mac rat cao (trén 0.92) — cho thay hau hét cac cudc tan cong déu dugc phét
hién — nhung Precision lai cuc ky thip (dudi 0.1), din dén F1-score thap
(khoang 0.17). Biéu nay phan anh tinh trang mé hinh sinh ra qué nhiéu canh
bao sai, thiéu kha niang phan biét chinh xac. Vai Infiltration, tinh trang con
nghiém trong hon khi Precision gan bang 0 va Fl-score ciing gan 0, cho thay

mo hinh gan nhu khong thé nhan dién loai tin cong nay.

Két qua nay cho thay FRBS, véi dac diém dya vao luat mo dinh nghia thi
cong hoac hoc tir dir liéu, c6 thé phii hop véi nhimg trudng hop tan cong rd
rang nhung gip kho khan khi xir Iy cac mau khong phé bién hodc phic tap.
Can nghién ctru cac huong cai tién nhu t6i wu hoa bo luat, bd sung dac trung,
st dung hybrid vé&i cac mé hinh hoc sau, hodc diéu chinh co ché suy dién dé

cai thién hiéu suat tong thé cua FRBS trong méi truong thuc té.

3.3. KET LUAN CHUONG 3

Trong chuong nay luan an da trinh bay phuong phap xay dung FRBS dua
trén dai s gia tir dé giai bai toan phan 16p néi chung va ap dung vao xay dung
FRBS phat hién bt thuong trong mang may tinh. Thuat toan dé xuat trong [4]
duoc trinh bay lai va dugc thir nghiém trén 4 tap dix liéu trong tap dir liéu CIC-
IDS-2017. Két qua thir nghiém cho thay do chinh xé&c caa FRBS dat thap nhat
1a 88% trén ca huan luyén va tap kiém tra. Dua trén céc chi s Precision, Recall,
F1-Score cho thdy phuong phap st dung FRBS trong phét hién bat thuong
trong mang may tinh hoat dong tot véi tap mau di liéu co dic trung rd rét va

lap lai trong dix liéu, dac biét 1a cac cudc tan cong c6 tan suat Ion va dau hiéu
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nhan biét rd rang nhu DDoS va PortScan, ddi véi cac dang tin cong tinh vi hon

nhu Botnet va Infiltration, hiéu qua cua md hinh giam dang ké.
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KET LUAN

Trong bdi canh an ninh mang ngay cang phtc tap véi su gia ting nhanh
chéng cua cac mdi de doa tién tién, dac biét khi tri tué nhan tao vira thic day
kha niang tin cong tinh Vi, vira nang cao nang luc phong thu, viéc phat hién bat
thudng trong mang may tinh trg nén cap thiét hon bao gio hét. D& an “Nghién
ctru ng dung md hinh mo va ly thuyét dai sé gia tir phét hién bat thudng trong
mang may tinh” da tap trung giai quyét bai toan nay, dac biét nhan manh vao
kha nang phat hién cac cudc tan cong maéi, chua tirng xuat hién, diéu ma céac hé

théng dua trén dau hiéu truyén théng con han ché.

Muc tiéu chinh cua dé an 1a nghién ctru sau vé cac phuong phap phat hién
bat thudng trong mang may tinh, véi trong tam l1a phét trién mot hé thong dua
trén md hinh mo (FRBS) va ly thuyét dai sb gia tir. Ly do lya chon hudng tiép
Can nay Xxuat phét tir vu diém noi bat cia FRBS nhu chi phi tinh toan thap, dé
hiéu va kha nang mé phong gan giii phuwong phap suy luan cua con ngudi, rat

phu hop cho viéc phan loai trang thai mang theo thoi gian thuc.

Trong qua trinh nghién ctru, dé an da thuc hién khao sat cac khai niém co
ban vé phét hién bat thuong trong mang may tinh, bao gdm dinh nghia, phan
loai cac dang tan cong (U2R, R2L, DoS, Probe) va khung kién tric tong thé
ciia mo hinh NAD. Cac phuong phéap phat hién bat thuong pho bién di duoc
phan tich chi tiét, tir cac phuong phap truyén théng dua trén théng ké, khai pha
dir liéu, hoc c¢6 giam sat (ANN, SVM, KNN, DT) dén cac phuong phap hoc
khong giam sat (K-means) va ban giam sat (OCSVM, LOF, KDE). Bac biét,
dé 4n cling da danh gia cac phuong phap phan 16p don dya trén hoc sdu nhu
AutoEncoder (AE) va Shrink AutoEncoder (SAE), nhan thay tiém niang vuot
troi ciia chung ddi véi dit liéu 1on va phuc tap, ddng thoi chi ra nhitng han ché
c6 hitu can dugc khac phuc. Cac do do danh gia hiéu qua ciia mé hinh nhu: Do
chinh xac, Ma tran 15i, Detection Rate (DR), False Alarm Rate (FAR), F1-
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Score, Puong cong ROC va AUC ciing duogc trinh bay rd rang, tao co sé cho

viéc danh gia khach quan cac mo hinh duoc dé xuat,

Chuong hai ctia dé an da di sau vao nén tang ly thuyét caa mé hinh mo va
dai s6 gia tir, trinh bay cac kién thirc co ban vé tap mo va cach xay dung cac hé
phan 16p mo. Pay 1a co so ly thuyét quan trong dé xay dung FRBS hiéu qua.
Cubi cuing, Chuong ba trinh bay phuong phap xdy dung hé luat mo dua trén
dai s6 gia tar, clng véi viéc mo ta tap dir liéu duoc sir dung dé phat hién tan
cong DDoS, PortScan, Botnet, Infiltration phan tich va danh gia két qua huan

luyén mé hinh.

Pé an da xay duyng mot nén tang vitng chic cho viéc nghién ctu va ang
dung md hinh mo két hop ly thuyét dai sé gia tir trong phét hién bat thuong
mang. Cac két qua nghién cau ly thuyét va phuong phap luan da cho thay tiém
nang cta hudng tiép can nay trong viéc cung cap mot giai phap NAD hiéu qua,
c6 kha nang xir Iy cac loai tin cong moi va nang cao ning luc phong thu an

ninh mang trong ky nguyén sb.
HUONG PHAT TRIEN

Dua trén nhitng két qua va phan tich trong dé an, cac hudng nghién ctu
tiép theo cd thé bao gom:

- Toi uu héa va cdi tien md hinh: Tiép tuc nghién ciu va phat trién
cac thuat toan xay dung FRBS dua trén dai sb gia tar dé toi vu hoa
hiéu suat, giam chi phi tinh toan va nang cao kha niang phat hién cac
loai bat thuong phuc tap, dic biét 14 nhitng loai ma cac md hinh
hién tai nhu SAE con gap kho khan (vi du R2L).

- Két hop véi cac cong nghé tién tién khac: Nghién cau kha nang tich
hop FRBS vai cac cong nghé hoc sau khac hoic cac ki thuat tién
xu ly dit liéu tién tién dé tan dung wu diém cua timg phuong phap,

tao ra mét hé thong NAD lai ghép manh mé hon.
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- Trién khai thuc nghiém: Xay dung mét hé théng NAD thir nghiém
hoan chinh dé kiém chang va danh gia hiéu qua caa md hinh trong
moi truedng mang thuc té, gop phan dua két qua nghién cau vao ang
dung thyc tién.

- Phat trién giao dién nguoi dung: Xay dung giao dién tryc quan dé
ngudi quan tri mang dé& dang theo ddi, cdu hinh va nhan canh béo

tir hé thdng, nang cao tinh ung dung va kha nang van hanh.
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