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LO1 CAM ON
Trudc hét, em xin bay t6 tinh cam va 1ong biét on ciia em téi Thay TS. Nguyén
B4 Nghién. Nguoi di timg budc hudng dan, gitup d& em trong qua trinh thuc hién
dé an t6t nghiép cua minh.

Em xin chan thanh cam on Thay C6 ctia Khoa Cong nghé thong tin va Khoa
dao tao sau Pai hoc Truong Pai hoc Cong nghiép Ha Noi da diu dit, day d6 em
ca vé kién thirc chuyén mon va tinh than hoc tap dé em c6 duoc nhitng kién thirc
thyc hién do an tot nghiép cta minh.

Em xin chan thanh cam on Lanh dao Nha truong, cic phong ban va quy Thay
Cb da gitp d& tao diéu kién t6t nhat cho em trong sudt thoi gian hoc tap tai truong.

Tuy c6 nhiéu ¢6 gang trong qué trinh hoc tip, cling nhu trong qua trinh 1am
dé an tt nghiép khong thé tranh khoi nhiing thiéu sot, em rat mong duoc sy gop
y quy bau cua tat ca cac thiy co gido ciing nhu tt ca cac anh chi dé két qua cua
em duoc hoan thién hon.

MGt 1an nita em xin chan thanh cam on!
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PHAN MO PAU

Gioi thiéu

Trong thoi dai s6 hoa ngdy nay, cac ing dung web dong vai trd ngdy cang
quan trong trong cudc séng va hoat dong cta con nguoi. Tuy nhién, cung véi
su gia tang cia cac tmg dung web 13 sy gia ting cdc mdi de doa an ninh mang,
dic biét 1a cac cude tin cong nham vao céac 16 hong trong cac tmg dung web. D&
tai "Phat hién tn cong web dya trén hoc may" kham pha cach ap dung cac ky
thuat hoc may dé cai thién kha nang bao vé cac hé thdng va img dung web trudc
cac cudc tan cong mang ngay cang tinh vi va da dang. Trong khi cac phuong
phap truyén thong thuong dua vao quy tic cimg nhac hodc phan tich dau vét dé
phat hién tan cong, hoc may mang lai mot cach tiép can linh hoat va thong minh
hon. Bang cach st dung cdc md hinh hoc may, ching ta c6 thé phan tich di
lidu tir cac log hé thdng, luu lugng mang va cac dau vao tir ngudi dung dé nhan
dién cac mau hanh vi bat thudng va cac kiéu tin cong méi ma co thé khong

duogc phat hién boi cac phuong phép truyén théng.

Hoc may cho phép xay dung cac mo hinh ¢6 kha nang hoc tur dir li€u lich
str, nhan dién cac ddu hiéu cta tan cong, va du doan cac cudc tan cong tiém an
vo1 do chinh xac cao. Cac k¥ thuat nhu phan loai, phat hién bat thuong va hoc
may duoc ap dung dé cai thién kha nang phat hién va phan tmg nhanh chong
v6i cac moi de doa. Pic biét, phuong phap hoc may nhu mang no-ron va cac
mang tich chap c6 thé giup nhan dién céc tdn cong phirc tap hon ma cac phuong

phap don gian khong thé phat hién duoc. [7]
Véi viée ap dung hoc may, hé théng o thé tu dong diéu chinh va cap nhat
cac md hinh phat hién dé dbi pho vai cac kiéu tn cong méi va thay doi trong

hanh vi cta ké tan cong. Pi€u nay gitp tang cuong bao mat, giam thi€u rui ro



va bao vé hé thong web mot cach hiéu qua hon trong méi truong mang ngay
cang phuc tap. D& tai nay khong chi gop phan vao viéc nang cao kha ning
phong thi ctia cac hé thong web ma con mo ra cac co hdi nghién ctru va phat

trién mai trong linh vuc bao mat mang.
Ly do chon dé tai

Cung v6i sy phat trién nhanh chong cua Internet, s6 luong cac Website
khong ngimg gia ting, trd thanh mot phan khong thé thiéu trong cudc song va
hoat déng kinh doanh ctia con ngudi. Tuy nhién, song song voi sy phat trién d6
la su gia tang dang ké vé sb lwgng va mirc d§ tinh vi ctia cac mbi de doa, dic
biét 1a cac cude tin cong nham vao hé théng Website. Nhitng cudc tAn cong
nay khong chi gy ton hai dén dir liéu va tai san s6 ma con lam suy giam niém

tin ciia nguoi dung va doanh nghi€p vao moi truong truc tuyén.

Hién nay, nhiéu k¥ thuat bao mat da dugc gidi thidu va trién khai, tir cac
giai phap don gian nhu phan quyén ngudi dung, str dung tuong lira (firewall)
cho dén cac phuong phép nang cao nhu hé thdng phat hién xam nhap (IDS).
Tuy nhién, nhitng phuong phép truyén théng nay van ton tai nhitng han ché
nhat dinh, dic biét 1a khi d6i mit vai cac kiéu tan cong méi ngay cang phirc tap
va kho luong. Cac hé thong phat hién tin cong phd bién dua trén quy tic (rule-
based) hodc chit ky (signature-based) thudong khong du linh hoat dé nhan dién
va dbi pho véi cac bién thé tan cong mdi, bai chung phu thudce nhiéu vao cac

mau tan cong da biét trude do.

Trudc thuc trang do, viéc nghién clru va ap dung cac giai phap bdo mat
dya trén hoc may (machine learning) n61 Ién nhu mot huéng di tiém nang, mang
lai kha nang vuot troi trong vi¢c nhan dién va du doan cac cudc tan cong mat

cach hiéu qua. Hoc may khong chi cho phép phat hién cac hanh vi bat thuong



trong thoi gian thuc ma con c¢6 kha nang du doan cac cudc tan cong tiém an voi
dd chinh xéc cao, nho kha nang hoc héi tir dir liéu lich str va tu dong thich nghi

vo1 cac kiéu tan cong mai.

Lu4n vin chon dé tai nay khong chi nhdm muc tiéu nghién ciru 1y thuyét
va kham pha tiém nang cua cac thuat todn hoc may trong linh vuc bao mat, ma
con hudng toi viéc phat trién mot hé thong co tinh tmg dung cao trong thuc
tién. Hé théng nay khong chi gitp ting cudng kha ning bao vé Website trudc
cac cudc tin cong hién tai ma con gdp phan xay dung nén tang viing chic cho
cac giai phap an ninh mang trong twong lai, ddp tng tot hon nhu cau cta mot

thé gi6i s6 ngay cang phtc tap.
Tong quan nghién ciu

Pé tai tap trung vao viéc tng dung cac k¥ thuat hoc may dé nang cao kha
nang bao vé cac hé théng va ing dung web trudc cac cudc tin cong mang ngay
cang tinh vi. Cac cudc tan cong web nhu SQL Injection, Cross-Site Scripting
va Cross-Site Request Forgery da trd thanh mdi de doa nghiém trong dbi véi
an ninh mang, anh huong dén sy an toan va tinh toan ven ctia hé théng thong
tin. Cac phuwong phap phat hién tdn cong truyén thong thuong dua vao quy tic
ctrng nhic va phan tich ddu vét ciia tAn cong, tuy nhién, nhimg phuong phap
nay thuong gip khé khin trong viéc nhan dién cac cudc tin cong mdi hodc tinh

vi hon, do chiing duya trén cic mau va quy tic da duoc xac dinh trude. [2] [4]

Hoc may véi1 kha ndng hoc tur dir li€u va tu dong cai thién hi¢u suat ma
khoéng can phai 1ap trinh cu thé cho timg nhiém vy, mang dén mot phuong phap
tiép can mai trong phat hién tan cong. Bang cach 4p dung cac ky thuat hoc may
nhu phan loai, phat hién bat thuong va hoc sau, chung ta c6 thé phat hién cac

hanh vi bat thuong va céc ki€u tan cong chua biét. Cac mo hinh hoc may co



kha ning phan tich dix liéu tir nhiéu ngudn khac nhau, bao gdm céc log hé thng,
lwu lugng mang, va dau vao tir nguoi dung, dé nhan dién cic mau hanh vi bat
thuong c6 thé chi ra mot cudc tan cong. Cac ky thuat nhu mang no-ron sau va
mang tich chip cung cip kha ning nhan dién cac mau phire tap va tinh vi hon

ma cic phuong phap truyén thng co thé bo qua. [8]

Mic du viéc ap dung hoc may trong phat hién tn cong web mang lai nhiéu
loi ich dang ké nhu kha nang phat hién cac tan cong mdi va cai thién do chinh
xac cua hé théng phat hién, n6 cling ddi mat véi mot sb thach thire. Mot trong
nhimg thach thie chinh 13 yéu cau vé chat lugng va khéi luong dit lidu, vi cac
mo hinh hoc may can dit 1iéu du 16n va chinh xac dé huan luyén va hoat dong
hiéu qua. Thém vao do, cac mo hinh can duoc cap nhat thudng xuyén dé ddi
pho véi cac kiéu tan cong mdi va thay doi trong hanh vi ciia ké tan cong. Viéc
duy tri su can bang giita viéc phat hién tan cong va giam thiéu sb luong béo cao
gia (false positives) ciing 1a mot yéu t6 quan trong dé dam bao hiéu qua cta hé

théng.

Nghién ctru trong linh vuc nay tiép tuc phét trién voi cac xu huéng nhu
cai thién kha nang phat hién trong thoi gian thuc, tich hop hoc may véi cac
phuong phap bao mat khac, va ap dung cac k¥ thuat hoc may dé phat hién cac
tan cong ngay cang tinh vi. Nhiing tién bd ndy mé ra co hdi mai cho viéc phat
trién cac giai phap phong chong tan cong web hiéu qua hon, giup nang cao an
ninh mang va bao vé hé thong thong tin khoi cac mdi de doa ngay cang phirc

tap.



Muc tiéu cia dé tai
Muc tiéu chinh cua dé tai nghién ctru 12 xdy dung duge mot hé théng giam
sat co day du chuc ning quan tri cdu hinh canh bao va thiét lap giam sat. Cu
thé, cac muc tiéu chi tiét caa dé tai bao gém:
- Thu thap bo dir liéu cho viéc huin luyén mé hinh hoc may du 16n.
- Xay dung hé thong giam sat.
- Gidm sat lién tuc cac sy kién trén may chu web.
- Xay dung kich ban thir nghiém dé kiém tra va danh gia tinh kha thi va
hiéu qua cua hé théng.
Noi dung nghién cau
Nghién ctru va phan tich cac hinh thtic tin cong vao website:
e Xac dinh cac loai tdn cong phd bién nhu SQL injection, cross-site
scripting va cac k¥ thuat khac ma ké tdn cong sir dung dé xam nhap
va gay hai cho website. [2]
e Phan tich cac d4u hiéu va hanh vi bat thuong trén cac website bi tin
cong. [6]
Khic phuc han ché cua cac phuong phap truyén thong:
e Panh gia cac nhuoc diém cia cac phuong phap phat hién tan cong
hién tai, dac biét 1a nhitng phuong phap dua trén chit ky va luat.
e Tim hiéu nguyén nhén gy ra cic canh béo sai (false positives) va bo
sot (false negatives) trong cac hé théng hién tai.
Ung dung hoc may dé cai thién kha nang phat hién tan cong:
e Thiét ké va phat trién cac mé hinh hoc may phu hop nhu mang no-
ron tich chap ,mang no-ron tai phat va céac kién triic hoc may khac dé

phat hién cac hanh vi bat thudng va tan cong vao website.



¢ Huéan luyén cac mo6 hinh hoc may voi dir li¢u thuc t€ va dir liéu mo

phong cac cudce tan cong vao website.
Xay dung hé thong phat hién tdn cong vao website:

e Phat trién mot hé thong hoan chinh c6 kha ning giam sat cac website
va phat hién kip thoi cac cudc tn cong.
e Tich hop hé thdng phét hién vai cac cong cu bao mat hién co dé cung
cip giai phap bao mat toan dién.
Panh gia hiéu qua cua hé thong:
e Thuyc hién cac thir nghiém trén cac bo dit liéu kiém tra dé déanh gia do
chinh xac, d6 nhay va tinh dic hiéu cta hé thng.
e So sanh hiéu qua ctia hé thong hoc may voi cac phuong phap truyén
théng va cac giai phap hién co.
Pé xuét cac bién phép cai thién va tng dung thyc tién:

e D¢ xuat cac bién phdp t61 vu héa mo hinh hoc may dé nang cao hiéu
suat va gidm thi€u tai nguyén tinh toan.
e Xac dinh cac linh vyc trng dung tiém nang cua hé thong phat hién tan

cong vao website va dé xuit cac hudng nghién ctru tiép theo.
Phwong phap nghién ciru

Pé dat duwoc muc tiéu nghién ctru cta dé tai, cac phuong phap sau cé thé
duogc ap dung, bao gom:

- Thu thap dir li¢u va phan tich: Thu thap bd dir li€u anh cta céc trang

web binh thudng va bi tAn cong thay ddi giao dién, phan tich dic diém

cua céac btrc anh nay.



- Nghién ctru giai phéap da co trude day dua trén cac bai bao, blog, xem
xét cac uu va nhuoc diém, dé xuat phuong phap khic phuc va tién hanh
trién khai.

- Nghién ctru tng dung mo hinh hoc may dé huin luyén mé hinh hoc
may cho hé thdng theo déi.

- Thuc hién thir nghiém va danh gia: Thir nghiém trién khai vao trang
web thuc té va danh gia kha nang trién khai, tinh 6n dinh va hiéu suat
cua ching.

Ngoai ra, trong qu4 trinh thyc hién dé tai, cac thu vién ma ngudn s& duoc
nghién ctru va trién khai thuc nghiém. Dudi day 1a mot sé thu vién ma ngudn
mo phd bién c6 thé dugc xem xét trong nghién ctru ndy:

- PyTorch: PyTorch la thu vién may hoc dya trén thu vién Torch, duoc
st dung cho cac ing dung nhu thi gidc may tinh va xtr 1y ngoén ngir tu
nhién.

- Flask: 1a mdt nén tang Gmg dung web lightweight WSGI. N6 duoc thiét
ké dé gitp bat dau nhanh chéng va dé dang phat trién Gmg dung web
dua trén python, voi kha nang mé rong 1€n cac trng dung phtic tap. No
bét dau nhu mot trinh bao boc don gian xung quanh Werkzeug va Jinja
, va d4 tré thanh mot trong nhitng nén tang tmg dung web Python phd
bién nhat..

- Scikit-learn : 1a mét thu vién may hoc ma ngudn mé cung cap mot tap
hop céc thuat toan hoc may pho bién, bao gdm phan loai, hdi quy, phan
cum va giam chiéu, v&i mot giao dién nguoi dung rat than thién va d&
su dung. Scikit-learn dugc xay dung dua trén cac thu vién manh mé
nhu NumPy, SciPy va Matplotlib, dam bao hiéu suat cao trong céc tinh

toan.



Viéc ap dung cac phuong phéap va cong cu nghién ctru mét cach khoa hoc
s& giup xdy dung dugc hiéu qua hé théng giam sat va phat hién tan cong theo

thoi gian thyc.



CHUONG 1- COSO LY THUYET
1.1. TONG QUAN VE AN NINH MANG
1.1.1. Giéi thi¢éu vé an ninh mang

An ninh mang la viéc bao v€ cac h¢ thong mang may tinh, thiét bi, va dir
liéu khoi cac cudc tan cong k¥ thuat s6 ddc hai. Piéu nay bao gom vi¢c bao vé
phan cung, phan mém va dir liéu khoéi cac hanh vi trom cap, pha hoai, hodc truy

cap trai phép.

Hinh 1.1:Hinh dnh vé an ninh mang

An ninh mang hoat dong thong qua cac bi¢n phap nhu kiém soat truy cap,
ma hoa dir liéu, va st dung phan mém bdo mat dé ngan chdn cac moi de
doa. Cac t6 chirc va cd nhan déu can thuc hién cac bién phap an ninh mang dé

bao v¢ thong tin va duy tri hoat dong an toan trén khong gian mang.


https://vi.wikipedia.org/wiki/An_ninh_m%E1%BA%A1ng
https://vi.wikipedia.org/wiki/An_ninh_m%E1%BA%A1ng
https://vi.wikipedia.org/wiki/An_ninh_m%E1%BA%A1ng
https://vi.wikipedia.org/wiki/An_ninh_m%E1%BA%A1ng
https://vi.wikipedia.org/wiki/An_ninh_m%E1%BA%A1ng
https://aws.amazon.com/vi/what-is/cybersecurity/
https://aws.amazon.com/vi/what-is/cybersecurity/
https://aws.amazon.com/vi/what-is/cybersecurity/
https://luatminhkhue.vn/an-ninh-mang-la-gi-cac-nguyen-tac-va-bien-phap-bao-ve-an-ninh-mang.aspx
https://luatminhkhue.vn/an-ninh-mang-la-gi-cac-nguyen-tac-va-bien-phap-bao-ve-an-ninh-mang.aspx
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1.1.2. Lich sir phét trién cia an ninh mang

Lich str phat trién cia an ninh mang la mot hanh trinh dai va phuec tap, bat

dau tir nhitng ndm 1970 va tiép tuc phat trién manh mé cho dén ngay nay.
e 1971 — Virus may tinh dau tién xuét hién

Mic di mdy tinh can dugc phat minh trude khi khai niém virus may tinh
ra doi, nhung y tuéng nay da dugc nha toan hoc John von Neumann (1903-
1957) khai niém hoa tir nim 1949. Ong dé xuit nén tang 1y thuyét vé thuc thé
tu nhan ban ty dong, hoat dong trong may tinh.

Niam 1971, virus may tinh dau tién mang tén Creeper méi xuat hién trong
thuc té. Hoat dong trén hé diéu hanh TENEX cua cac may tinh DEC PDP-10,
virus nay hién thi thong bao: "T6i la Creeper. Hay bat t6i néu ban c6 thé!". Du
chi 1a mot thir nghiém vo hai, Creeper da dit nén mong cho sy phat trién cia
cac loai virus sau nay.

e 1983 — Bang sang ché dau tién trong linh vuc an ninh mang tai My

Thang 9 nam 1983, Vién Cong nghé Massachusetts (MIT) dugc cip bang
sang ché s6 4.405.829 cho mot "hé théng va phuong thirc truyén thong mat
ma". Thuit toan RSA, duogc gidi thiéu trong bang sang ché nay, 1a mot trong
nhiing hé théng ma hoa khoa cong khai dau tién, dat nén tang cho bao mat hién
dai.

e 1993 — Hoi nghi DEF CON d4u tién

DEF CON, hoi nghi an ninh mang danh tiéng toan cau, 1an dau t6 chuc
vao thang 6 ndam 1993 tai Las Vegas, v6i khoang 100 ngudi tham du. Hién nay,
su kién nay thu hut hon 20.000 chuyén gia an ninh mang, hacker mii tring va
nha nghién ciru cong nghé tir khap noi trén thé gidi.

e 1995 — Sy ra doi cua giao thuc SSL 2.0
SSL 2.0, ra mét thang 2 nam 1995, d4nh dau budc tién 16n trong bao mat

web. Giao thirc nay ma hoa lién lac gitta may chu va trinh duyét, bao v¢ cac
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giao dich truc tuyén. Ngay nay, su hién dién cia "HTTPS" trén dia chi website
dam bao rang thong tin lién lac duoc ma hoa an toan, ngay ca khi két nbi bi
xam nhap.

e 2003 — Su xuét hién cua Anonymous

Nhom hacker ndi tiéng toan cdu Anonymous dai dién cho phong trao bao
vé€ tu do ngdn luan va Internet. Khong c6 lanh dao cu thé, nhom nay thu hut su
cha y qudc té qua cac cude biéu tinh va tan cong tir chdi dich vu (DDoS) nhim
vao cac chinh quyén, ton gido va cong ty 1on. Hinh anh biéu twong cta ho 1a
chiéc mat na Guy Fawkes.

e 2010 — Chién dich Anh ban mai (Operation Aurora)

Cubi nam 2009, Google Trung Qudc va hon 50 cong ty 16n bi tin cong
mang trong chién dich Operation Aurora. Cac phan tich chi ra myc tiéu thuc sy
1a thu thap thong tin tinh bao tir cac nha hoat dong nhan quyén va xac dinh diép
vién tai My. Chién dich nay gay thiét hai udc tinh 1én dén 100 triéu USD cho
mdi cong ty nan nhan.

e Ngay nay — Vai trd séng con cua an ninh mang

Khéng gian mang hién tai 1a chién truong s, noi cac qudc gia va toi pham
mang dbi dau. Véi su phat trién cua tri tué nhan tao (AI) va hoc may nang cao,
an ninh mang dang dan chuyén minh dé phan tich hanh vi mang va ngan chan
cac cudc tAn cong. Dbi voi doanh nghiép va td chirc, dau tu vao bao mat mang

khéng chi 13 su lya chon, ma 1a diéu kién tién quyét trong ky nguyén sb.
1.1.3. Céc phwong thirc tAn cong mang pho bién
1.1.3.1. Tdn cdng ter chai dich v (DoS/DDoS)

Mot cude tan cong DDoS nham chiém dung tai nguyén cuia hé thong, khién

hé théng khong thé phan hdi cac yéu cau dich vu binh thudng. Khac véi DoS,
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DDoS dugc thuc hién tir mot mang ludi 16n cac may tinh bi 1dy nhiém phﬁn

meém doc hai va duoc kiém soat boi hacker.

Hinh 1.2 : Tédn céng distributed denial-of-service (DDoS)

Khéng gidng cac cudc tan cong khac nham chiém quyén truy cap vao hé
théng, DDoS khéng mang lai loi ich truc tiép ngay 1ap tirc cho ké tin cong. Tuy
nhién, v&i mot sd hacker, viéc khién hé théng khong thé hoat dong da 1a mot
muc tiéu da thoa man. Trong mot s trudng hop, néu hé thdng bi tin cong 1a
ctia d6i thil canh tranh trong kinh doanh, loi ich tiém tang cho ké tin cong s&
rat dang ké.

M6t muc dich khac cua DDoS c6 thé 1a dua hé théng offline dé tao diéu
kién trién khai cac loai tin cong khac, chang han nhu chiém quyén diéu khién.
C6 nhiéu dang tin cong DoS va DDoS khac nhau, trong d6 phd bién nhét bao
gém TCP SYN flood, Teardrop, Smurf, ping-of-death va botnet.



13

1.1.3.2. Tén cong TCP SYN flood

Trong kiéu tin cong TCP SYN flood, ké tdn cong loi dung qua trinh st
dung bd nhé dé¢m trong giai doan handshake khéi tao két ndi TCP. Ké tin cong
lién tuc giri mot luong 16n yéu cau két ndi téi hé thong muc tiéu, nhung khong

phan hdi lai khi hé thong tra 10i cac yéu cau do.

E" SYN-ACK packet @
— | I —
bot websites

g SYN packet ,_IEI_

el
O
Q‘a

threat actor SYN-ACK packet @
command bot banking apps
and control 'S'J//Vp
&)
Chey
E" SYN-ACK packet
— 1 | I —— |
bot gaming platforms

Hinh 1.3: Tén céng TCP SYN flood

Hanh vi nay khién hé thong muc tiéu phai cho doi phan hoi tir phia thiét
bi ctia ké tin cong, dan dén viéc hang doi xtr 1y két ndi bi qua tai. Khi hang doi
day, hé thdng co thé gip su cb hodc trd nén khong kha dung do khong thé xir
Iy thém cac yéu cau két ndi hop 16.
1.1.3.3. Tdn cdng gig@ mgo (Phishing)

Phishing (tdn cong gia mao) 13 hinh thirc tAn cong mang bang cach gia
mao thanh mot don vi uy tin dé chiém 1ong tin, thuong duoc str dung dé danh
cap thong tin ca nhan, dit liéu nguoi dung (thong tin ding nhap; s6 thé ngan

hang;...).
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Attacker sends an

email to the victim
B o 53
\~_ 4

L 4

Attacker Victim
Attacker uses Attacker collects Victim clicks on the
victim’s credentials victim's credentials email and goes to
to access a website the phishing website
&

Phishing Website

Legitimate Website

Hinh 1.4: Tdn céng gid mao

Thong thuong, Hacker s€ gid mao 1a ngan hang, vi dién tu, trang giao dich
true tuyén hodc cac co quan, t6 chitc doanh nghiép dé lira ngudi dung chia sé
cac thong tin c4 nhan nhu: tai khoan va mat khau dang nhap, mat khau giao
dich, thé tin dung va cac thong tin quan trong khac. Phuong thirc tin cong nay
thuong duoc thuc hién thong qua viéc gt Email, tin nhén, cudc goi. Nguoi
dung khi mé Email va Click vao duong Link gia mao s& duoc yéu cau ding
nhap.

e Phuong thirc gid mao Email:

Pay 13 hinh thic Phishing thudng dugc sir dung pho bién. Tin tic s& giri
Email dén ngudi dung dudi danh nghia cia mot don vi/td chirc uy tin nham dan
du ngudi dung truy cap dén Website gia mao. Nhirg Email gia mao thudng rat
tinh vi va rat giong véi Email chinh chu, khién nguoi ding nham 1an va tro
thanh nan nhan cua cudc tAn cong.

e Phuong thirc gia mao Website:
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Gia mao Website trong tin cong Phishing 14 lam gia mt trang chir khong
phai toan bo Website. Trang dugc lam gia thudng 1a trang dang nhap dé danh

cap thong tin ctia ngudi ding.
1.1.3.4. Tdn cdng Drive-by download

Drive-by download 1a mdt phuong phap phd bién dé phat tan malware.
Hacker tim kiém céc trang web khong duoc bao vé va dat mot tap 1énh doc hai
vao code HTTP hoic PHP trén mdt trong cac trang d6. Tap 1énh ndy co thé cai
dit malware truc tiép vao may tinh ctia nguoi ndo ma truy cap trang web do

hodc nd co thé huéng ngudi dung dén trang web do hacker kiém soat.

/
O 1. Attacker exploits an existing, _,.{‘I_

legitimate website

W

4. Remote Access Trojan
installed, opens reverse

shell back to attacker ™
3. Hidden java exploit
downloads malicious
7. Attacker i 2. User browses
retrieves staged payload :i:li;elxecutes It to the
data from vi::tim 5. Attacker gains Y compromised
company's remote control. site
website Privilege Escalation
Password gathering
Ete.
N N
- &. Attacker uses gathered passwords to move a
= laterally and stage data on externally accessible
company website.
° 1

Hinh 1.5: Tén c¢éng Drive-by download

Nhitng Drive-by download c6 thé xay ra khi truy cap trang web hodc xem
email hodc cira s6 pop-up. Khong giéng nhu nhiéu loai tan cong an ninh mang
khac, drive-by khong dua vao nguoi dé 1am bat ky diéu gi chu dong kich hoat
cudc tin cong, ban khong phai nhip vao nut tai xuéng hodc mé file dinh kém

email doc hai dé bj nhiém. Mot Drive-by download c6 thé tin dung loi thé ciia
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ung dung, hé diéu hanh hodc trinh duyét web browser c6 16i bao mat do cap

nhat khong thanh cong hoac thiéu cac ban cap nhat.
1.1.3.5. Tdn cdng SQL injection

SQL injection di tro thanh mot vin dé phd bién voi cac trang web
database-driven. N6 xay ra khi mot ngudi dung thuc thi mét truy van query
SQL dén database thong qua dit liéu input tir may client dén server. Céc 1énh
SQL duoc chén vao input data-plane (vi du: thay vi ddng nhap hodc mat khau)

dé chay céc 1énh SQL duoc xéac dinh trudc.

| ' UNION SELECT username, password FROM users-- |

SELECT name, description FROM products WHERE category
= 'Gifts' UNION SELECT username, password FROM users--

=

y

WO o
T
0 A o AT

.................... <
]

; P —( & All usernames )—4—

Hinh 1.6: Tdn céng SOL Injection

Khai thac SQL Injection thanh cong co thé doc dir liéu nhay cam tir

database, stra doi (chén, cap nhat hodc xo6a) database, thuc thi cac hoat dong
quan tri (chang han nhu tat may) trén database, khoi phuc noi dung cia mot file
nhat dinh va trong mot $6 truong hop, né con ra 1énh cho hé diéu hanh.

Lo héng ddi véi kiéu tn cong an ninh mang nay phu thudc vao thuc té 1a SQL
khong phan biét thuc su gitra cac data plane va dir li€u. Do d6, SQL injection

cht yéu hoat dong néu mot trang web st dung SQL dong. Ngoai ra, SQL
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injection rat phd bién voi cac ing dung PHP va ASP vi su thinh hanh cta céc

interface c6 chuc nang cii hon.
1.1.3.6. Tdn cdng Cross-site scripting (XSS)

Céc cudc tin cong XSS sir dung tai nguyén web ctia bén thir ba dé chay
cac tap Iénh trong trinh duyét browser web hodc img dung lién quan tap Iénh.
Cu thé, ké tin cong tiém nhiém mot payload chira JavaScript doc hai vao
database cua trang web. Khi nguoi dung yéu ciu mot trang tir trang web, trang
web s& truyén trang, véi payload ctia hacker 1a mot phan ctia néi dung HTML,

dén trinh duyét browser ctia nguoi dung, noi thyc thi tip 1énh doc hai.

Perpetrator injects the Website
website with a malicious For each visit to the
script that steals each website, the malicious
visitor's session cookies script is activated

Visitor's session cookie
is sent to perpetrator.

N

"‘,EI
Perpetrator Website Visitor

Perpetrator discovers a
website having a vulnerability
that enables script injection

Hinh 1.7: Tédn céng Cross-site scripting
Tan cong XSS s& danh cdp cookie cua ngudi dung dén server cua hacker
va hacker c6 thé trich xuat n6 va sir dung n6 dé chiém quyén diéu khién phién
ban. Hau qua nguy hiém nhat xay ra khi XSS dugc str dung dé khai thac cac 16
héng. Nhimng 16 hong nay c6 thé cho phép hacker khong chi an cip cookie ma
con ghi lai cac 1an gd phim, chup anh man hinh, kham phé va thu thap thong

tin mang cling nhu truy cap va di€u khién tir xa mdy cia nguoi dung.



18

1.1.3.7. Tén cong Man-in-the-Middle
Man-in-the-Middle 12 mot loai tin cong mang trong d6 ké tdn cong xam
nhap vao thong tin lién lac giira hai bén ma ho khong hay biét. Ké tan cong c6
thé nghe 1én cudc trao ddi, danh cép dir liéu nhay cam hoac tham chi chinh stra
dir liéu duoc truyén di. MITM thuong xay ra trén cac mang Wi-Fi khdng an
toan, router bi xam nhap, hodc khi thiét bi bi nhiém phﬁn mém doc hai.
O —

a X

User Web Application

&

Perpetrator )

b P

e

Man in the middle
Hinh 1.8: Tédn céng Man-in-the-Middle
Céc hinh thtc pho bién cia MITM bao gdm nghe 1én, thay d6i dir liéu,
chiém quyén diéu khién phién bang cach danh cap cookie, hodc ha cap két ndi
mi hoa tir HTTPS xudéng HTTP dé thu thap thong tin dudi dang vin ban
thuong.

1.1.3.8. Tdn cdng bang phan mém déc hgi (Malware Attack)

Tan coéng bang phan mém doc hai (Malware attack) 1a mot loai tin cong
mang trong d6 ké tin cong str dung phan mém doc hai dé xam nhap, pha hoai
hodc kiém soat hé théng may tinh cua nan nhan ma khong duoc phép. Phan
mém doc hai c6 thé ton tai dudi nhiéu dang khac nhau, bao gém virus, trojan,

worm (sdu may tinh), ransomware, spyware (phan mém gian di¢p) va adware
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(phan mém quang cdo). Moi loai phan mém doc hai déu c6 muc dich khéac nhau,
tur vi¢c danh cap thong tin ca nhan, theo doi hoat dong cua nan nhan, cho dén

ma hoa dir liéu dé doi tién chuoc.

1 — By — |

Hinh 1.9: Tdn c6éng bang phan mém déc hai

Phan mém doc hai thuong 1ay lan qua cac phuong tién nhu email chia tép
dinh kem dgc hai, trang web ddc hai, tai xuéng khong an toan, hodc tham chi
1a qua céc thiét bi luu trir nhu USB. Khi phan mém ddc hai xAm nhép thanh
cong vao hé thong, nd cé thé gy ra nhitng hau qua nghiém trong nhu 1am hong
dir liéu, 1am cham hé thdng, hoic chiém quyén diéu khién hoan toan hé thong

cua nan nhan.
1.1.3.9. Tan cong khai thac 16 héng Zero-day (Zero-day Attack)

Khai thac 16 hong Zero-day (Zero day attack) 1a mot hinh thuc tan cong
mang loi dung cac 15 héng bao mat chua dugc phat hién hodc chua dugc nha
phat trién khic phuc. Pay 14 nhiing 16 hong chua dugc cong khai, vi vay khong
c6 bién phap bao vé hodc ban va (patch) ndo sén c6 dé ngan chin. Khi ké tan
cong phat hién 16 hong nay, chiing c6 thé nhanh chong khai thac trude khi nha
phat trién hodc ngudi dung ¢ thé Gmg phd, gy ra nhimng rui ro nghiém trong

cho hé théng hoac dir liéu.
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DAY
Vulnerability

L3 hdng bao mat Hacker phat hién & Tan cﬁng zero day va Nha phat trién
chwa xac dinh khai thac 16 héng chiém doat tai séan phat hanh ban va bdo mat

Hinh 1.10: Tdn céng khai thdc 16 héng Zero-day
Trong céc cudc tan cong Zero-day, ké tin cong thuong sir dung phan mém
doc hai hodc khai thac mi doc nham xam nhap hé¢ théng, danh cép thong tin,
pha huy dit liéu, hodc chiém quyén diéu khién thiét bi. Nhitng 16 hong nay c6
thé ton tai trong phan mém, hé diéu hanh, tmg dung, hoic cac phan cimg nhu
router va thiét bi IoT. Do tinh chit bat ngd ctia Zero-day, cac hé théng muc tiéu
rat dé bi ton thuong trudc khi phat hién ra moi de doa va phat hanh ban va bao

mat.
1.1.4. Anh hwéng ciia cac cudc tan cong dén bao mat thong tin

Céac phuong thirc tin cong mang ngay cang tré nén tinh vi, da dang va
phtc tap, khién cho an ninh mang tr¢ thanh mot trong nhiing thach thirc hang
dau dbi voi cac to chitc va ca nhan. Cac cudc tin cong bang phan mém doc hai
(Malware attack), trong d6 ké tdn cong st dung virus, trojan, hodc ransomware
dé xam nhap va phé hoai h¢ théng, la mot trong nhitng phuong thirc phé) bién
nhat. Nhiing phﬁn mém doc hai nay co thé dugc cai dat qua email Itra ddo, tai
Xuéng tép tin doc hai, hodc qua cac lién két khong an toan, din dén viéc chiém
quyén diéu khién hé théng hodc danh cap thong tin ca nhan. Tan cong Man-in-

the-Middle (MITM), khi ké tdn cong chen ngang vao giao tiép giita hai bén ma
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khong bi phat hién, ciing 13 mot nguy co 16n dbi véi cac giao dich truc tuyén,
dan dén viéc danh cip thong tin dang nhép, dir liéu tai chinh hodc thong tin
nhay cam khac. Tuong tu, khai thac 16 hong Zero-day (Zero-day attack) la khi
cac 10 héng chua duoc cong khai hoac khic phuc bi lg1 dung, tao diéu kién cho
ké xau tan cong hé théng ma chua c6 bat ky bién phap phong ngira nao. Cac
cudc tan cong tu chdi dich vu (DDoS) cling dac biét nguy hiém, khi cac hé
théng hodc trang web bi qua tai boi luong truy cip ao khong 16, lam gian doan
dich vy va gay ton that kinh té cho cac t6 chuc.

Nhitng phuong thirc tin cong mang nay khong chi thé hién su da dang vé
k¥ thuat ma con khai thac nhitng diém yéu vé ca cong nghé 1an con nguoi, lam
cho viéc bao vé hé théng ngay cang kho khin hon. Khi mot cudc tin cong thanh
cong, anh huong d6i voi bao mat thong tin 1a rat nghiém trong. Trudc hét, cac
cudc tan cong mang c6 thé dan dén ro ri dit liéu nhay cam, bao gém thong tin
ca nhan, tai chinh, va thong tin ndi by cia doanh nghi¢p. Nhitng thong tin nay,
néu roi vao tay ké x4u, ¢ thé bi st dung dé thuc hién cac hanh vi lira dao, danh
cép danh tinh hoac ban cho cac bén thur ba trén thi truong cho den, gay thiét hai
nghiém trong cho c4 nhan va to chic.

Khéng chi ding lai & viée ro i thong tin, cac cude tan cong mang con giy
ra gian doan hoat dong cua hé thong thong tin. Vi du, cac cudc tan cong tir chbi
dich vu (DDoS) ¢c6 thé 1am té 1iét toan bd hé théng mang, khién cho cac dich
vu truc tuyén khong thé hoat dong, anh hudng dén hoat dong kinh doanh va
giy mat mat vé doanh thu. Pdi véi cac t6 chiic 16n nhu ngan hang, bénh vién,
hay céac co quan chinh phu, sy gian doan nay c6 thé gdy ra nhitng hé luy nghiém
trong, bao gom cé viéc gian doan cung cap dich vu thiét yéu cho khach hang.

Mot hau qua khéc tir cac cudc tin cong mang la khong dam bao duoc tinh
toan ven cta dir liéu. Ké tin cong co thé khong chi danh cip ma con chinh sira

hodc phd huy dit li¢u quan trong, gdy kho khan trong viéc khoi phuc thong tin
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va quan 1y dir liéu. Diéu nay anh hudng dén tinh chinh x4c va do tin cay cua dix
lidu, din dén nhiing quyét dinh sai 1am hodc mat mat dit liéu vinh vién.

Bén canh d6, mot trong nhitng anh hudng 16n nhit cta cac cudc tan cong
mang 13 mét niém tin ctia nguoi dung. Khi théng tin ca nhan hodc dir liéu cua
khach hang bi danh cap, ngudi dung c6 thé mat long tin vao hé thong bao mat
ctia doanh nghiép hodc dich vu ma ho sir dung. Diéu nay khéng chi anh hudng
dén danh tiéng cta t6 chirc, ma con dan dén thiét hai vé lau dai khi ngudoi dung
quyét dinh tir bo dich vy, 1am giam doanh thu va uy tin cta doanh nghiép. Dbi
v6i cac cong ty 16n, su sut giam niém tin tir phia khach hang c6 thé mat rat

nhiéu thoi gian dé khic phuc.
1.1.5. Phwong phap phat hién tan cong

Tir nhitng hau qua nghiém trong clia cac cudc tan cong mang nhu ro ri dir
liéu nhay cam, gian doan hoat dong, mét tinh toan ven dit liéu, va lam suy giam
niém tin ciia nguoi dung, c6 thé thay rang viéc dam bao an toan cho cac hé
théng thong tin 1 moét van dé phire tap trong thoi dai hién nay. Cac cudc tin
cong ngdy cang tinh vi, c6 kha nang vuot qua nhimg 16p bao mat truyén thong
va nham vao nhimg diém yéu méi phat sinh. Trong khi cac bién phap khac phuc
sau khi bi tin cong gitp giam thiéu thiét hai, thi nhitng t6n that vé dir liéu, uy
tin, va tai chinh c6 thé rat kho khoi phuc hoan toan. Chinh vi vdy, viéc phat
hién tdn céng mang sém va hiéu qua tré thanh yéu t6 vo cing quan trong.

Viéc phét hién tan cong mang khong chi don thuan 1a phat hién khi cudc
tAn cong da xdy ra ma con phai nhan dién dugc cac d4u hiéu tin cong tir sém,
tir 46 ngan chan kip thoi trude khi ké x4u c6 thé gay ra thiét hai. Diéu nay doi
hoi cac hé thdng bao mat phai co kha nang giam sét lién tuc cac hoat dong trén
mang, phat hién cac hanh vi bat thuong va tu dong canh bao khi phat hi¢n cac
du hiéu tiém an. Cac cudc tan cong thudng dé lai nhimg dau vét nho ban dau,

tir nhitng hanh vi truy cap dang ngo, tang dot bién luu lugng mang, hodc viéc
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gui cac goi dir liéu khong binh thudng. Khi phat hién kip thoi cac dau hiéu nay,
t6 chirc c6 thé ngin chin cudc tin cong ngay tir giai doan dau, giam thiéu rui
ro mat mat va gian doan.

Pé thyuc hién viéc nay, cac cong cu va h¢ théng phat hién tAn cong mang
hién dai dugc sir dung rong rii, bao gom hé thdng phat hién xam nhap (IDS),
hé thong ngan chin xam nhéap (IPS), cling nhu cic nén tang phan tich dit liéu
16n (Big Data) va tri tu¢ nhan tao (AI). IDS va IPS giam sat luu lugng mang va
canh bao khi phat hién nhitng hanh vi khong binh thuong hoac dang ngo, giup
quan trj vién c6 thé phan tng ngay lap tic. Al va hoc may (machine learning)
hién dang dugc img dung rong rai dé phan tich hanh vi, nhan dién cac mau tin
cong phirc tap ma cac phuong phéap truyén thong kho phat hién, chang han nhu
cac cudc tan cong Zero-day hay cac mbi de doa chua timg biét trudc do.

Ngoai ra, giam sat hanh vi nguoi dung 1a mot phuong phép phat hién tan
cong hiéu qua. Cong nghé nay tip trung vao viéc phat hién cac hoat dong bat
thuong tir phia ngudi dung, nhu viée truy cap khong hop 1y, ¢d gang truy cap
vao dir liéu nhay cam hodc thuc hi¢n cac thao tac khong thuong théy. B'fmg
cach so sanh hanh vi hién tai véi cac mo hinh hanh vi binh thuong gitp phéat
hién cac cudc tan cong nodi gian hodc tin cong mang tir cac tai khoan nguoi
dung bi chiém doat.

Trong nhiéu truong hop, viéc phat hién tan cong khong chi ding lai & viéc
nhan dién cac cudc tin cong mang thong thudong ma con mé rong dén viéc phat
hién cac cudc tan cong muyc ti€u, nhu tan cong c6 chu dich APT. Pay la cac
cudc tan cong duoc 1én ké hoach k¥ ludng, thuc hién qua nhiéu giai doan nham
xam nhdp va duy tri sy hién dién bén trong hé théng ma khong bi phat hi¢n.
APT doi hoi phai ¢ cac bién phap phat hién tin cong phire tap hon, két hop

nhiéu phuong phéap phan tich nhu giam sat hanh vi, phan tich dau vét tin cong,



24

va tham chi ca thong tin tinh bao mang dé€ hi€u rd boi canh va muc ti€u cua ké

tan cong.
1.2. Hoc may
1.2.1. Gi6i thiéu vé hoc may

Hoc may 1a mot linh vuc cta tri tué nhan tao lién quan dén viéc nghién
ctru va xay dung céc ki thuat cho phép cac hé théng "hoc" tu dong tu dir liéu
dé giai quyét nhimg van dé cu thé. Cac thuat toan hoc mdy xay dung mot mo
hinh dua trén dit liéu mau, duoc goi 1a dir liéu huan luyén, dé dua ra du doan
hoac quyét dinh ma khong can duoc 1ap trinh chi tiét vé viéc dua ra du doan
hodc quyét dinh nay. Vi du nhu cac may c6 thé "hoc" cach phan loai thu dién
tr xem c6 phai thu rac hay khong va tu dong xép thu vao thu muc twong tng.
Hoc may rat gan véi suy dién théng ké tuy co khac nhau vé thuat ngir. Mot
nhanh ctia hoc may 1a hoc sau phat trién rat manh mé gan day va c6 nhitng két
qua vuot trdi so voi cac phuong phap hoc may khac Hoc may c6 lién quan 16n
dén théng k&, vi ca hai linh vuc déu nghién ctru viée phan tich dir liéu, nhung
khac véi thdng ké, hoc mdy tap trung vao su phirc tap cta cac giai thuat trong

viéc thuc thi tinh toan.


https://vi.wikipedia.org/wiki/Tr%C3%AD_tu%E1%BB%87_nh%C3%A2n_t%E1%BA%A1o
https://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD
https://vi.wikipedia.org/wiki/Th%C6%B0_%C4%91i%E1%BB%87n_t%E1%BB%AD
https://vi.wikipedia.org/wiki/Th%C6%B0_r%C3%A1c
https://vi.wikipedia.org/wiki/Suy_di%E1%BB%85n_th%E1%BB%91ng_k%C3%AA
https://vi.wikipedia.org/wiki/H%E1%BB%8Dc_s%C3%A2u
https://vi.wikipedia.org/wiki/Khoa_h%E1%BB%8Dc_Th%E1%BB%91ng_k%C3%AA
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Hinh 1.11: Machine Learning
Hién nay hoc may dugc ap dung rdng rdi bao gom may truy tim dit
liéu, chan doan y khoa, phat hién thé tin dung gia, phan tich thi truong chang
khoan, phan loai cac chudi DNA, nhan dang tiéng noi va chix viét, dich tu

dong, choi tro choi va cir dong robot.
1.2.2. Lich sir phét trién cia hoc may

Lich st phat trién cua hoc may co thé duogc chia thanh cac giai doan quan
trong tir khoi dau dén nay, voi nhitng budc tién 16n trong viéc phat trién 1y
thuyét, thuat toan va ing dung thuc tién.

Giai doan khéi dau (1940 - 1950)

Hoc may bat nguén tir khai niém vé tri tué nhan tao (AI) va toan hoc. Cac
nha khoa hoc bat dau nghién ctru vé cach may moc co thé hoc tir dit lidu.

e 1943: Warren McCulloch va Walter Pitts dua ra mo6 hinh toan hoc dau

tién cho mdt neuron, nén tang cuia mang no-ron nhan tao.


https://vi.wikipedia.org/wiki/M%C3%A1y_truy_t%C3%ACm_d%E1%BB%AF_li%E1%BB%87u
https://vi.wikipedia.org/wiki/M%C3%A1y_truy_t%C3%ACm_d%E1%BB%AF_li%E1%BB%87u
https://vi.wikipedia.org/wiki/Ch%E1%BA%A9n_%C4%91o%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Th%E1%BA%BB_t%C3%ADn_d%E1%BB%A5ng_gi%E1%BA%A3&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Th%E1%BB%8B_tr%C6%B0%E1%BB%9Dng_ch%E1%BB%A9ng_kho%C3%A1n
https://vi.wikipedia.org/wiki/Th%E1%BB%8B_tr%C6%B0%E1%BB%9Dng_ch%E1%BB%A9ng_kho%C3%A1n
https://vi.wikipedia.org/w/index.php?title=Chu%E1%BB%97i_DNA&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Nh%E1%BA%ADn_d%E1%BA%A1ng_ti%E1%BA%BFng_n%C3%B3i
https://vi.wikipedia.org/wiki/Nh%E1%BA%ADn_d%E1%BA%A1ng_ch%E1%BB%AF_vi%E1%BA%BFt_tay
https://vi.wikipedia.org/wiki/D%E1%BB%8Bch_t%E1%BB%B1_%C4%91%E1%BB%99ng
https://vi.wikipedia.org/wiki/D%E1%BB%8Bch_t%E1%BB%B1_%C4%91%E1%BB%99ng
https://vi.wikipedia.org/wiki/Tr%C3%B2_ch%C6%A1i_chi%E1%BA%BFn_l%C6%B0%E1%BB%A3c
https://vi.wikipedia.org/w/index.php?title=C%E1%BB%AD_%C4%91%E1%BB%99ng_r%C3%B4-b%E1%BB%91t&action=edit&redlink=1
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1950: Alan Turing dé xuét "Turing Test", danh ddu méi quan tdm cua
ong vé viéc may moc cd thé md phong qua trinh tu duy cua con nguoi.

1957: Perceptron, mot thuat toan hoc no-ron don gian, duoc phat trién
boi Frank Rosenblatt, dat nén tang cho ciac md hinh mang no-ron hién

dai.

Giai doan kham pha va nghién ctru (1960 - 1980)

1960: Hoc may bat dau duoc ap dung trong mat s6 linh vuc nhu tro choi
va xu 1y ngdn nglr tu nhién. Tuy nhién, thudt todn perceptron bi gidi han
khi chi giai quyét dugc cac bai toan tuyén tinh, din dén thoi ky tam ling
trong nghién ctru mang no-ron.

1970 - 1980: Ly thuyét hoc va thuat toan vé tdi uu hoa bat dau dugc phat
trién. Cac thuat toan hoc khong giam sat nhu K-means va phuwong phap
hoc c6 giam sat nhu cdy quyét dinh, hoi quy logistic, va hoi quy tuyén

tinh dugc mé rong.

Giai doan ting tdc (1990 - 2000)

1990: Su phét trién cta cac thuat toan nhu Support Vector Machines
(SVM) va hoc mdy dua trén x4c suat (nhu mang Bayes va Hidden
Markov Models) da lam thay ddi cuc dién ctia nganh.

1997: IBM Deep Blue danh bai nha vo dich c& vua Garry Kasparov,
minh chiing cho sttc manh cua Al va hoc may.

2000: Cac k¥ thuat hoc may dugc &p dung rong rai hon nho vao sy phat
trién ctia may tinh manh mé& hon, dit liéu phong pha hon va cac thuét
todn moi.

Su troi ddy ctia hoc sau va Al hién dai (2010 - nay)

2010: Su ra doi va phd bién cta hoc siu (deep learning) v6i cac mé hinh
mang no-ron phuc tap, dac bi¢t 1a mang no-ron tich chap (CNN) va mang

no-ron tuan tu (RNN). Cac mé hinh nay dat dugc két qua 4n tuong trong



27

cac linh vuc nhu thi giac may tinh, nhan dang giong noi, va xtr Iy ngén
ngtr ty nhién.

e 2012: Mang no-ron sau ciia Geoffrey Hinton va nhom nghién ciru chién
thang trong cudc thi ImageNet, danh ddu mot cot mbe quan trong.

e 2016: AlphaGo cua Google DeepMind danh bai Lee Sedol trong mon co
vay, stt dung cac phuong phap hoc may tién tién.

e 2017-nay: Cac md hinh hoc may nhu GPT (Generative Pretrained
Transformer) va BERT da tao ra cudc cach mang trong viéc xir Iy ngén
ngir tu nhién va tri tu¢ nhan tao néi chung.

Twong lai cua hoc may

Céc thuat toan hoc may dang ngay cang tré nén manh me hon véi kha
nang xt 1y khoi luong 16n dit liéu, hoc tir cac tinh hudng phtc tap, va tu dong
hoa quy trinh ra quyét dinh. Hoc may hién tai cling dang duoc két hop véi cac
cong nghé nhu tri tu¢ nhan tao tang cuong (reinforcement learning) va lugng

tr (quantum computing) dé tao ra nhitng d6t pha moi.
1.2.3. C4c thuat toan hoc may phé bién

Hoc may bao gém nhiéu thut toan khac nhau, mdi loai co nhirng déc diém
riéng va phi hop véi cac bai toan cu thé. Dudi day 1a cac thuat toan hoc may
phé bién, dugc chia thanh ba nhém chinh: hoc ¢ giam sat, hoc khong giam sat,
va hoc tdng cuong.
1.2.3.1. Hoc may c6 giam séat (Supervised Learning)

Hoc may c6 giam sat 1a phuong phap hoc may dua trén cac cap dir liéu
dau vao va dau ra c6 nhan. Thuat toan duoc cung cép mot tap dit liéu bao gém
cac dac trung va cac nhan tuong g, va nhi€ém vu cua n6 1a hoc tir dit liéu nay

dé dua ra du doan cho cac dir liéu méi chua biét nhan.
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SUPERVISED LEARNING

Supervised machine learning is a branch of artificial intelligence that focuses on
training models to make predictions or decisions based on labeled training data.

Labeled Data
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Hinh 1.12: Hoc may c6 giam sat

Hoc may cé giam sat dugc xay dung dé khi dir liu duge dua vao, ching
s& diéu chinh trong luong cua tép dir liéu sao cho phu hop nhat, nham chic chin
rang md hinh s& chi nhan thong tin & murc vira du, tranh qué tai hodc thiéu thong
tin.

Hoc may c6 giam sat duoc Gmg dung mét sé phuong phap nhu: Naive
Bayes, Hoi quy logistic, thuat toan SVM, mang no-ron,...Trong d6, mot tng
dung thuc tién co thé ké dén nhu hoc may giam sat gitp phan loai thu rac tir
hop thu dén vao mot thu muc riéng biét.

Hoi quy tuyén tinh (Linear Regression)
e Cach hoat dong: Hoi quy tuyén tinh 1a thuat toan dy doan céc gia tri lién
tuc. N6 c¢b gang mo hinh hoa mdi quan hé giira cac bién dau vao (bién
doc 1ap) va bién dau ra (bién phu thudc) bang cach khép mot duong thang

vao dir liéu.
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° Ung dung: Dy doan gia tri bat dong san, du bao nhu cau thi truong, du
doéan doanh thu kinh doanh.

Hoi quy logistic (Logistic Regression)

e (Cach hoat dong: Thuat toan nay chu yéu duoc str dung cho cac bai toan
phan loai nhi phan (binary classification). N6 khong dwa ra gia tri sb lién
tuc nhu hdi quy tuyén tinh, ma 13 xac suat thudc vé mot trong hai 16p.

° Ung dung: Phan loai thu dién tir thanh spam hodc khong spam, du doan
bénh c6 hay khong dua trén cac thong s6 strc khoe, phan loai khach hang
tiém nang.

Cay quyét dinh (Decision Tree)

e Cach hoat déng: Ciy quyét dinh 1a mot mé hinh phén loai dya trén mot
chudi céc cau hoi co/khong (yes/no) dé di dén mot két qua cubi cung.
CAu tric ciy nay gitp don gian héa qué trinh ra quyét dinh.

e Ung dung: Panh gia rai ro tin dung, chan doan y khoa, chién luoc tiép
thi khach hang.

Rirng ngiu nhién (Random Forest)

e (Cach hoat dong: Pay la mot thuat toan hoc theo to hop (ensemble
learning) két hop nhiéu cdy quyét dinh dé tao thanh mot mo hinh manh
me hon. No cai thién d chinh xac va gilp tranh overfitting, dac biét khi
dir li€u ¢o tinh da dang.

e Ung dung: Phan loai hinh anh, phén tich dir liéu tai chinh, du doan gian

lan.
K-Nearest Neighbors (K-NN)

e (Cach hoat dong: K-NN 1a mot thudt toan dua trén khoang cach. Pé du
doan 16p ctia mot diém dit liéu méi, nd kiém tra 16p cua cac diém gén
nhat trong dir liéu huan luyén. Piém dit liéu moi duge phan vao 16p ma

hau hét cac di€ém gan nhat thudc vé.
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° Ung dung: Phan loai hinh dnh, nhan dién ky tu quang hoc (OCR), phan
loai khach hang.

Mang no-ron nhan tao (Artificial Neural Networks - ANN)

e Céch hoat dong: Mang no-ron nhan tao (ANN) 12 mé hinh ldy cam hung
tir cAu trac clia ndo ngudi, bao gdm cac no-ron két ndi véi nhau. ANN
c¢6 kha niang hoc cac mo hinh phtc tap thong qua cac 16p no-ron an, dic
biét hitru ich trong viéc xur 1y dir li¢u 16n va phurc tap.

° Ung dung: Nhan dién giong noi, xur Iy ngoén ngir tu nhién, xe ty hanh,

phan tich hinh anh y té.
1.2.3.2. Hoc may khdng giam sat (Unsupervised Learning)

Néu hoc may c¢6 gidm sat thuc hién phan tich va du doan két qua dua trén
cac dir licu da gén nhan, thi hoc may khong gidm sat sé thuc hién cong viéc do
dua trén cac dir li¢u khong duoc gén nhan. Cac thuat todn phai tu hoc cAu trac
dit liéu, tim kiém cac miu hodc nhom trong dit liu. Céc thuat toan nay thuong

dugc st dung dé kham pha cau triac ti€ém an hoac giam kich thudc dir liu.

UNSUPERVISED LEARNING

Unsupervised learning is a type of machine learning where the algorithm learns
from unlabeled data without any predefined outputs or target variables.

Input Raw Data &  DatabaseTown Outputs @‘

6} . N
) ) Interpretation Processing

& =
Sl e
0ITO

Unlabeled Data

W

J
v

Hinh 1.13: Hoc mdy khong gidm sdt
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Hoc may khong giam sat dugce sir dung dé giam sd luong tinh ning trong
mot mo hinh thong qua qua trinh giam kich thudc. Phan tich thanh phan chinh
(PCA) va phan tich gia tri don 1¢ (SVD) 14 hai cach tiép can phd bién cho viée
nay. Cac thuat toan khac duogc su dung trong machine learning khdng giam sat
bao gdm neural network, phan cum K-mean, phuong phap phan nhém xéc suat.

Phan cum K-Means (K-Means Clustering)

« Cach hoat dong: K-Means la mot trong nhiing thuat toan phan cum phd
bién nhat. N6 chia dit liéu thanh K nhom dua trén tinh tuong dong giira
cac diém. Mdi cum duogc dai dién bai trung tdm (centroid) ctia nod, va cac
diém dir liéu duoc gan vao cum c6 centroid gan nhat.

« Ung dung: Phan khuc khach hang, nhan dién hinh mau trong dir liéu,
phat hién bat thuong.

Phan tich thanh phan chinh (Principal Component Analysis - PCA)

« Cach hoat ddng: PCA 13 mot ki thuat giam chiéu dit liéu, gitip giam s
luong bién dau vao ma van giit dugc phan 16n thong tin trong dir lidu.
PCA tao ra cac thanh phan chinh (principal components) - 1a cac bién
méi duoc xay dung tir cac bién goc.

« Ung dung: Giam chiéu dit liéu trong xir Iy anh, xtr 1y tin hiéu, nhan dién

khuoén mat.

Phan cum phan cip (Hierarchical Clustering)

« Cach hoat ddéng: Phan cum phéan cdp xdy dung mot cdy phan cip
(dendrogram) dé mé hinh hoa quan hé giira cac diém dit liéu. Cac cum
con duoc tao dan dan tir duédi 1én, hodc tir trén xuéng, cho dén khi dat
duoc s6 cum mong mudn.

« Ung dung: Phan loai tai liéu, phan nhom gen, phan tich thi truong.
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Thuéat toan Apriori

« Cach hoat ddng: Thuat toan Apriori chu yéu duoc sir dung dé khai thac
cac mau phd bién trong cac tap dit liéu giao dich 16n. N6 tim kiém cac
két hop thuong xuét hién cung nhau trong dir li€u, tr d6 dua ra cac luat
lién két (association rules).

o Ung dung: Phan tich gié hang (market basket analysis), hé thong dé xuat
san pham, khai thac dit liéu khach hang.

M4 hinh hdn hop Gaussian (Gaussian Mixture Model - GMM)

« Cach hoat déng: GMM 1a mot md hinh xac suét gia dinh rang dit liéu
dugc sinh ra tir sy két hop ctia nhiéu phan phdi Gaussian khac nhau. N6
cho phép phan cum mém (soft clustering), noi mot diém dir liéu co thé
thudc vé nhiéu cum véi cac xac suat khac nhau.

« Ung dung: Phan tich 4m thanh, phan loai tai liéu, xtr Iy anh y khoa.

1.2.3.3. Hoc tang cwong (Reinforcement Learning)

Hoc tiang cuong 1a mot nhanh ciia hoc may tap trung vao viéc dua ra quyét
dinh dé t6i da hoa phan thudng tich lily trong mot tinh huéng nhat dinh. Khong
giéng nhu hoc may c6 gidm sat, dua trén tip dit liéu dao tao voi cac cau tra 1oi
dugc xac dinh trudc, hoc may tang cuong lién quan dén viéc hoc thong qua
kinh nghiém. Trong hoc may tang cuong, néu mét tac nhan hoc cach dat duoc
muc tiéu trong mot mdi trudng khong chic chin, co kha ning phirc tap bang
cach thuc hién cac hanh dong va nhan phan hdi thong qua phan thudng hodc

hinh phat.
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REINFORCEMENT LEARNING

Reinforcement learning is a machine learning paradigm that focuses on how
agents learn to interact with an environment to maximize cumulative rewards.
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Algorithms and Approaches in Reinforcement Learning

e Q-learning e Policy Gradients Methods
» Deep Q-networks (DQN) e Proximal Policy Optimization (PPO)

Hinh 1.14: Hoc may tang cuong
Q-learning

« Cach hoat ddng: Q-learning 1a mot thuat toan khong can md hinh
(model-free), trong d6 agent hoc cach hanh dong bang cach toi wu ham
gid tri Q, mo ta gia tri ky vong cia mdt hanh dong cu thé trong mot trang
thai nhat dinh.

« Ung dung: Robot hoc tu hanh dong, hoc choi game, quan 1y tai nguyén
trong hé thong.

Deep Q-Network - (DQN)

« Cach hoat dong: DQN 1a su két hop ciia Q-learning va mang no-ron
sau. Thay vi st dung bang Q don gian, DQN sir dung mang no-ron dé
xap xi ham gia tri Q, gitp xir Iy cic mdi truong phirc tap voi khong gian

trang thai lom.
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« Ung dung: Game Al (nhu AlphaGo), diéu khién robot, quan 1y ning

lugng.

State Action Reward State Action — (SARSA)

« Cich hoat ddng: Gidng nhu Q-learning, SARSA ciing 1a mot thuét toan
hoc ting cuong. Piém khac biét 1a SARSA cap nhat gia tri Q dya trén
hanh dong ma agent thuc sy chon thay vi hanh dong t6i wu nhat co thé
nhu Q-learning.

« Ung dung: Diéu khién hé théng dong, hoc chién lugc trong cac bai toan

phtrc tap.

1.2.3.4. Hoc sau (Deep Learning)

Hoc sau 1a mot tap hop con cua hoc may stir dung mang no-ron nhiéu 16p,
duoc goi 1a mang no-ron sau, dé mé phong kha ning ra quyét dinh phirc tap

cua ndo nguoi. Mot $6 dang hoc sau ho trg hau hét cac ung dung tri tué nhan

tao trong cudc sdng clia chung ta ngdy nay.
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Su khéc biét chinh gitra hoc sau va hoc may la cAu tric cta kién trac mang
no-ron co ban. Cac md hinh hoc méy truyén thong "Nondeep" sir dung mang
no-ron don gian voi mot hoac hai 16p tinh toan. Cac mé hinh hoc sau st dung
ba 16p tré 1én nhung thudng 13 hang trim hodc hang nghin 16p dé dao tao cac
mo hinh.

Trong khi cdc md hinh hoc ¢ giam sat yéu cau dit liéu dau vao cé cu
trac, duoc gén nhén dé tao ra dau ra chinh xac, cac md hinh hoc sau c6 thé sir
dung hoc khong giam sat. V&i hoc khong giam sat, cac mo hinh hoc sau c6 thé
trich xuat cac dic diém, tinh nang va moi quan hé ma chiing can dé tao ra dau
ra chinh xac tu dit li¢u tho, khong co cAu tric. Ngoai ra, cac mo hinh nay tham
chi ¢6 thé danh gia va tinh chinh dau ra ciia chung dé tang d6 chinh xAc.

Hoc sau 1a mot khia canh ctia khoa hoc dit lidu thiic day nhiéu tng dung
va dich vu cai thién ty dong hoa, thuc hién cac nhiém vu phan tich va vat Iy ma
khong can su can thiép ciia con ngudi. Piéu nay cho phép nhiéu san pham va
dich vu hang ngay ching han nhu tro 1y k¥ thuat sd, diéu khién tir xa TV hd trg

giong noi, phat hién gian lan thé tin dung, xe tu 141 va Al tao ra.

Feedforward Neural Network — (FNN)

e Cach hoat déng: FNN 1a loai mang don gian nhat. Thong tin duoc
truyén tir dau vao, qua mot hodc nhiéu 16p an, dén dau ra ma khong co
vong lap. Mbi no-ron trong mot 16p két ndi day du véi cac no-ron cia
16p tiép theo. Cac trong sd cua cac két ndi nay s& dugc diéu chinh thong
qua qué trinh huan luyén dé giam sai s gitra du doan va két qua thuc té.

° [’fng dung: Phan loai hinh dnh, nhan dang chit viét tay, nhan dang giong

nodi co ban, du béo tai chinh va phan tich dir li¢u don gian.

Convolutional Neural Network — (CNN)
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e Cach hoat ddng: CNN st dung cac 16p tich chap dé tu dong hoc cac dic
trung tir dit liéu. C4c 16p nay gitup phat hién cdc mau nhu canh, goc, hay
chi tiét cu thé trong hinh anh. Thay vi két n6i ddy du nhu FNN, CNN chi
két néi mot phan nho, gitp giam sb luong tham sb va xir Iy dir lidu co
cdu trac nhu hinh anh hiéu qua hon. Lép pooling gitp giam kich thudc
khong gian cua cac dic trung, trong khi 16p fully connected & cubi duoc
dung dé du doan.

° ITng dung: Nhan dang khuén mat, phan loai hinh anh, phat hién vat thé,
phan doan hinh anh, thi gidc may tinh, chan doan y khoa tir hinh anh (X-
ray, MRI).

Recurrent Neural Network — (RNN)

e Cach hoat ddng: RNN c6 ciu triic vong lap giup luu giir thong tin tir
budc trude dé st dung trong bude sau, phit hop véi dit liéu chudi. Mot
no-ron trong RNN khong chi nhan thong tin tir no-ron 16p trudc ma con
tr chinh né. Piéu nay cho phép RNN xur Iy cac dir li¢u ¢6 su phu thudc
tuan ty nhu van ban, 4m thanh hay chudi thoi gian.

e Ung dung: Dy bao chudi thoi gian, nhan dién giong noi, dich ngdn ngit
tu dong, phan tich cam xuc trong van ban, nhan di€én hoat dong nguoi

dung tir video.
Long Short-Term Memory — (LSTM)

e Cach hoat dong: LSTM 1a bién thé cua RNN, giai quyét vin dé cua
RNN khi khong thé nhé cac thong tin dai han. LSTM sir dung ba cira
(gates): cura vao (input gate), ctra quén (forget gate), va ctra ra (output

gate) dé kiém soat ludng thong tin qua cac té bao bd nhé (cell states).
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Piéu nay gitip LSTM luu giir hodc loai bo thong tin theo yéu cau, cho
phép hoc tir cac chudi dir liéu dai.

e Ung dung: Dy bio chudi thoi gian dai han, dich ngon ngit tw dong, nhan
dang giong noi lién tuc, phan tich dir li¢u tai chinh, xir Iy &m nhac va van

ban.
Transformers

e Cach hoat dong: Transformer dya trén co ché attention, cho phép mdi
tir trong chudi co thé "cha y" dén bat ky tir nao khac trong chudi, thay vi
chi dua vao thong tin tir tir lién ké nhu RNN. M6 hinh nay gitp xu ly
chudi dit liéu song song nhanh hon va hiéu qua hon so v6i cac mé hinh
tuan tu. N6 c6 hai thanh phan chinh: Encoder dé xir 1y chudi dau vao va
Decoder dé du doan chudi dau ra.

e Ung dung: M6 hinh ngdn ngir 16n (GPT, BERT), dich may, tra 10i cau
hoi, tom tit van ban, phat hién ngon ngir, xtr Iy ngdn ngit ty nhién (NLP)

hién dai.
Mang no-ron ddi khang (Generative Adversarial Network - GAN)

e Cich hoat dong: GAN bao gom hai mang: Generator va Discriminator.
Generator ¢ géng tao ra dir li¢u gia sao cho giéng dit liéu that nhat c6
thé, trong khi Discriminator cd ging phan biét dir liéu that va gia. Hai
mang nay "canh tranh" véi nhau trong qua trinh huan luyén, va qua dé,
Generator dan dan tao ra dit liéu gia co chét luong cao hon.

e Ung dung: Tao hinh 4nh, video, 4m thanh gia (deepfake), ting cuong dit
liéu, tao hinh anh tir van ban, m6 phong dir li€u cho cdc mo6 hinh may

hoc, cai tién anh chup (anh cti, &nh mo).
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Mang no-ron tich lity (Residual Neural Network - ResNet)

e Cach hoat ddng: ResNet giai quyét van dé vé gradient bi suy giam trong
cac mang sdu. Thay vi chi truyén truc tiép qua timg 10p, n6 st dung cac
két ndi tat (skip connections), cho phép thong tin ¢ thé "nhay qua" nhiéu
16p ma khong bi bién dbi qua nhiéu. Didu nay giup ResNet co thé xay
dung cic mang rat sdu ma khong mat di thong tin.

o Ung dung: Nhan dang va phan loai hinh anh, phat hién dbi tuong trong
hinh anh, phan doan hinh anh, cic bai toan trong thi gidc may tinh can

mang hoc sau hon.

1.2.4. Ung dung ciia hoc may trong linh vuc an ninh mang

Hoc may dang ngay cang tr¢ thanh mot cong cu manh mé trong viéc bao
mAat mang va phat hién tan cong mang nho kha niang tu dong hoc tir dir lidu va

phat hién cac mau bat thuong hodc céac mbi de doa.
1.2.4.1.Phat hign tdn cong mang

Hoc may gitip nhan dién cac mau hanh vi bat thuong trong dir liéu mang,
tir d6 phat hién cic cudc tin cong nhu SQL Injection (SQLi), Cross-Site
Scripting (XSS), va tan cong tir chdi dich vu (DDoS). Phan tich log truy cip va
lwu lwong mang cho phép xac dinh cac dau hiéu cta cac mbi de doa ndy sém

hon, gitip ngan chan kip thoi.
1.2.4.2. Phén tich hanh vi ngwéi dUng va hé thong

Bang cach phan tich sdu hanh vi ctia ngudi dung va hé théng, hoc may
gitip phat hién cac hanh vi bat thuong, giam thiéu nguy co tan cong tlr ndi b,

chang han nhu viéc lam dung quyén truy cép hodc cac thiét bi bi xdm nhap.
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1.2.4.3. Phét hi¢n ma déc va phan mém dic hgi

Céac mo hinh hoc may c6 kha nang phan tich dac trung hanh vi cia ma doc
va phan mém ddc hai, giap phat hién va ngan chan phan mém doc hai trude khi

chiing gay ra ton hai.
1.2.4.4. Phong chéng xam nhdp

Céc hé thong phat hién va phong chéng xam nhap dua trén hoc may co
thé phat hién céc cudc tin cong dang dién ra hodc sip dién ra, tir d6 tu dong

ngan chan hodc dua ra canh bao kip thoi.
1.2.4.5. Dw dodn va ngin ngiva moi de doa twong lai

Duya vao phan tich dit liéu lich str, hoc may c6 kha nang dy doan cac mbi
de doa tiém an trong twong lai, gitp cac chuyén gia an ninh mang xay dung

chién lugc phong ngira hiéu qua va giam thiéu rii ro.
1.2.4.6. Phat hi¢gn gian Ign va gi@ mao

Trong cac linh vuc nhu giao dich truc tuyén va xac thuc, hoc may duoc
st dung dé phat hién cac hoat dong ltra ddo, nhan di¢n cac giao dich bat thuong

hodc hanh vi mao danh, ddm bao tinh an toan cho ngudi dung va hé thng.
1.2.4.7. Tw d¢ng hoa phdan ing Vi sw co

Hoc may c6 thé ty dong hoéa qua trinh phan tng va xir Iy sy ¢d an ninh
mang, gitp ting téc d6 phan ung va giam tai cho cic chuyén gia, tir 46 ning
cao hiéu qua bao mat cho hé thong.

Nho kha nang phat hién mau phtrc tap va phan tich luong dir liéu 16n, hoc
may da va dang tr& thanh mot cong cu khong thé thiéu trong viéc bao vé hé

thdng va dir liéu khoi cac mdi de doa an ninh mang ngay cang tinh vi.
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1.3. Két luan chwong

Chuong 1 d trinh bay khai quat vé an ninh mang, lich sir phat trién cia
an ninh mang ciing nhu cac phuong thirc tn cong phd bién trong an ninh mang
tir 46 s& cho thiy rd duoc anh hudng cta cac cudc tin cong mang ddi voi hé
théng. Bén canh d6 gitp ching ta hiéu dugc cac phuong phap phat hién tin
cong mang. Dong thoi trinh bay tong quat vé hoc may, cac thuit toan hoc may

pho bién va trng dung cua hoc may doéi voi linh vyc anh ninh mang
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CHUONG 2 - NGHIEN CUU PHUONG PHAP PHAT HIEN TAN
CONG WEB DUA VAO CONG NGHE HQC MAY

2.1. Phwong phap tiép can

Dbi voi phuong phap phat hién tin cong web dua trén phan tich log va
hoc may phuong phép tiép can chi yéu tap trung vao viéc thu thap va phan tich
dir liéu tir cac file log ctia may chu web. Cac file log nay ghi lai chi tiét cac yéu
cau truy cdp nhu dja chi IP cua ngudi dung, thoi gian yéu cau, phuong thirc
HTTP, URL duoc truy cap, ma trang thai HTTP, va kich thudc phan hoi.

Nhiing thong tin nay c6 thé cung cip nhiéu dau hiéu vé hoat dong bat
thuong va nguy co tin cong. Dé phan tich va nhan dién cac mau hanh vi bat
thuong trong log, nghién ciru s& ap dung cac k¥ thuat hoc may tién tién. Céc
mo hinh hoc may duoc lua chon sé& ty dong phan tich dir li¢u log va nhan di¢n
cac mau bat thuong, gitip canh bao kip thoi vé cac cude tdn cong tiém an.

Bang cach sir dung hoc mdy, ching ta c6 thé tu dong hoa qua trinh phat
hién tan cong, nang cao hi¢u qua va do chinh xac cua h¢ théng bao mat, tir do

bao vé tot hon cho cac ung dung web khoi cac mdi de doa an ninh.
2.2. Thu thap dir liéu dau vao

Viéc thu thap duge mot s6 lwong 16n vé log ctia cac trang web binh thuong
va bi tin cong la hét strc khé khan, vi hién chua c6 kho luu trit dataset mau ndo
trén thé gidi c6 san vé dir liéu nay.

2.2.1. Dir liéu vé cac trang web bi tan cong

Dir liéu tir cac trang web bj tin cong 1a thanh phan quan trong dé mé hinh
phat hi¢n tAn cong website nhan di¢n dugc cac mau hanh vi bt thuong trong
log. Viéc thu thap loai dir liéu nay khong dé dang, vi da s6 to chirc khong cong
khai thdng tin lién quan dén céc su ¢b an ninh mang ctia ho. Do d6, dé xay dung

mot tap dir liéu du 16mn va da dang, co thé ap dung cac phuong phap nhu:
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Hinh 2.1: St dung bé dir liéu cong khai

Mot s6 to chirc hodc nén tang nghién ctru an ninh mang cung cp cac tap
dir lidu lién quan dén cac kiéu tin cong pho bién. Chang han, CICIDS
(Canadian Institute for Cybersecurity) cung cap nhiéu bo dit liéu vé cac cudc
tan cong mang, bao gom cic log mo phong cac kiéu tin cong nhu SQL
Injection, DDoS, va Brute Force. Kaggle ciing 1a mot ngudn tham khao hiru ich
voi1 cac tap dir liéu duge cong df’)ng chia sé. Tuy nhién, cac tap dir li¢u cong
khai nay thuong khong day du va c6 thé khong phu hgp hoan toan voéi log
Apache.

e MO0 phong tan cong trong mdi truong thir nghiém

Pay 1a mot phuong phap hiéu qua va cha dong dé thu thap log tir cac trang
web bi tn cong. Pau tién, can trién khai mot may chu Apache véi c4u hinh co
ban hoic co cac 16 héng bao mét co kiém soat. Sau do, sir dung céc cong cu
nhu Metasploit, OWASP ZAP, hoac SQLMap dé thuc hién cac cudc tan cong
phd bién nhu SQL Injection, Cross-Site Scripting (XSS), hodc Distributed
Denial-of-Service (DDoS).
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Hinh 2.2: M6 phong tan céng SQLi trén server

Qua trinh nay gitip tao ra mot tap log da dang, phan anh céc kiéu tan

cong khac nhau trong mdi truong thuc té.
2.2.2. Dir liéu vé céc trang web khong bi tan cong

Log tir cac trang web hoat dong binh thuong 13 co sé dé mo hinh hoc may
hiéu dugc hanh vi hop 1é va phan biét nd voi cac hanh vi bat thuong. Viéc thu
thap loai dir liéu nay d& dang hon so v&i dit liéu tir cc trang web bi tan cong,
nhung van can dam bao chét luong va tinh dai dién cua dir liéu. Mot sb cach
tiép can bao gdbm:

e Thu thap log tir cac website tur trién khai:



44

Hinh 2.3: Thu thdp log tir server ti trién khai

C6 thé xay dyng mot trang web mau, dam bao cau hinh bao mat day du
va khéng chira cac 16 hong. Sau d6, moi ngudi dung thuc hién cac thao tac hop
1€ nhu duyét trang, dang nhap, tim kiém thong tin, va tai ndi dung. Dit li€u log
Apache tir cic hoat dong nay s& cung cap mot cai nhin rd rang vé hanh vi binh
thuong trén website.

e Str dung cac log mau tur dich vu hosting:

Nhiéu nha cung cip dich vu hosting nhu AWS, Google Cloud, hoic
DigitalOcean c6 thé cung cip log tir cac trang web khong bi tin cong trong mot
thoi gian dai. Cac log nay thuong dugc ghi nhan ty dong va c6 do chinh xac
cao, nhung van can kiém tra ky dé dam bao riang khong chira cac hanh vi bat

thuong hodc tiém an nguy co.
2.3. Lwa chon va xay dung mo hinh hgc may

Viéc lya chon va xay dung mo6 hinh hoc may 1a mot trong nhitng budc
quan trong trong viéc phat trién hé thong vi mo hinh sé& quyét dinh d6 chinh xéac

va hiéu qua trong viéc nhan dién cac cudc tan cong.
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2.3.1. Lwa chon thuat toan hoc may

Vi¢c lya chon thuat toan hoc may phu hop phu thudc vao dac diém dir liéu
log ctia Apache va muc tiéu cu thé ciia bai toan. Dir lidu log ghi lai thong tin
chi tiét v& cac yéu cau truy cap nhu dia chi IP, thoi gian, phuwong thirc HTTP
(GET, POST, DELETE), URL, ma trang thai HTTP (200, 404, 500,...), va kich
thude phan hdi. Cac dic trung nay cung cap co sd dé phan tich hanh vi nguoi
dung, phat hién truy cap bat thuong, du doan tai hé thong hodc phat hién tan
cong mang.

Pbi v6i muc tiéu phat hién cac yéu cau bat thudng hodc hanh vi tiém an
nguy co, cac thuat toan hoc khong giam sat thuong dugc uu tién do dir liéu log
hiém khi c6 nhén cu thé. Céc thuat toan pho bién bao gom K-means, DBSCAN,
va Isolation Forest, mdi thuat toan déu c6 wu diém trong viéc nhan dién cac
hanh vi khac biét hodc bat thuong trong dir licu.

Khi bai toan yéu cau phan loai cu thé (c6 nhan), cac thuat toan hoc c6 giam

sat nhu Logistic Regression, Random Forest, va Support Vector Machine tr¢
thanh Iya chon hiéu qua. Cac mo hinh nay dac biét hitu ich khi can xac dinh
hodc dy doan loai hanh vi cu thé dua trén cac dic trung 43 duge xit 1y.
Tuy nhién, véi bai toan yéu cau phan tich chudi thoi gian hodc du bao, nhu du
doan tai hé thong hodc xu hudng truy cap, mé hinh LSTM duoc lya chon do
kha ning vuot trdi trong xtr 1y dit lidu chudi thoi gian phitc tap. LSTM, mot
bién thé clia mang no-ron hdi tiép co6 thé luu giit thong tin dai han trong chudi
va phat hién cac mau trong dit liéu log. Diéu nay dac bi¢t hiru ich khi phan tich
cac tuong quan hodc xu hudng trong day truy cap log theo thoi gian.

Mic dil cac mo hinh don gian nhu Linear Regression ciing c6 thé ap dung
dé du bao ngrfm han nhung ma LSTM vuot trgi hon trong viéc xu ly cac bai

toan du bao dai han voéi dir li€u phtre tap. Su lya chon nay khong chi giup nam



46

bét cac mdi quan hé phirc tap ma con ting do chinh xac khi phan tich dit liéu

log theo thoi gian.
2.3.2. Kién trac md hinh LSTM

LSTM la mot mang hoi quy dic biét (RNN) dugc thiét ké cho cac bai toan
xtr 1y thong tin dang chudi . LSTM dugc cho 13 ¢6 két qua cao hon rat nhiéu so
véi RNN. Khéac véi RNN, LSTM chia mét sd don vi dic biét goi la cac khéi
nhé trong céc 16p an hdi quy. Cac khéi nhé nay sé& chira cac 6 nhé duoc két ndi
14n nhau dé luu thong tin trang thai. Bén canh do, mot s6 don vi dic biét khac
g0i 14 cac cong s& co nhiém vu kiém soat cac dong thong tin. Mdi khdi nhd bao

gom ba loai cong: cong dau vao, cong dau ra va cong quén.
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Hinh 2.4: Kién triic mé hinh LSTM
2.3.2.1. Cong quén

e Chiic niing: Xéc dinh thong tin nao trong trang thai cii (C,_,) can duoc
gilr lai hoac loai bo.

e Congthic:: f, = o(W; - [he_q,x,] + by) (1)

Trong do:
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e X, ddu vao tai thoi diém t.
e h,_q: trang thai an tir thoi diém trude do.

« W, by trong s va bias cua cong quén.

o: ham sigmoid.
2.3.2.2. Cong dau vao

« Chirc ning: Quyét dinh thong tin méi ndo tir dau vao s& dugc thém vao
trang thai nh¢ hién tai.

. Cong thuc:
ir = o(W; - [he—y, xc] + by) (2)
va trang thai moi:
Ce = tanh (W, - [he—q, x¢] + bc) 3)
Trong do:

« i;: Paura cua cong dau vao (gia tri nam trong khoang 0-1).

« C,: Gia tri thong tin méi duoc tinh toan.
2.3.2.3. Cong dau ra

« Chire niing: Xéc dinh trang thai an (h,) duoc xuat ra tir LSTM.
. COng thec:

o = o(Wp - [h¢—1,%¢] + Do) (4)
va trang thai an:

h; = o; - tanh(C;)



48

Trong do:

o 0;: Paura cua cong dau ra.

e h,: Trang thai 4n tai thoi diém t.
2.3.2.4. Trang thai bg nho

e Trang thai nhd C; dugc cap nhat boi cong thuec:

Ct=ft°Ct—1+it°€t (5)

2.3.3. Co ché hoat ddng ciia mo6 hinh LSTM

Co ché hoat dong cia mé hinh LSTM duoc t6 chuc theo timg budc thoi

gian (t) voi sy truyén thong tin qua céc trang thai.

2.3.3.1. Tiép nhdn ddu vao tai méi buéc thoi gian

e Dau vao x;. La dir li€u tai thoi diém t. Vi du: mot tur trong cau hoac mdt
gia tri trong chudi thoi gian.
e Trang thai an trudc d6 h,_,: Mang thong tin tir cac budc thoi gian trudc.

e Trang thai 6 nhé trudc do C;_4 : Luu trir thong tin dai han.

2.3.3.2. Cac phép tinh bén trong mgt LSTM cell

(a) Tinh toan cong quén (f,)
e Muc tiéu 1a quyét dinh giir lai hay loai bo thong tin tir C,_;
e f,: La mot vecto gia tri nam trong khoang (0, 1), dai dién cho muirc do

"gifr lai" tng phan cta C,_;.
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(b) Tinh toan cong diu vao (i,) va thong tin méi (C,)

Muc ti€u la xac dinh thong tin méi nao s€ dugc thém vao 6 nhd.
ip = o(W; - [he—1, ] + by) (6)
Ce = tanh(W, - [hy_q, x¢] + b,) (7)

e i,: Xac dinh phan thong tin nao tir C, s& duoc luu.

e C,: La thong tin mdi dugc tinh toan tir x, va h,_;.

(c) Cap nhat trang thai 6 nhé (C;_¢)

Két hop thong tin méi va thong tin dugc gitr lai tir C,_4
Ct=ft°Ct—1+it°€t (8)
e (;: Trang thai 6 nhd cap nhat, mang thong tin dai han.

(d) Tinh toan cong diu ra (o,) va trang thai an (h,)
Muc tiéu 1 xac dinh phan nao cua trang thai C; s& dugc "lay ra" 1am dau ra

hién tai.
or = o(W, - [he—1,x¢] + by) (9)
ht = Ot . tanh(ct) (10)

e h,: Trang thai an, dung 1am thong tin dau ra va truyén sang budc

thoi gian tiép theo.
2.3.3.3. Truyén théng tin qua cdc bwéc théi gian

« Tai mdi budc t, h, (trang thai 4n) dugc ding dé:
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o Truyén thong tin sang budc t + 1.
o Thuc hién dy doan hodc xtr Iy theo yéu cau bai toan.
« C, dam bao ring cac thong tin quan trong dugc duy tri qua nhiéu budc

thoi gian.
2.3.3.4. Co ché tom gon

e Nhan thong tin tir budc trudce (x; , hy—q, Ci—1)
e Tinh toan cac cong (f;, i, 0;) va trang thai 6 nhé (C,).

e Tao dau ra (h,) va truyén thong tin sang budc ké tiép.

2.4. Xay dwng mé hinh hec may

Qua trinh xay dung mo hinh hoc may dugc chia thanh cac budc chinh bao
gdm chuan bi dit liéu, lua chon mo hinh, hudn luyén, va danh gia hiéu suat. Pay
1a cac bude cu thé dé xay duyng mé hinh phat hién tdn cong mang dua trén dir
liéu log ctua Apache.

Chuéin bi dir li¢u
e Thu thap dir li¢u: Tap hop dir li€u log cua Apache tir hé théng thuc té,
hoic tir cac bd dit liéu co san bao gém cac thong tin nhu dia chi IP, thoi
gian, phuong thaec HTTP, URL dugc truy cap, ma trang thai HTTP, va
kich thudc phan hoi.
Tién xir Iy dit liéu
e Loai bo dir liéu nhidu: X06a bo cac ban ghi khong can thiét hodc khong
hop 1& (nhu ban ghi bi thiéu thong tin).
e Chuan héa dit liéu: M4 héa dia chi IP, chuyén doi thoi gian sang dinh
dang s6, va chuan hoéa cac gia tri nhu ma trang thai hodc kich thudc phan

hdi vé cting mot thang do.
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e Tao dic trung: Trich xuét cac dic trung quan trong tu dit li¢u log, nhu
s6 luong yéu cau tir mot dia chi IP trong mot khoang thoi gian nhat dinh
hodc ty 1& ma trang thai 15i.

Luwa chon m6 hinh

Dua trén phan tich yéu cau bai toan, lua chon mé hinh LSTM dugc danh
gia la phu hop dé xur 1y dit liéu log theo chudi thoi gian. M6 hinh nay c¢6 kha
nang:

e Ghi nhé cac trang thai trude d6 trong chudi dir lidu.

e Nim bit cac mbi quan h¢ dai han gitra cac sy kién, tr 6 phat hién cac
mAu bat thudng hodc hanh vi tiém an nguy co.

X4y dung va huan luyén mé hinh

e Chia dir liéu: Tach dir liéu thanh tap huan luyén (training), tap kiém tra
(testing), va tap danh gia (validation) theo ty 1& thich hop, chang han
70%-20%-10%.

e Xay dung mo6 hinh LSTM:

e Thiét ké kién trac: Bao gdom cac 16p LSTM két ndi véi cac 16p Dense
(fully connected) dé tao dau ra du doan.

e CAu hinh tham sb: Pat sd luong té bao LSTM, kich thudc batch, sd
epoch, va sir dung cac k¥ thuat nhu dropout dé giam thiéu hién tuong
overfitting.

Huén luyén mé hinh

e Téi vu hoa béng céc thuat toan nhu Adam dé tang tdc d6 hoi tu.

e Theo ddi qué trinh huan luyén qua biéu d6 ham mét mat va do chinh xéc
trén tap kiém tra.

Panh gia mo hinh

Mo hinh dugc danh gia dua trén cac chi so
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e Precision, Recall, Fl-score: Str dung cho cac bai toan phat hién bat
thuong hodc phan loai.
Kiém tra kha ning phat hi¢n bat thuwong
e Dung dir liéu gia lap tAn cong mang dé danh gia kha ning phat hién cac
yéu cau bat thuong.
e Do ty 1€ phat hién (True Positive Rate) va ty 1¢ bao sai (False Positive
Rate).
e Tinh chinh va trién khai
Tinh chinh m6 hinh
e Diéu chinh siéu tham s6 nhu LSTM, learning rate, hoac kich thudc batch
dé cai thién hiéu suat.
e Ap dung cac phuong phap tang cuong dit liéu néu dit liéu log chua du
phong phd.
Trién khai mé hinh
e Tich hgp md hinh vao hé thong giam st thoi gian thuc.
e Két hop véi cac cong cu canh bao dé tu dong hoa viéc phat hién va phan
g véi cac tAn cong mang.
Viéc xay dung mé hinh LSTM khong chi doi hoi ki thuat hoc mdy ma
con can hiéu biét sdu vé dic trung dit liéu log va yéu cau cua bai toan. Diéu nay

dam bao mo hinh hoat dong hiéu qua va dap tmg cac muc tiéu bao mat hé thong.
2.5. Huan luyén mé hinh
2.5.1. Chuén bi tap dir liéu

Pé huan luyén md hinh hoc may, budc chuan bi tap dir liéu 1a vo cling
quan trong. Tap dit liéu phai dugc chuan bi k§ ludng dé dam bao chat lugng va

do tin cdy cao nhat.
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2.5.1.1. Thu thdp di liéu

Dit liéu duoc 13y tir cac tép log chira thong tin vé cac yéu cau HTTP. Tép
data_attack.txt chtra cac log c¢6 cac yéu cau tan cong trong khi data_clean.log
chtra cac log binh thudng. Céc log nay duoc gan nhén tuong tng véi 1 (tdn

cong) va 0 (binh thuong).
2.5.1.2. Xar ly di liéu

Dit liéu log chira nhiéu thong tin khéng can thiét. Chung ta tip trung vao
cac c¢Ot quan trong nhu dia chi IP, thoi gian, phuong thitc HTTP, va URL yéu
cau.

Sau khi tai dit liéu tir hai file s& sir dung mot ham chuyén doi thoi gian tir
log thanh dinh dang datetime ctia Python, xtt 1y ca truong hop c¢6 hoac khong
cO mui gio.

Va ngay sau d6 s& sir dung mot biéu thirc chinh quy (regex) dé trich xudt
thong tin cua timg dong log. Cac thong tin ndy bao gom dia chi IP, thoi gian,
phuong thire HTTP, URL duoc yéu cau, phién ban HTTP, ma trang thai, kich
thude phan hdi, va thong tin vé trinh duyét nguoi dung (user-agent) dé co thé

thuan tié€n cho viéc xtr 1y.
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Hinh 2.5: Ham xit Iy dit liéu dau vao

Ham parse_log_time dung dé chuyén doi thoi gian (timestamp) trong log
tir chudi ky tu thanh d6i tuong datetime. Pau tién, ham cd gang khép chudi thoi
gian theo dinh dang c6 chira mai gid (%d/%b/%Y:%H:%M:%S %z). Néu
khong thanh cong, né s& thr chuyén doi theo dinh dang khong c6 mui gio
(%d/%b/%Y :%H:%M:%$). Diéu nay gitp dam bao tinh linh hoat khi xtr 1y cac
log c6 su khac biét vé dinh dang thoi gian.

Ham load data thyc hién nhi€ém vu chinh la doc file log, phan tich tung
dong, va luu trir dir liéu da xir Iy vao mot DataFrame cua thu vién pandas. Ham
bat dau bang cach tao mot DataFrame rdng véi cac cot ip, datetime, method,
url, http_version, status, size, user_agent, sql_injection, xss_attack, va label.

Piéu nay gitp chuan bi cu trac dir lidu dé luu trit cac thong tin can thiét tir log.
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r+ v o B &

[ (\%23) [ (#)",

rU(O3D) | (=) [\n]*((\%27) | (V) | (\A-) | (\63B) [ (5)) s
r"\b(OR|AND)\b.+\b(=| LIKE| IN)\b",
r*(UNION(\X20| )SELECT(\%2e| ))",

r"(SELECT.+FROM. +WHERE ) | (INSERT INTO.4+VALUES)",
" (EXEC(\s | \#)+(xp_cmdshell| sp_executesql))”

or pattern in sql_patterns
if re.search(pattern, url, re.IGNORECASE):|
ret

e|document,.write |window\. location|<scripts)",
+.422) | ((\B3C) | <) *2script. *2((\¥3E) )",
nerror=|onload=|alert\()"

in xss_patterns:
arch(pattern, url, re.IGNORECASE):

def detect_ddos(df, request_threshold=100, time_window=timedelta(minutes=1)):
os_attack'] = @

_data) - request_threshold):
loc[i + request _threshold]['datetime’] - ip_data.iloc[i]['datetime’] <= time window:

p_data.index[i:1 + request_threshold], 'ddos attack'] = 1

Hinh 2.6: Cdc ham xu Iy dir liéu

Céc ham trén duoc thiét ké dé phat hién ba loai tdn cong mang pho bién:
SQL Injection, XSS (Cross-Site Scripting), va DDoS (Distributed Denial of
Service).

Ham detect_sql_injection dugc st dung dé kiém tra xem mot URL c6 chira
dau hiéu cta tan cong SQL Injection hay khong. SQL Injection 1a mt loai tin
cong nham chén cac cau lénh SQL ddc hai vao cac truy van co s6 dir liéu. Ham
nay sir dung mot danh sach cac biéu thirc chinh quy dé xac dinh cac mau dir
liéu nghi ngo, chang han nhu UNION SELECT, ' OR 1=I1, hoic DROP
TABLE. Néu URL khép voi bat ky mau ndo trong danh sach, ham sé tra vé gia
tri 1 (phét hién tan cong), nguoc lai tra vé 0.

Tuong ty, ham detect xss s& kiém tra xem URL c¢6 chita cac miu dir liéu
lién quan dén tdn cong XSS hay khong. XSS 14 tan cong tiém ma doc JavaScript
vao cac trang web, thudng nham vao viéc danh cip thong tin hodc 1am hong
giao dién web. Danh sach cac biéu thirc regex trong ham nay dugc str dung dé
tim kiém cac dau hiéu nhu thé <script>, cac su ki¢n onerror hodac alert, cling
nhu truy cdp cac thudc tinh trinh duyét nhu document.cookie. Néu phat hién

mau khdp, ham tra vé 1, biéu thi URL c¢6 kha ning bi tan cong XSS.
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Cubi cung, ham detect_ddos phat hién cac cudc tdn cong DDoS dya trén
tan sudt yéu cau tir mdi dia chi IP trong mot khoang thoi gian cu thé. Dit liéu
log duogc t6 chirc dudi dang mot DataFrame v&i céac cot ip va datetime. Ham
nay kiém tra xem sb luong yéu cdu tr mot IP cd vuot qua ngudng
request_threshold trong khoang thoi gian time window hay khong (mac dinh
12 100 yéu cau trong 1 phut). Néu vuot ngudng, IP d6 duoc danh dau 1a mot

ngudn tin céng DDoS véi ddos_attack = 1.
2.5.2. Huan luyén mé hinh

Qua trinh huan luyén m6 hinh 13 mot budc quan trong trong viéc xay dung
hé thong phat hién tin cong. Dir liéu dau vao can dugc chuan bi ky ludng dé
dam bao md hinh hoc tap hiéu qua. Tiép theo s& dugc xur Iy mét can bang 16p
bang k¥ thuat oversampling, dir liéu s& dugc chia thanh cac tip huan luyén va
kiém tra. Dir liéu bao gdm céc thong tin nhu phuong thirc HTTP, URL va thong
tin nguoi dung duoc két hop thanh chudi van ban bang cach str dung bo ma hoa

tir vung (Tokenizer). Dé dam bao tinh théng nhat va giam thiéu 15i.

topping = EarlyStopping(monitor="val_loss’, patience=10, restore_best_weights=True)
r = ReducelROnPlateau(monitor="val_loss’, factor=0.2, patience=3, min_lr=le

Hinh 2.7: Cdc ham hudn luyén mé hinh
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Mo hinh str dung céac 16p Dropout va BatchNormalization, dé tdi wu hoa
va giam nguy co overfitting. Qua trinh huan luyén dugc gidm sat boi cac ham
callback nhu EarlyStopping va ReduceLROnPlateau nham cai thién hiéu suat

va tranh vi¢c mo hinh huan luyén qué lau ma khong tang d6 chinh xac.

2.6. Panh gia mo hinh

epoch accuracy loss |precision| recall val_accuracy val_loss val_precision |val_recall| learning_rate
1 0.9849 0.0459 0.9842 0.9856 0.9980 0.0138 0.9960 1.0 0.001
2 0.9987 0.0077 0.9977 0.9957 0.9996 0.0031 0.9992 1.0 0.001
3 0.9992 0.0052 0.9987 0.9957 0.9996 0.0030 0.9992 1.0 0.001
4 0.9994 0.0046 0.9989 0.9939 0.9996 0.0029 0.9992 1.0 0.001
5 0.9994 0.0044 0.9989 0.9999 0.9996 0.0027 0.9992 1.0 0.001
6 0.9994 0.0042 0.9990 0.9999 0.9996 0.0027 0.9992 1.0 0.001
7 0.9994 0.0042 0.9989 0.9999 0.9996 0.0026 0.9992 1.0 0.001
] 0.9994 0.0035 0.9990 0.9999 0.9996 0.0025 0.9992 1.0 0.001
9 0.9996 0.0030 0.9993 1.0 0.9996 0.0027 0.9992 1.0 0.001
10 0.9996 0.0032 0.9992 1.0 0.9996 0.0027 0.9992 1.0 0.001
11 0.9996 0.0028 0.9993 1.0 0.9997 0.0022 0.9993 1.0 0.0002
12 0.9996 0.0031 0.9993 1.0 0.9997 0.0020 0.9995 1.0 0.0002
13 0.9996 0.0027 0.9993 1.0 0.9997 0.0020 0.9995 1.0 0.0002
14 0.9996 0.0026 0.9993 1.0 0.9997 0.0020 0.9995 1.0 0.0002
15 0.9996 0.0025 0.9993 1.0 0.9997 0.0020 0.9995 1.0 0.0002
16 0.9996 0.0026 0.9993 1.0 0.9997 0.0020 0.9995 1.0 4.00E-05
17 0.9996 0.0031 0.9992 1.0 0.9997 0.0019 0.9995 1.0 4.00E-05
18 0.9996 0.0025 0.9993 1.0 0.9997 0.0019 0.9995 1.0 4.00E-05
19 0.9996 0.0025 0.9993 1.0 0.9997 0.0019 0.9995 1.0 8.00E-06
20 0.9997 0.0026 0.9954 1.0 0.9997 0.0019 0.9995 1.0 8.00E-06

Hinh 2.8: Chi tiét két qua qud trinh hudn luyén

Loss Accuracy Precision Recall
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— Train Loss Looo

e — — — ] 1.000 — -
Validation Loss
0.998
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0.996
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0.992 1
0.992
0.9%0
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0986
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0.986
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Hinh 2.9: Biéu do két qud qud trinh hudn luyén

Trong qué trinh huan luyén, accuracy trén tap huan luyén tang déu qua cac

epoch, dat mirc 0.9997 & epoch cudi cung. Piéu nay cho thdy mé hinh da hoc
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t6t cac mau trong tap huin luyén. Dong thoi, validation accuracy ciing ting dan
va dat 0.9997 & epoch cudi, rat gan véi accuracy cua tip hudn luyén. Pay 1a
dau hiéu cho thdy mo hinh téng quét hoa tot, khong bi overfitting.

Dbi v6i loss, gia tri nay giam nhanh chong qua cic epoch dau tién va 6n
dinh & murc rat thap tir epoch 12 tro di. Training loss giam tir 0.0459 & epoch 1
xubng con 0.0026 & epoch 20, trong khi validation loss giam tir 0.0138 xudng
0.0019. Piéu nay ching t6 md hinh dan tiép can trang thai hoi ty, va viéc giam
loss & tap kiém tra 12 mét tin hiéu tich cuc vé kha nang hoc sau.

Hai chi s6 quan trong dé danh gia do chinh xac cia mo hinh 1a precision
va recall déu dat gia tri rat cao gan bang 1.0 trén ca tap huan luyén va tap kiém
tra. Precision cao trong khoang 0.9994-0.9999 cho thay mé hinh dy doan réat
chinh xac cac mau duong tinh, véi rét it truong hop bi dwong tinh gia. Trong
khi do, recall dat gia tri tuyét ddi 1.0 tir epoch 10 trd di trén tap kiém tra, chiing
minh mé hinh khong bo sot bat ky mau duong tinh nio.

Learning rate ban dau dugc dit & muc 0.001 va giam dan theo timg giai
doan cta qua trinh huan luyén, véi gia tri nho nhat 1a 8e-06. Két hop co ché
giam tbc d6 hoc da gitip mo hinh hdi tu mét cach hi€u qua, dac biét trong cac
epoch cudi, khi mé hinh tién gin dén trang thai tdi vu. Nho vay, mo hinh c6

thé tranh dugc hién tuong dao dong hodc khong hoi tu & cac diém gén cuc tri.
2.6.1.1.Ma trgn nham ldn

Dua vao ma trdn nham 14n, c6 thé thdy rang mo hinh hoat dong tbt véi ty
1& dy doan diing cao. S6 lugng cac truong hop True Positive va True Negative
rat 16n, trong khi sé luong False Positive va False Negative nho, cho thdy mo

hinh c6 d¢ chinh x4c cao va it gip sai s6t trong phan loai.
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Confusion Matrix
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Hinh 2.10: Ma trdn nham lan
True Positive (TP): C6 7,542 truong hop "Attack" dugc mo hinh du doan
chinh xac 1a "Attack”. Piéu nay khang dinh ring mo hinh c6 kha ning
nhan dién rat tot cac truong hop tn cong.
True Negative (TN): C6 7,452 truong hop "Clean" dugc md hinh du
doan chinh xac 1a "Clean". Piéu nay chting td mo hinh ciing c6 d chinh
X4c cao trong viéc phan loai cic truy van binh thudng, dam bao rang
phan 16n cac hoat dong hop 1& khong bi nhan dién sai.
False Positive (FP): C6 4 trudong hop "Clean" bi nham 14n 1a "Attack".
Pay 1a s6 lugng bao dong gia rat thap, cho thdy mé hinh di han ché hiéu
qua hi¢n tugng nhan dién nham cac truy vén sach thanh tan cong.
False Negative (FN): C6 0 trudng hop "Attack" bi nham 14n 13 "Clean".
Két qua nay da cho thdy khong cé truong hop tan cong nao bi bé sot,
dam bao rang hé théng co thé phan img nhanh chéng va hiéu qua véi moi

mbi de doa.
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2.6.1.2. Puwong cong diém F1

Puong cong F1-Confidence mé ta mdi quan hé gitta diém sb F1 va ngudng

du doan.

F1l 5core

Truc ngang (Threshold): Biéu thi ngudng du doan, voi cc gia tri tir 0
dén 1. Nguong du doan xac dinh mtrc do tu tin cua mo6 hinh khi phan
loai mot truong hop 1a "Attack" hay "Clean". Vi du, néu ngudng 13 0.5,
cac truong hop cd xac suit 1on hon 0.5 s& dugce phan loai 1a "Attack",
nguoc lai s€ dugc phan loai 1a "Clean".

Truc doc (F1 Score): Biéu thi diém s6 F1, 1a mot chi sd danh gia hiéu
suat cia mo hinh, két hop gitra d0 chinh xac du dodn va do nhay. DPiém
s6 F1 cang cao thi mé hinh cang ¢ hiéu qua tét trong viéc cin bang giira

viéc phét hién dung cac truong hop va han ché bao dong gia.

F1l-Confidence Curve

100 g
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Hinh 2.11: Puong cong diém F1
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Tir d6 thi c6 thé thdy mé hinh duy tri F1 score gan nhu t6i da (x4p xi 1.0)
trén phﬁn lon cac ngudng du doan, dac biét & khoang gitia biéu d6. Biéu d6
phan anh réng mé hinh c¢6 hiéu suét cao va 6n dinh & mot khoang rong cac
ngudng du doan. Su 6n dinh ndy cho thdy mé hinh c6 kha ning can bang tot
gitra Precision va Recall, gitip dam bao tinh chinh x4c va bao phu trong duy
doan. F1 score dat gia tri tdi da ¢ ving trung tdm cua biéu dd trong khoang
ngudng tir 0.4 dén 0.6.
2.6.1.3. Puong cong thu héi chinh xdc

Puong cong Precision-Recall (Precision-Recall Curve), ding dé danh gia
hiéu suét ciia mé hinh phan loai.
e Precision (B9 chinh xac du doan): Ty 1€ cac du doan "Attack" ding trén
tong sd cac du doan 1a "Attack".
o Recall (b6 nhay): Ty 1€ cac truong hop "Attack" thuc su dugc phat hién
(du doan ding) so véi tong sb trudong hop "Attack".

Precision-Recall Curve
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0.8 1

Precision

0.7 1

0.6

0.5 1

0.0 0.2 0.4 0.6 0.8 1.0
Recall

Hinh 2.12: Puong cong thu hoéi chinh xdc
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Pic diém cua duong cong:

e Truc hoanh (Recall): dai dién cho ty 1é cac truong hop duong tinh thuc
su dugc md hinh phat hién. Recall cao thé hién kha niang mé hinh phat
hién hau hét cac trudong hop ding.

e Truyc tung (Precision): phan anh ty 1€ cac du doan duong tinh dung so vai
tong s6 du doan dwong tinh. Precision cao nghia 1a s6 luong du doan
nham giam va mé hinh tip trung vao cac du doan chinh xac.

Trong db thi, c¢6 thé thiy rang & phan 16n gia tri cua Recall, Precision duy
tri & murc rat cao (gan bang 1). Diéu nay cho thdy mé hinh c6 kha niang hoat
dong hi¢u qua va duy tri do chinh xac cao trong viéc du dodn cac truong hop
duong tinh ngay ca khi ting kha ning bao phui . Tuy nhién, khi Recall gan dat
1, c6 mot su sut giam nhanh chong vé Precision. Diéu nay xay ra khi mé hinh
cd ging bao phu tat ca cac truong hop duong tinh, dan dén mot sb luong nhod

cac du doan sai, lam giam do chinh xac.
2.7. Két luan chwong 2

Chuong 2 d3 tap trung nghién ctru va trién khai cac phuong phéap phat hién
tan cong web dua trén cong nghé hoc may. Pau tién, phuong phap tiép can
dugc xac dinh nham dam bao qua trinh phat hién tan cong dién ra mot cach
hi¢u qua va toan di¢n. Tiép theo, vi¢c thu thap va phan loai dit liéu vé cac trang
web bi tin cong va khong bi tin cong duoc tién hanh mot cach ki ludng, tao
nén tang dit liéu phong pht va dang tin cay. Viéc thuc hién lya chon thuat toan
hoc may phu hop, xay dung va huan luyén mé hinh dua trén tap dit liéu duoc
chuan bi mot cach can than. Cac giai doan huén luyén va danh gid dugc thuc
hién nghiém ngat dé dam béao mo hinh dat duwoc do chinh x4c cao trong viéc

phat hién cac loai tan cong web nhu SQLi, XSS, va DDoS.
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CHUONG 3 - XAY DUNG HE THONG PHAT HIEN VA CANH BAO
TAN CONG WEB

3.1. Pat van dé

Trong thoi dai ngdy nay van dé an toan thong tin tré nén vo cling quan
trong. Mic du nhiéu cong nghé an toan thong tin hién dai da duoc phat trién
v6i d6 chinh x4ac ngay cang cao, cudc chién gitta cac bién phap bao mat va cac
k¥ thuat tAn cong cta tin tic van khong nging dién ra. Cac cong nghé hién tai
van chua thé ngan chin hoan toan moi kiéu tan cong tinh vi. Do d6, trong nhiing
nam gan day, cac nha nghién ctru d chuyén hudng tap trung vao viéc phat trién
cac cong cu phat hién tin cong website dé c6 thé phat hién va ngan chin céac
cudc tdn cong mot cach sdm nhat tranh gy anh hudng téi hé thong to chic.

Céac mdi nguy hai c6 thé dén tir ca bén trong va bén ngoai to chiic, va viéc
hé thdng bi xdm nhép 1a diéu khong thé tranh khoi. Thach thic dat ra 1a 1am thé
nao dé phat hién va (mg phé véi cac méi nguy hai ndy mot cach nhanh chong
va chinh xdc. Mac du cac may chu web ngay nay dugc bao vé bdi cac 16p an
ninh chéc chén, khong phai to chirc ndo cling du kinh phi dé trién khai day du
cac giai phap bao mat. Cac giai phap hién tai cling chua hoan toan toan dién,
van ¢ nhirng k¥ thuat tinh vi c6 thé vuot qua. Viée cac website cua cac to chirc
bi tin cong di cho thay su thiéu sot trong cac 16p bao mat. Quan tri vién can
niam bit thong tin nhanh chéng dé dua ra cic bién phap diéu tra va tng pho,
giam thiéu thiét hai cho to chic.

Hé thdng canh bao phat hién tan cong website s& hd tro' quan tri vién trong
tinh hudng nay. Bang cach theo ddi trang web tir goc nhin cta ngudi dung thong
thuong, hé théng co thé phat hién nhanh chong céc thay doi ngay trong log cua
hé théng do ké tan cong gy ra va 1ap tic giri canh bao cho quan tri vién. Piac
biét, hé thong co thé tich hop véi cac hoat dong cua hé théng SOC dé nang cao

hiéu qua phan Gmg va bao vé hé thong.
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3.2. Xay dung hé théng canh bao
3.2.1. Cac thanh phan ciaa hé théng canh bao

Hé théng canh bao cua nghién ciru c6 nhiing thanh phan nhu sau:

Attack H Alert ’

Web Server H Apache Log H Pre Processing }—’

Hinh 3.1: Céc thanh phan cia hé thong

Pau tién, may chi web tiép nhan cac yéu cau HTTP tir nguoi dung hoic
cac tng dung khac va ghi lai chi tiét ctia mdi yéu cu vao tép Apache log, bao
gom thong tin nhu dia chi IP, URL truy cap, va phuong thirc HTTP. Tiép theo,
dir liéu nhat ky duoc dua vao giai doan tién xtr 1y, noi né dugc lam sach, chuan
hoa, va chuyén d6i sang dinh dang pht hop dé phan tich. Sau khi tién xir 1y, dix
liéu duoc chuyén dén bo phan loai, noi cac yéu cau duge phan thanh hai loai:
"Clean" (hop 1&) hodc "Attack" (c6 dau hiéu tdn cong). Néu yéu cau 1a hop 1¢,
n6 s& dugc xur 1y tiép hodc bo qua. Nguoc lai, néu phat hién dau hiéu tan cong,
hé théng s& kich hoat co ché canh bao, guri thong bao dén doi ngii bao mat dé
co bién phép tng pho kip thoi. Quy trinh nay gitp tu dong hoda viéc phat hién

cac cudc tan cong dé dam bao an toan cho hé thng.
3.2.2. Trién khai hé théng

Str dung fluent-bit dé giri log apache tir server web sang server xtr 1.
Fluent-bit 14 mot phan mém mi ngudén mé, nhe va c6 kha ning mé rong
cao, duoc thiét ké dé thu thap va xir 1y dit liéu telemetry tir nhiéu ngudn khac

nhau sau d6 phén tich, loc va phan loai log trudc khi giri dén cac dich dén da
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xac dinh nhu co s& dir liéu, hé théng luu trlr ddm may hodc cac nén tang phan
tich dir licu.

Fluent-bit n6i bat nhd kha ning hd tro manh mé cho cac méi truong dam
may va container, cho phép tich hop dé dang véi cac cong cu nhu Kubernetes
va Docker. Ngoai ra, né con cung cap nhiéu plugin cho céc input, filter va
output, gitip ngudi ding d& dang mé rong va tiy chinh chirc ning theo nhu cau
cu thé. Mot trong nhitng uu diém 16n cta Fluent Bit 1a kha nang hoat dong hi¢u
qua ngay ca trong cac moi truong han ché tai nguyén, v4i hiéu suat cao va mirc
tiéu thu tai nguyén thap, giap dam bao hoat dong lién tuc va dang tin ciy cia

hé thong.

3.2.2.1. Thu thdp log tir hé théng

Hinh 3.2: Cai dat fluent-bit
Sau khi di cai dat thanh cong fluent-bit trén hé thong web server can céu
hinh fluent-bit dé guri log sang server xur Iy va gui 1én giao dién cua hé thong

ElasticSearch
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Hinh 3.3: Cdu hinh trong fluent-bit

- INPUT
Name: tail
e Piy la tén cua plugin dau vao (tail), nghia 1 hé théng sé& theo ddi cac
dong mdéi dugc thém vao file log.
Path: /var/log/apache2/access.log
e Puong dan dén file log ctia Apache ma hé thong s& theo ddi.
Tag: access.log
e Nhin dé phéan biét log nay véi cac log khac.
Refresh_Interval: 5
e Thoi gian (gidy) giita cac 1an kiém tra file log dé xem c6 dong méi hay
khong.
Rotate Wait: 5
e Thoi gian cho (gidy) dé xir Iy cac log sau khi file log dugc xoay vong
(log rotation).
Mem_Buf_Limit: 5MB
e Gidi han bg nh¢d str dung dé luu trir cac log tam thoi trong b nho trudce
khi gui di.
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Skip_Long_Lines: On
e Néu cac dong log qua dai, hé thdng s& bo qua chiing thay vi ¢b gang xur
ly.
- OUTPUT
Name: http
e Tén cua plugin dau ra (http), nghia 1a hé thong sé& giri log qua giao thirc
HTTP.
Match: access.log
e Nhin cua cic log ma plugin déu ra nay s& xu 1y (phai khép véi nhan
trong phan INPUT).
Host: 192.168.135.143
e Dija chi IP cua server B noi céc log s& duoc giri dén.
Port: 8080
e Cong cua server xir Iy dé nhan cac log.
URI: /api/logs
e Duong din API cua server B noi céc log s& duoc gt dén.
tls: Off
o Két ndi khong st dung TLS (két ndi khong duoc ma hoa).
Format: json
¢ Dinh dang cua céac log duoc gui di (& day la dinh dang JSON).
Json_date key: timestamp
e Khoa JSON duoc st dung dé luu trit thoi gian cua log.
Json_date format: is08601
¢ Dinh dang cua thoi gian (ISO 8601).
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3.2.2.2. Phan tich va xa ly log

Bén server xur ly can tao mot doan code python dé c6 thé nhan duoc di

liéu tir bén web server gui sang

Hinh 3.4: Code Python nhan va xu Iy dir liéu tir Webserver
Dt li€u sau khi nhan dugc thi s€ dugc ty dong phan tich xem c6 phai

mot trudng hop tan cong hay khong

Hinh 3.5: Cdc truong hop dwoc phdn tich la hop ¢
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Hinh 3.6: Cdc triong hop dwege phan tich la tin cong
Sau khi phan tich dugc hoan tat hé thong sé& sir dung fluent-bit dé dy log

1én hé théng Elasticsearch dé truc quan hoéa dir liéu

Hinh 3.7: Cdu hinh fluent-bit ddy log da phan tich 1én hé thong Elasticsearch
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3.2.3. Giao dién hé thdng

Elasticsearch 1a mot nén tang manh m¢ dugc thiét ké dé luu trit, tim kiém
va phan tich dir liéu 16n theo thoi gian thyc. Vi kha niang tim kiém va phan
tich dir li¢u nhanh chéng, Elasticsearch thuong dugc sir dung dé truc quan hoa
dir liéu sau khi phan tich. N6 cung cdp mét giao dién truc quan cho phép ngudi
dung d& dang truy cép, twong tac va phan tich dit liéu qua cac biéu dd, bang va
bao cdo. Thong qua vi¢e tich hop véi cac cong cu nhu Kibana, Elasticsearch
gitip doanh nghiép c6 thé theo ddi, phan tich va dua ra quyét dinh dua trén dir
liéu mdt cach hi€u qua va truc quan. biéu nay dac bi¢t hitu ich trong viéc theo
ddi hoat dong hé thdng, phén tich log hodc khai thac dit liéu phuc vu nhu cau

kinh doanh va an ninh mang.

.‘

Welcome to Elastic

ppppppp

Hinh 3.8: Giao dién dang nhdp cua hé théng
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Apachesccess v = @

[}

B | Q search field names = 0 Documents (40) Field statistics G sonfelds H =

v Available fiekds 10 Document

v Metafields ]

Rows per page: 100 v

Hinh 3.9: Hinh dnh log dwoc ddy vé hé thong Elastic

Hinh 4nh cho thiy cac ban ghi log ciia mot hé théng da duoc day vé va
hién thi trén giao dién cua Elastic Stack, cu thé 1a Kibana. Céc log duoc phan
loai theo truong dir liéu nhu @timestamp, agent, host, va method. Giao dién
hién thi ting dong log chira thong tin chi tiét vé thoi gian truy cap, dia chi IP
cua client, phuong phap HTTP (GET/POST), va tai nguyén duogc yéu cau trén
may chil. Nhitng thong tin ndy gitp ngudi quan tri hé théng theo ddi cac hoat
dong trén may chii web, phan tich hanh vi truy cép, phat hién cac van dé bat
thuong hodc hanh vi tiém an nguy co. Cong cu manh mé nhu Elastic Stack gitip

to chure t01 uvu hoa vig¢e giam sat va quan 1y log mot cach tryc quan va hiéu qua.
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~ Empty fieids

~ Meta fields
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Safari/537.36 http_version a2.168. 13 thod 3
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10.0; Winks; xb4) ApplemchKit/837 36
192.168.135.1 method GE

X Close
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Hov 21, 2024 § 09:04:26.000

Mazita/s.0 (Windaws NT 10.0; WinBa; x84] AppleiebKit/53
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Hinh 3.10: Hinh anh log dwoc mé hinh danh

ad pane

By Add from library

% Controls

x 48 code

@timestamp

@timestamp.keyword

agent

Countot records.

agent keyword

Settings  Share

Btimestama per 30 seconds

Saveas  Switch to view made

@~ Last15 minutes & Refresh

Mazilla/s.0 (Wi

Mazilla/s.0 (W

Mazilla/s.0 (W

Mazilla/s.0 (W

& NT 10.0; WinB4; x64) Applewet: Mozill

& NT 10.0; WinB4; x64) Applewet: Mozill

& NT 10.0; Wing4; x64) Apple)

& NT 10.0; Wing4; x64) Applewet: Mozill

& NT 10.0; WinB4; x64) Applewet: Mozilla/s.0 (¥

Marzill

& NT 10.0; W

& NT 10.0; W

& NT 10.0; W

& NT 10.0; W

T 10.0; W

Hinh 3.11: Giao dién thong ké

3.3. Két luan chwong 3

Chuong 3 da trinh bay vé viéc trién khai hé théng canh bao tdn cong

website. Qua trinh trién khai bao gdm céac budc tir cai dit moi truong, xtr Iy cac

luong cua dir lidu, tich hop md hinh véi cac chire ning canh bao vao mdt giao

dién dé d& dang theo ddi cho ngudi dung. Hé thdng bude dau cho thdy kha ning

phat hi¢n tan cong vdi do chinh xac cao, dap img yéu cau thoi gian thyc va tao

tién dé cho cac cai tién trong tuong lai.
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KET LUAN VA KHUYEN NGHI

Két qua dat dwoc

Qua qua trinh tim hi€u, nghién ctru tham khdo c4c nguon tai liéu cung voi

su hudéng dan tan tinh ca thay gido. Nghién ctru da dit duge mot sb két qua nhu

Sau.

X4y dung dugc mot md hinh phat hién duge cac cudc tin cong Website
st dung mo hinh hoc may

Xay dyng duoc mot hé théng canh bao va co giao dién tuong tac véi
nguoi dung don gian

Khic phyuc dugc cac diém yéu cua cac giai phap phat hién trude d6 va

dat dugc do chinh xac cao

Han che

Bén canh nhitng két qua dat dugc, nghién ctru van con mot s6 han ché vé

tap dit ligu huin luyén chua dugc da dang.

Huwéng phat trién

bé co thé giai quyét dugc mot s6 mat han ché ctua dé tai thi can c6 nhiing

hudng phat trién nhu sau:

Can thu thap thém nhiéu tap dit liéu huan luyén.

Xay dyng, tich hop thém hé théng phat hién dya trén chir ki, ting kha
nang phat hién cac truong hop khé phat hién khi str dung hoc may dé
gitp giam canh bao sai va ti 1€ bo sot

Cai tién thém dé c6 thé nhan dang va phan tich trén tat ca cac log khac
nhu log Nginx,...

Cai tién phat hién dugc cac payload trong body ctuia POST request
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